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jield x: Int
field y: Int

main(point: Ref)
(point.x) &&

point.x :
point.y :

add (point)
assert point.x
assert point.y

add(p: Ref)
(p.x, 1/2) &&
(p.x, 1/2) &&

{
p.y :=p.x + p.y
}

®1A0 silicon

(point.y)

(p.y)
(p.y)

% Live Share

"demo.vpr" 21L 357C written

UTF-8

LF Viper
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Verification Primitives: Inhale and Exhale

Intuitive
meaning

Logically

Operationally

SL analogue
of

inhale A

Adds resources specified by A to the current context

F inhale A

wp (inhale A) =

e  All resources required by A are obtained
e All logical constraints are assumed

assume A

exhale A

Removes resources specified by A from the current context

F exhale A

wp (exhale A) =

e All resources required by A are removed
e All logical constraints are asserted

assert A



“A Basis for Verifying Multi-

Verification Primitives: Inhale and Exhale | Threaded Programs® (Leino
and Miller, ESOP 2009)

inhale A exhale A

Intuitive N .
meaning Adds resources specified by A to the current context | Removes resources specified by A from the current context
Logically F inhale A F exhale A

wp (inhale A) = wp (exhale A) =
Operationall

P y e  All resources required by A are obtained e All resources required by A are removed
e All logical constraints are assumed e All logical constraints are asserted

SL analogue | assume A assert A

of



“A Basis for Verifying Multi-

Verification Primitives: Inhale and Exhale | Threaded Programs® (Leino
and Miller, ESOP 2009)
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q := new PointXY() T

\ —~ inhale px > _ % py b _
. havoc g

{P,} {P,} :
V= p.X inhaleg.x— _k qym _
g.Xx:=V q.y := p.X \
{Q,} {Q,} R
free(p)

F{A % px= _ % pye_}free(p) (A}

\ » exhalepx- _k pyP _

- exhaleg.x~ vk qyPv

w.xl-)v*q.yl-)v}

1/ 1/
P, £ (gxP _ % pxB ) P,£ (qyr _ % pxB )

Affine SL
15

1
Q, £ (gxP vk pxPv) Qzé(flk.q.yl—)k*p.xlé)k)



Example: Verifying a Parallel Composition (2/2)

------------------------------- ViPER

ﬁ Front-end language

{pxP_*xpym _}
q := new PointXY()

\

inhale px> _ %k pyr _

havoc g
inhaleq.xH _ % qyr _
{p,} {P,}
V:i=p.X
{ Q1 } { Q2 }
free(p)

exhalep.x _*k pyr _

exhalegxP vk qyPv

&q.va*q.yHV} /

g.X:=V q.y :=p.X i
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ﬁ Front-end language
{P,} {P,}
V= p.X
g.x:=Vv q.y :=p.X
{Q} {Q,}

............................... ViPER
~ 0
N |
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{P,}
V= p.X
g.X:=V

{Q}

Front-end language

F{P}C, {Q;}

fv(R) nwr(C,) =@

F{P,} C,{Q,}

F{P, % P, x R}C, || C,{Q, * Q, * R}

F——— e e — — — — — — — — — — —— e — — . — o —— — —

VIiPER
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e ViPER

ﬁ Front-end language i
i inhale P, \

> V:i=pX |

7 ! g.X:=V |

FPIC Q) FIPIG{Q,) ' | exhale Q, :

{P,} {P,} fv(R) N wr(C,) = @ : l

V= p.X i i

gx =V qy = p.X F{P, % P, x R}C, || C,{Q, * Q, * R} i i
{Q} {Q} l
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4 ! g.X:=V
FPJC Q) FIPIGIQ) S
{P,} {P,} fv(R) N wr(C,) = @

|

V= p.X .
I-{Pl*PZ*R}ClllCZ{Ql*QZ*R}\:

l

|

q.X:=V q.y := p.X
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—

{P,}
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—

~
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|
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! g.y := p.X
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|
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Example: Verifying a Parallel Composition (2/2)

F——— e e — — — — — — — — — — —— e — — . — o —— — —

ﬁ Front-end language

—

~
F{P}C, {Q;} F{P,} C,{Q,}

{P,} {P,} fv(R) N wr(C,) = @
V= p.X

inhale P,
V:i=p.X

g.X:=V
exhale Q,

I-{Pl*PZ*R}ClllCZ{Ql*QZ*R}¥

-~

{P,%P,%R}

exhale P, % P,

g.X:=V q.y := p.x

A1
{Q} {Q,} /
How to infer the frame?

inhale P,

g.y := p.X
exhale Q,

» havoc v
inhale Q, * Q,
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{P,}
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fv(R) nwr(C,) =@

g.X:=V
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F{P,} C,{Q,}
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Example: Verifying a Parallel Composition (2/2)

------------------------------- ViPER

~~—— | Front-end language
inhale P, / \

V= p.X
7 g.X:=V
FPIGIQ)  FIPIC(Q) exhale Q.
{P,} {P,} f(R) N wr(C,) = @ {P, %P, %R}
V= p.X exhale P1 b S P2

I-{Pl*PZ*R}ClllCZ{Ql*Qz*R}¥

g.x:=V q.y = p.x > > havoc v (R}
{Q} {Q,} / inhale Q, % Q, {Q,*0Q,*R] i
How to infer the frame? i

inhale P,

N / auhaleq, | \_ Y,



Example: Verifying a Parallel Composition (2/2)

------------------------------- ViPER

ﬁ Front-end language \
inhale P, /The frame is inferred

Vi=pX implicitly!
7 g.X:=V
F{P}C {Q} F{P,} C,{Q,} exhale Q,
{ Pl } { P2 } fv(R) nwr(C,) =@ {P,%P,%R]}
V= p.X \ exhale P, % P,
q.X =V q.y = p.X F {P1 * PZ}R} C1 | | C2 {Q1 * Q2 * R} N
{Q} {Q,} / inhale Q, % Q, {Q,*0Q,*R]

How to infer the frame?

inhale P,

q.y == p.Xx
exhale Q, \\ J

> havoc v {R} i
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Which resources to remove
when exhaling A -* B?
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Cha"enge 1 EXlStentlaIS% O  Avoid backtracking

Predictable automation
Output parameters

I VA I IS written as
' exhale Av. (p.x~>v kv>0) || > exhale acc(p.x, 1/2) * p.x>0
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Input parameters
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Forbidden by Viper’s syntax ] /
Allows writing code and specifications
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Implicit existential quantification Analogous for exhale
|_—" " operationally equivalent to 7 —
inhale A % B | inhale A; inhale B

exhale A x B 11
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__———

Theoretical foundations in our OOPSLA22 paper
“Fractional Resources in Unbounded Separation Logic”
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Iris from the ground up: A modular foundation for higher-order concurrent separation logic
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Toward a Foundational Viper

“This [foundational approach] is in contrast to tools like [...]
Viper, which have much larger trusted computing bases
because they assume the soundness of non-trivial extensions

of Hoare logic and do not produce independently checkable
proof terms.”

Iris from the ground up: A modular foundation for higher-order concurrent separation logic
Ralf Jung, Robert Krebbers, Jacques-Henri Jourdan, AlesS Bizjak, Lars Birkedal, Derek Dreyer
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“A Basis for Verifying

Verification Primitives: Inhale and Exhale Multi-Threaded Programs”
(Leino and Miiller, ESOP 2009)

inhale A

exhale A

Intuitive
meaning

Logically

Adds resources specified by A to the current context

F {P}inhale A {P * A}
wp (inhale A) {Q} = A -* Q

Removes resources specified by A from the current context

F {P * A} exhale A {P}
wp (exhale A) {Q} = A * Q

Operationally

o Allresources required by A are obtained
e Alllogical constraints are assumed

e All resources required by A are removed
e Alllogical constraints are asserted

SL analogue
of

assume A

assert A

1
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Design choice

- No impure existential
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- No impure implication
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Heap-dependent
functions

Field access
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Fractional permissions
for heap locations

Recursive predicates
with fractional permissions

Iterated separating conjunction
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