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Implemented in automatic separation
logic verifiers (e.g, VeriFast, Viper...)

T A

0.5 . ([1 — U1 k (o ”Uz)
2 0.5. (l1 — ful) x (0.5 - (lz —> ”02)

= (ll (,5’ ’Ul) x (lg (l)—§ ’02)

Previous proof outline 7
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This work

% We discovered a discrepancy between two notions of fractional resources
> Syntactic multiplication: Rules implemented in automated verifiers, no formal foundation
> Semantic multiplication: Theoretical foundation, shortcomings

% We present and formalise a new logic: unbounded separation logic
> Formal foundation for the syntactic multiplication

<
% Reasoning principles for (co)inductive predicates
<

Unbounded separation logic as a formal foundation for automatic verifiers
> Justifies the rules used
> Shows how to extend them to other constructs



This work

% We discovered a discrepancy between two notions of fractional resources
> Syntactic multiplication: Rules implemented in automated verifiers, no formal foundation
> Semantic multiplication: Theoretical foundation, shortcomings

% We present and formalise a new logic: unbounded separation logic
> Formal foundation for the syntactic multiplication
> Eliminates shortcomings from the semantic multiplication
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tree(z)”° 9 0.5 - tree(x)

ltree rtree

tree(x) = (x # null = ... x tree(rtree) * ... x tree(ltree))

LDO.S - tree(x) = (x # null = ... % 0.5 - tree(rtree) = ... * 0.5 : tree(ltree))

Syntactic Syntactic Syntactic




Semantic multiplication # syntactic multiplication (1/2)

tree(z)”° 9 0.5 - tree(x)

rtree

ltree

tree(x) = (x # null = ... x tree(rtree) * ... x tree(ltree))

Lb 0.5 tree(x) = (x # null = ... */0.5 : tree(rtree)|* ... * 0.5 : tree(ltree))

Syntactic Syntactic Syntactic




Semantic multiplication # syntactic multiplication (1/2)

0.5 - tree

tree(x) = (x #null = ...

L

tfree

0.5 - tree(x) =

Syntactic

Semantic

05

ltree

Syntactic

Cctree

rtree

()

0.5 - tree(rtree)

(x # null = .

tree(rtree) * . .. x

S

(0.5 - tree(rtree)|x

Syntactic

RS

tree(ltree))

0.5 : tree(ltree))

Syntactic




Semantic multiplication # syntactic multiplication (1/2)

O 5
tree(x) 0.5 - tree(x)
Semantic Syntactic
X 0.5 - tree(rtree)
3 J
b gx X,
‘2
N Shy
ltree rtree
\ ) Jd Y 7
(Le \/‘3&& ZQ’@@ > o \,e&‘ ey Ce <
e o 3% E
W j?t Cctree E g})t
N

tree(x) = (x # null = ... x tree(rtree) * ... x tree(ltree))

Lb 0.5: tree(x) £ (x # null = ... %[0.5 . tree(rtree)|= 0.5 - tree(ltree)

D 1 e 0 1
Syntactic Syntactic Syntactic

e

*




Semantic multiplication # syntactic multiplication (1/2)
0 5

tree(x 0.5 - tree(x)

0.5 - tree(ltree) X 0.5 - tree(rtree)

ltree rtree

ctree

S

tree(x) = (x # null = ... x tree(rtree) * ... x tree(ltree))

Lb 0.5: tree(x) £ (x # null = ... %[0.5 . tree(rtree)|= 0.5 - tree(ltree)

D 1 e 0 1
Syntactic Syntactic Syntactic

e

*




Semantic multiplication # syntactic multiplication (2/2)

Syntactic

0.5 - (Zl = V1 *ZQ —> UQ)

¥

0.5 0.5

(11 = v1) * (Io = v9)

Semantic

;é (ll = V1 % ZQ —> UQ)O'5

10




Semantic multiplication # syntactic multiplication (2/2)

S [, and |, cannot be aliases e
yntactic L\ P
0.5 (I1 ¥ vy *lo = v9) & (I1 — vq >I<ZQWI—>”U2)O'5

¥

0.5 0.5

(11 = v1) * (Io = v9)

10



Semantic multiplication # syntactic multiplication (2/2)

S [, and |, cannot be aliases e
yntactic L\ P
0.5 (I1 ¥ vy *lo = v9) & (I1 — vq >I<ZQW|—>UQ)O‘5

‘ I, and /, can be aliases

(11 s v1) * (1o % vo)—

10



Semantic multiplication # syntactic multiplication (2/2)

S I, and I, cannot be aliases e
yntactic L\ P
0.5 (I1 ¥ vy *lo = v9) & (I1 — vq >I<ZQWI—>”U2)O'5

‘ I, and /, can be aliases

(lhFs o) * (lg = va)—

‘ Cannot factorise!
y
(ll'—>’v1) *(ZQI—>”U) 14.71->|<B7T,ﬁ (A*B)Tr
Semantic Semantic

10



Summary
Semantic multiplication @ Syntactic multiplication
Factorisability ( =)

Distributivity ( =)

Factorise

AT « BT == (A% B)"
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Summary

Semantic multiplication @ Syntactic multiplication

Factorisability ( =) x

Distributivity ( =)

Factorisability (— =)

Distributivity (— =)
by & X

Separating implication (magic wand)

Aﬂ' . Bﬂ' Factorise ( A " B)ﬂ_

Distribute



Summary has shortcomings

.

Semantic multiplication @ Syntactic multiplication

Factorisability ( =) x

Distributivity ( =)

Factorisability (— =)

Distributivity (— =)
sy & X

Separating implication (magic wand)

Aﬂ' . Bﬂ' Factorise ( A " B)ﬂ_
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Semantic multiplication @ Syntactic multiplication

Factorisability ( =) x

Distributivity ( =)

Factorisability (— =) , g Unsupported
»
Distributivity (— =) x
sy ?

Separating implication (magic wand)

Aﬂ' . Bﬂ' Factorise ( A " B)ﬂ_
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Summary has shortcomings no theoretical foundation

.

Semantic multiplication @ Syntactic multiplication

Factorisability ( =) x

Distributivity ( =)

Factorisability (— =) , g Unsupported
»
Distributivity (— =) x
sy ?

Separating implication (magic wand)

Aﬂ' . Bﬂ' Factorise ( A " B)ﬂ_

Distribute

11



Unbounded separation logic

has shortcomings

no theoretical foundation

Factorisability ( =)
Distributivity ( =)

Factorisability (— =)

Distributivity (— =)

\ h A

Semantic Syntactic
multiplication | multiplication

X

?
X ?

In bounded separation logic

12



Unbounded separation logic

has shortcomings

no theoretical foundation

Factorisability ( =)

Distributivity ( = )

Factorisability (— =)

Distributivity (— =)

g —

Semantic Syntactic (Syntactic)
multiplication | multiplication multiplication

X

?
X ?

In bounded separation logic In unbounded separation logic

provides a theoretical foundation

12



Unbounded separation logic: Intuition Semantic
0.5 (I~ v*l—=v)E (I vxl—v)°

Syntactic

0.5:(Il—v)*x0.5:(l—v)

Syntactic ‘ Syntactic

Permission to / Permission to /
2 2
1 1
o5 _L 05 L

Evaluating the assertion Evaluating the assertion 13



Unbounded separation logic: Intuition Semantic
0.5 (I~ v*l—=v)E (I vxl—v)°

Syntactic

0.5; (Il —v)[x0.5:(—v)

Syntactic ’ Syntactic

Permission to / Permission to /

2 2

1 1
0.5 (I —w)

o5 _L /C> 05 L
/
/
= L >

Evaluating the assertion Evaluating the assertion 13



Unbounded separation logic: Intuition Semantic
0.5 (I~ v*l—=v)E (I vxl—v)°

Syntactic

Syntactic ’

Permission to / Permission to /
2 2

— . L
Ll

Evaluating the assertion Evaluating the assertion 13




Unbounded separation logic: Intuition

0.5: (I — v)

0.5l —v*l—v)

Syntactic

2

Syntactic

Permission to /

0.5- (I

0.5 . (I — v

‘ Syntactic

) %0.5 - (I = )

05 -

(

-

0.5 - (l —> 7)) -

O

/

=0

H
/

Evaluating the assertion

Permission to /
2

£ (= vxl — v

Semantic

)0.5

Evaluating the assertion

o
>

13



Unbounded separation logic: Intuition Semantic

0.5:(l — v)

Syntactic

0.5: (I~ v*xl+—v)

Syntactic

2

Permission to /

0.5- (I

0.5 (l—wv

‘ Syntactic

v) % 0.5 (1 = )

05 -

(

-

0.5 . (l —> 'U) -

O

/

=0

H
/

Evaluating the assertion

=

)0.5

l—v*xl—wv

Permission to / l—vxl—wv
O
7
7
7
~
//'\zim
7

Evaluating the assertion

o
>

13



Unbounded separation logic: Intuition Semantic

0.5: (I — v)

0.5l —v*l—v)

Syntactic

2

Syntactic

Permission to /

0.5- (I

0.5 . (I — v

‘ Syntactic

) %0.5 - (I = )

05 -

(

-

0.5 - (l —> 7)) -

O

/

=0

H
/

Evaluating the assertion

=

)0.5

l—v*xl—wv
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o
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Unbounded separation logic: Intuition

0.5 -

Syntactic

(Il—=v*l—wv)

0.5: (I — v)

Syntactic

Permission to /

2

‘ Syntactic

05-(I—v)*x05-(l—v)

05 -

//

(

0.5 - (l —> 7)) -

O

=0

H
/

Evaluating the assertion

% 0.5 : (I — v)

=

Semantic ’

(l—=v*xl—wv

)0.5

Permission to /

lH%\n—m
7

o

0.5

/ AN
7 AN
o
//\lj'_”’ (I —vx*l— )
7

Evaluating the assertion

o
>

13



Unbounded separation logic: Intuition Semantic |

0.5: (I — v)

0.5l —v*l—v)

Syntactic

2

Syntactic

Permission to /

0.5- (I

0.5 . (I — v

‘ Syntactic

) %0.5 - (I = )

05 -

(

-

0.5 - (l —> 7)) -

O

/

=0

H
/

Evaluating the assertion

=

)0.5

(l—=v*xl—wv

s (l—vx*l— )

Evaluating the assertion

o
>

13



Unbounded separation logic: Intuition Semantic |

0.5:(l — v)

Syntactic

0.5:- (I —v*xl—0v)

Syntactic

2

Permission to /

‘ Syntactic

% 0.5 - (I — v)

05 -

(

(= vl 0)0°

Key idea: Allow intermediate
invalid (unbounded) states

Permission to / [ — fi * i v

J/ N\
e AN
O.5-(l|—>11<>0.5-(l|—>v) ) / } E
05-(l—v) _~— . /ji/'_)v (l—vxl—0)"
o 7
///O/ 7

Evaluating the assertion

o
>

Evaluating the assertion
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Unbounded separation logic: Intuition

=

0.5l —v*l—v)

Syntactic

0.5:(Il—v)*x0.5:(l—v)

Syntactic ‘ Syntactic

Permission to /

2

2 4

Semantic ’

0.5

(I—=vx*l—wv)
1]

\ v

Permission to /

ZH%HU
7

Temporarily ignore threshold

05-(I—v)*x05-(l—v)

=0

H
05-(l—v) _~—

O

//

— >

Evaluating the assertion

05 -

1

0.5

Key idea: Allow intermediate
invalid (unbounded) states

J/ N\
\ r// N\
//\ZJ'_”’ (le*lev)&
T 7

7
./

o
>

Evaluating the assertion

13
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1. Temporarily allow unbounded states in the assertion logic

BoundedState = Locations — Value x|(Q N (0, 1])

¥

State £ Locations — Value x @

2. Reimpose boundedness at statement boundaries
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Unbounded separation logic (simplified)

1. Temporarily allow unbounded states in the assertion logic

BoundedState = Locations — Value x|(Q N (0, 1])

¥

State £ Locations — Value x @

2. Reimpose boundedness at statement boundaries

(PYC{Q} < (Vh.h =P = ..))
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Unbounded separation logic (simplified)

1. Temporarily allow unbounded states in the assertion logic

BoundedState = Locations — Value x|(Q N (0, 1])

¥

State £ Locations — Value x @

2. Reimpose boundedness at statement boundaries

(PYC{Q} < (Vh.h = P = ..))

{P}C{Q} < (Yh.h = P Alh € BoundedState|= ...




Theoretical foundation for the syntactic multiplication

Theorem: In unbounded separation logic,

h

— 7. A <—

Syntactic

(3ha.ha

:A/\h:ﬂ'@hA)

15



Theoretical foundation for the syntactic multiplication

Theorem: In unbounded separation logic,

h

:W-A<:>(3hA.hA :A/\h:ﬂ'@hA)

Syntactic N

Same definition as the semantic multiplication. The
difference is in the state model (bounded vs. unbounded).

15



What about the frame rule?

{P} C{Q} mod(C)N fv(R) =@

{P %R} C {Q = R}

(Frame)

16



What about the frame rule?

{P} C{Q} mod(C)N fv(R) =@
{P %R} C {Q = R}

(Frame)

Theorem: The frame rule holds in unbounded separation logic.
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What about the frame rule?

{P}C{Q} mod(C)Nfv(R) =0
{P*R} C{Q =R}

(Frame)

2. Reimpose boundedness at statement boundaries

¢
&

. RS
Theorem: The frame rule holds in unbounded separation logic. A &2y,

16



Factorisation and distribution in unbounded separation logic

o
N\
( DotDot) ( DotExists)
a-(f-A)=(axp)- A m-(dx.A)=3x. (7 A)
(DotWand) ( DotImp)
- (A=B)=(mr-A)—=(x-B) - (A= B)=(rm-A)= (n-B)
(DotPos) (DotForall)
AFBe—nr - AEFn-B - (Vx. A)=Vx. (1 A)
(DotAnd) (DotOr) (DotFull)
x-(AANB)=(mr-A)A(m-B) T-(AVB)=(r-A)V (r-B) 1-A=A
pure(A) (DotStar) (Split)

A=A (DotPure) ;. (A+B)= (x-A)* (n-B) (x+p) A (a-A)x* (p-A)
17



Factorisation and distribution in unbounded separation logic

\\0
\06
(o

S
7 ‘4

<4
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Factorisation and distribution in unbounded separation logic

\\0
\06
(o

S
‘4

<4

( DotStar)
m-(A=B)=(mr-A)=(m-B)
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Factorisation and distribution in unbounded separation logic

S
‘4

<4

(DotWand)
a7 (A=B)=(mr-A)—=(r-B)

( DotStar)
m-(A=B)=(mr-A)=(m-B)

17



Factorisation and distribution in unbounded separation logic

¢
&
P
The syntactic multiplication can be extended \
to support fractional magic wands

S
7 ‘4

<4

(DotWand)
a7 (A=B)=(mr-A)—=(r-B)

( DotStar)
m-(A=B)=(mr-A)=(m-B)

17
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Using fractional resources

method processTree(x: Ref) {

Is this proof outline
actually correct?

)
1) { P} C P} C

(,,.L,(,“,",';v % null} ' {P1} C1 {Q1} {P2} C2 {Q2} (Parallel)

N {(tree(x) % « x # null) * (tree(x) % * x # null)} {P1 *Pz}Cl I Co {QI *QZ}

{tree(x)? % x # null}

{xval > _x ... x [ree(x,)/*" * tree(,\‘r)%}

print(x.val)

processTree(x.left)

processTree(x.right)
T

{x.val [N _# ... oxtree(x)) 2 x tree(xy) 2 }

{tree(x)2 }

x
{tree(x)2 =tree(x)?}
}
{tree(x)7}
¥
Taken from “Logical Reasoning for Disjoint Permissions”, Xuan-Bach Le and Aquinas Hobor (ESOP’18) 5
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Using fractional resources

method processTree(x: Ref) {

Is this proof outline
actually correct?

£ 14 {P1} G {Q1} (P2} C; {Q2}

2. Distribute print(x.val)

processTree(x.left)
processTree(x.right)

{x.val [N T !rcu(x,)% * trcc(,\”r)%)

if (x != null) {
= (tree(x)” «x # null) . (Parallel)
Simwn—y’i x # null)  (tree(x) Z + x # null) } {P1 % P} Cy || C2 {Q1 * Q2}
m ree(x) Z * x 1y
— {nu(v)’ X # nu _Stree(@)]
S (xval ¥ _% ... % [rce(x,)/*" * tree(x;) % }

{ch(x)%}

x
{tree(x) 2 = tree(x)?

}

{tree(x)™}

Unbounded separation logic

has shortcomings no theoretical foundation
Semantic Syntactic (Syntactic)

multiplication | multiplication

Factorisability (k) x

Distributivity (*)

Factorisability (—*)

Distributivity (—%) x

multiplication

?
?

[ ]
In unbounded separation logic

In bounded separation logic
provides a theoretical foundation "

Taken from “Logical Reasoning for Disjoint Permissions”, Xuan-Bach Le and Aquinas Hobor (ESOP’18)
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Using fractional resources

Is this proof outline
method processTree(x: Ref) { actually correct?

lfm(:‘( - ““11) { {P1} G {Q1} (P2} C; {Q2}
(Parallel)
{P1# P2} C1 || C2 {Q1 * Qo}

tree(x) \$nuH}
s (tree(x)Z « x # null) * (tree(x)Z = x # null)} *
{tree(x) % « x # null}
\s Z Z =@
x.val ¥ _x ... x tree(x)) % * tree(x,) 7 }
2 Distr prlnt(x val)

processTree(x.left)
processTree(x.right)
3 z z

« tree(xy) 2 }

’ {x.val [N _#...oxtree(xy) 2

NN {[rw(x):: }

(tree(x) 2 * tree(x) % )
}
{tree(x)™}
3 4. Combine
5

Unbounded separation logic

has shortcomings no theoretical foundation r\

Semantic Syntactic (Syntactic)
multiplication

multiplication | multiplication

Factorisability (k) x

Distributivity (*)

Factorisability (—*) 7
[ ]

Distributivity (=) x 2
[ ]

In bounded separation logic In unbounded separation logic

provides a theoretical foundation "

Taken from “Logical Reasoning for Disjoint Permissions”, Xuan-Bach Le and Aquinas Hobor (ESOP’18)

Unbounded separation logic: Intuition Semantic |
0.5 (I vxl—=v) |l —=vxl—0)°?]
0.5:(l—v)%0.5:(l—v)

Comae) ) Comesc)

A A
Ownership of / Ownership of I Il yxl—v
24 24 “
7
/ AN
. 7/ N
N 0.5- (1= v)*0.5- (I —v) i ~ x
05-(l=v) = /#’—”f (= v*l—0)
05 = 05 = /

- 7 N
' “Building up” the assertion meaning

“Building up” the assertion meaning

13
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Using fractional resources

method processTree(x: Ref) {

Is this proof outline
actually correct?

{tree(x)™}
. (" = null) { {P1} C1 {Q:1} (P2} C2{Q2}
{tree(x)™ + x # null} ) Parallel)
mmu, x # null) * (tree(x) % « x # null)} {Py % Py} Cy || C2 {Q1 * Q2}
/)vct,\'bf *x # null} @)

{x.val B k... % tree(xy) z * tree(x,) 2 }

2. Dlstnbute print(x.val)

processTree(x.left)
processTree(x.right)

{x.val B k. x uw(.\',)"v * tree(xy) 2 }

tree(x)
et

{tree(x) 2 tree(x) 2 }
}
{itree(x)™}
3 4. Combine

A

Taken from “Logical Reasoning for Disjoint Permissions”, Xuan-Bach Le and Aquinas Hobor (ESOP’18)

Unbounded separation logic
has shortcomings no theoretical foundation r\

Semantic Syntactic (Syntactic)
multiplication | multiplication multiplication

Factorisability (k) x

Distributivity (%)

Factorisability (—*) ?
[ )

Distributivity (=) x 2
[ )

In bounded separation logic In unbounded separation logic

provides a theoretical foundation .

Unbounded separation logic: Intuition Semantic |
0.5 (I vxl—=v) |l —=vxl—0)°?]
0.5:(l—v)*x05:(l—v)

Comae) ) Comesc)

A A
Ownership of | Ownership of | I ygxls o
2 E *
v
/ N\
. Ve N
s 0.5+ (1) %0.5- (1) . s X
05-(l=v) = /ﬁj’_’” (= vxl— )
05 L ’O/ 05 L /
— 7
— A >
' “Building up” the assertion meaning 13

“Building up” the assertion meaning

More in the paper:
< combinability (step 4)

% reasoning principles for (co)inductive
predicates

% unbounded separation logic as a formal
foundation for automatic verifiers
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nank you for your attention!

Using fractional resources

method processTree(x: Ref) {
{tree(x)”}
if (x I= nu11) {

{tree(x)™ = x # null}

1/!«(!\»» x # null) * (tree(x) 2 = x # null)}

Is this proof outline
actually correct?

PG Q) (P} ClQs)

{P1# P2} C1 || C2 {Q1 * Qo}

Unbounded separation logic

has shortcomings no theoretical foundation r\

Semantic Syntactic (Syntactic)
multiplication | multiplication multiplication

0.5:(l—vxl—v)
0.5:(l—v)*x05:(l—v)

Comae) ) Comesc)

Unbounded separation logic: Intuition
(1= vl =)

0.5 I

A
Ownership of | Ownership of I = yxl—v
21 21 *
7
/ N\
. s/ AN
N 0.5- (1= v)*0.5- (I —v) i ~ x
05-(l=v) = /#’_’” (= vxl— )
05 L 05 L /
- 7 N
' “Building up” the assertion meaning 13

“Building up” the assertion meaning

{tree(x) % « x # null} @)
\l {x0al ¥ _x...x tree(x)) T * tree(x,)? } Factorisability ()
2 Distri
prlnt(x val)
processTree(x.left) — ..
processTree(x.right) Distributivity (%)
= {xvad o o tree(x) Y x tree(xy) 2} Factorisability (—%) ?
= (iree(n) ) =
Distributivity (—%) 2
{tree(x) 2 tree(x) 2 } °
}
{tree(x)™} In bounded separation logic In unbounded separation logic
3 4. Combine -
Taken from “Logical Reasoning for Disjoint Permissions”, Xuan-Bach Le and Aquinas Hobor (ESOP’18) 5 PrOVldeS a theoretical foundation
Semantic LN

More in the paper:

% combinability (step 4)

% reasoning principles for (co)inductive
predicates
% unbounded separation logic as a formal

foundation for automatic verifiers
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