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Descartes

➤ Hyperproperties: properties over multiple executions of the same program
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This work

…Goal: build a deductive program 
verifier that can automatically verify 

arbitrary hyperproperties
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Hoare triple   
P and Q are predicates over states

⊨ {P}C{Q}

P Q

Hoare Logic Hyper Hoare Logic

Hyper triple  
P and Q are predicates over sets of states 

⊨ [P]C[Q]

P Q

  iff executing C in any set 
of initial states satisfying P results in 
a set of final states satisfying Q

⊨ [P]C[Q]
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out := in

[λS . ∀σ1, σ2 ∈ S . σ1(in) = σ2(in)]

[λS′￼. ∀σ′￼1, σ′￼2 ∈ S′￼. σ′￼1(out) = σ′￼2(out)]
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Input program 
with specifications

method simple(x: Int) 
returns (y: Int) 
requires P 
ensures Q 
{ 
C 

}

program

var S: Set[State]  
assume  
var S’: Set[State] 
// Constrain S’ based on S and C 
. . . 
assert  

S ⊨ P

S′￼ ⊨ Q
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∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume Useful for verifying -properties∀+

// Postcondition 

assert (∀σ′￼ ∈ S′￼. …) ∧ (∃σ′￼ ∈ S′￼. …)

// Precondition 
. . .1

2

3

4
Challenge 1 solved

Challenge 2?

Useful for verifying -properties∃+
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f(x)
Trigger

assume ∀x . f(x) = f(2x)

assert f(10) = 20

Matches the trigger 
x=10

Matches the trigger again  
x=20

 f(x)

Trigger

assume ∀x . f(x) = 2x

assert f(10) = 20

!
Matching loop



EXAMPLE REVISITED

9

➤ C  x := 5≜



EXAMPLE REVISITED

9

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume



EXAMPLE REVISITED

9

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume



EXAMPLE REVISITED

9

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume



EXAMPLE REVISITED

9

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume



EXAMPLE REVISITED

9

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume



EXAMPLE REVISITED

9

!
Matching loop

➤ C  x := 5≜

σ′￼ ∈ S′￼

σ ∈ S
Trigger

∀σ′￼ ∈ S′￼. ∃σ ∈ S . σ′￼ = σ[x := 5]assume

∀σ ∈ S . σ[x := 5] ∈ S′￼assume
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➤ 84 benchmarks adapted from the benchmarks of state-of-the-art verifiers 

(i.e. Descartes, HyPa, ORHLE, and PCSat)

➤ For 93% of the benchmarks, verification finished within 5s

➤ In general, a modest amount of proof annotations is needed
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➤ This work: an automated verifier for Hyper Hoare Logic  

❖ By tracking sets of states via Viper encodings  

❖ By tracking an upper bound and a lower bound of the set of reachable states 
separately

➤ What else is in the paper: 

❖ Reasoning about errors 

❖ Reasoning about loops
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