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Hyperproperties

Hyperproperty  ≜ property of a set of executions

Type Type of negation

Non-interference ∀∀ ∃∃

Determinism ∀∀ ∃∃

Monotonicity ∀∀ ∃∃

Transitivity ∀∀∀ ∃∃∃

Functional correctness ∀ ∃

Reachability ∃ ∀

Generalized non-interference ∀∀∃ ∃∃∀

Existence of a minimum ∃∀ ∀∃
2



Hyperproperties
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Functional correctness ∀ ∃

Reachability ∃ ∀

Generalized non-interference ∀∀∃ ∃∃∀

Existence of a minimum ∃∀ ∀∃

For any two executions, if they have the same public 
inputs, they must have the same public outputs
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Functional correctness ∀ ∃

Reachability ∃ ∀
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Intuitively, “ x. y. x ≥ y  ∀ ∀ ⇒ f(x) ≥ f(y)”
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Hyperproperties

Hyperproperty  ≜ property of a set of executions

Type Type of negation

Non-interference ∀∀ ∃∃

Determinism ∀∀ ∃∃

Monotonicity ∀∀ ∃∃

Transitivity ∀∀∀ ∃∃∃

Functional correctness ∀ ∃

Reachability ∃ ∀

Generalized non-interference ∀∀∃ ∃∃∀

Existence of a minimum ∃∀ ∀∃

Intuitively, “ x. y. z. ∀ ∀ ∀ f(x, y)  ∧ f(y, z)  ⇒ f(x, z)”
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Hyperproperties

Hyperproperty  ≜ property of a set of executions

Type Type of negation

Non-interference ∀∀ ∃∃

Determinism ∀∀ ∃∃

Monotonicity ∀∀ ∃∃

Transitivity ∀∀∀ ∃∃∃

Functional correctness ∀ ∃

Reachability ∃ ∀

Generalized non-interference ∀∀∃ ∃∃∀

Existence of a minimum ∃∀ ∀∃
7

Intuitively, “ x. y. x ≥ y  ∃ ∃ ∧ f(x) < f(y)”



Hyperproperties

Hyperproperty  ≜ property of a set of executions

Type Type of negation

Non-interference ∀∀ ∃∃

Determinism ∀∀ ∃∃

Monotonicity ∀∀ ∃∃

Transitivity ∀∀∀ ∃∃∃

Functional correctness ∀ ∃

Reachability ∃ ∀

Generalized non-interference ∀∀∃ ∃∃∀

Existence of a minimum ∃∀ ∀∃
2

Goal

Develop the first program logic that can handle 
all these different types of hyperproperties.



Hyper Hoare Logic, a program logic
that allows to (dis-)prove arbitrary program hyperproperties,

including * *- and * *-hyperproperties.∀ ∃ ∃ ∀

Main contribution
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Properties over sets of terminating executions 
(restricted to initial and final states)



Encoding judgments from existing 
program logics into hyper-triples
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(restricted to initial and final states)
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Hyper-Triples: Tracking Sets of States

 ⊨ { }𝑃   𝐶 { }𝑄
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execution of C
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sem(C, S)S

Hyper-Triples: Tracking Sets of States

execution of C

Non-determinism

Non-termination

sem( , )  { ’ |   . ,  → ’ }𝐶 𝑆 ≜ 𝜎 ∃𝜎 ∈ 𝑆 ⟨𝐶 𝜎⟩ 𝜎

 ⊨ { }𝑃   𝐶 { }𝑄
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Examples  ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6



S sem(C, S)

Examples

Non-interference (public input x, public output y)

 ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6



S sem(C, S)

Examples

Non-interference (public input x, public output y)

{∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(x)=𝜎2(x) }  𝐶 {∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(y)=𝜎2(y) }

 ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6



S sem(C, S)

Examples

𝜆S. ∀𝜎1 . ∈𝑆 ∀𝜎2 . ∈𝑆 𝜎1(x) = 𝜎2(x)

Non-interference (public input x, public output y)

{∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(x)=𝜎2(x) }  𝐶 {∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(y)=𝜎2(y) }

 ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6



S sem(C, S)

Examples

𝜆S. ∀𝜎1 . ∈𝑆 ∀𝜎2 . ∈𝑆 𝜎1(x) = 𝜎2(x)

Non-interference (public input x, public output y)

{∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(x)=𝜎2(x) }  𝐶 {∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(y)=𝜎2(y) }

 ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6

If all initial states have 
the same value for x…



S sem(C, S)

Examples

𝜆S. ∀𝜎1 . ∈𝑆 ∀𝜎2 . ∈𝑆 𝜎1(x) = 𝜎2(x)

Non-interference (public input x, public output y)

{∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(x)=𝜎2(x) }  𝐶 {∀⟨𝜎1 . ⟩ ∀⟨𝜎2 . ⟩ 𝜎1(y)=𝜎2(y) }

 ⊨ { }𝑃   𝐶 { }𝑄  ≜( . ( )  (sem( , )) )∀𝑆 𝑃 𝑆 ⇒ 𝑄 𝐶 𝑆

6

If all initial states have 
the same value for x…

… then all final states 
have the same value for y
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If all initial orange states have a larger 
value for x than all green states…

… then all final orange states have a 
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Existence of a state with minimal values (for x and y)

S sem(C, S)

If there is at least 
one initial state…

{ α  }∃⟨ ⟩ 𝐶

… then there is one final state (α) 
with minimal values for x and y

{ α . . α(x) ≤ (x)  α(y) ≤ (y)  }∃⟨ ⟩ ∀⟨𝜎⟩ 𝜎 ∧ 𝜎
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Outcome Logic Insecurity Logic

Sufficient 
Incorrectness 

Logic

Incorrectness 
Logic
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∀*∃*-properties

∀*-properties

∀∀-properties

Mix of - and -∀ ∃
properties

(backward) -properties∃∃

All program hyperproperties, 
including ∀*∃*- and ∃*∀*-properties

(backward) -properties∃∃-properties
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Needed for completeness
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