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Goal

Develop the first program logic that can handle

all these different types of hyperproperties.




Main contribution

Hyper Hoare Logic, a program logic
that allows to (dis-)prove arbitrary program hyperproperties,
Including v*3*- and 3*v*-hyperproperties.



Contributions

[ Hyper-triples }




Contributions

|

Hyper-triples }

/N

_/

Assertions over sets of states




Contributions

Expressivity }

|

Hyper-triples

/N

_/

Assertions over sets of states




Contributions

Properties over sets of terminating executions
(restricted to initial and final states)

Z—

Program hyperproperties

Expressivity

]

|

Hyper-triples

/N

_/

Assertions over sets of states




Properties over sets of terminating executions
(restricted to initial and final states)

Contributions

Program hyperproperties ]

Expressivity

Encoding judgments from existing
program logics into hyper-triples

{ Hyper-triples

/N

Assertions over sets of states




Contributions

Program hyperproperties ]

Expressivity

Encoding judgments from existing
program logics into hyper-triples

{ Hyper-triples

/N

_/

Assertions over sets of states

\{ Inference rules }




Contributions

{ Hyper-triples

/N

_/

Assertions over sets of states

\{ Inference rules

Core rules ]

Program hyperproperties ]
Expressivity

Encoding judgments from existing

program logics into hyper-triples




Contributions

{ Hyper-triples

/N

_/

Assertions over sets of states

\{ Inference rules

Core rules

) J Soundness and
) | completeness

Program hyperproperties ]
Expressivity

Encoding judgments from existing

program logics into hyper-triples




Contributions

Program hyperproperties ]

Expressivity

Encoding judgments from existing
program logics into hyper-triples

{ Hyperirlples S ) J Soundness and
/ ) | completeness
Assertions over sets of states

Syntactic rules ]

\{ Inference rules

Loop rules ]

Compositionality rules ]




Contributions

Program hyperproperties ]

Expressivity

Encoding judgments from existing
program logics into hyper-triples

{ Hyperirlples S ) J Soundness and
/ ) | completeness
Assertions over sets of states

Syntactic rules ]

\{ Inference rules

Loop rules ]

Compositionality rules ]




Contributions

Expressivity

{ Hyper-triples
/™S Core rules
-/
Assertions over sets of states
Syntactic rules J
Inference rules

v




Hyper-Triples: Tracking Sets of States

= {P}C{Q}



Hyper-Triples: Tracking Sets of States

Qe

Hyper-assertions
(predicates on sets of states)




Hyper-Triples: Tracking Sets of States

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )
~_ "

Hyper-assertions
(predicates on sets of states)




Hyper-Triples: Tracking Sets of States

SeAt of initia\lﬁs_
= {P} C{Q} =(VS. P(S) = Q(sem(C, S)))
"

Hyper-assertions
(predicates on sets of states)




Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

[ Hyper-assertions

_ Set of states reachable by
(predicates on sets of states)

executing C in any state from S




Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

{ Hyper-assertions

_ Set of states reachable by
(predicates on sets of states)

executing C in any state from S

sem(C,S)£{o'|doeS.(C,0) - 7'}



Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

{ Hyper-assertions

_ Set of states reachable by
(predicates on sets of states)

executing C in any state from S

sem(C,S)£{o'|doeS.(C,0) - 7'}



Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

Hyper-assertions
(predicates on sets of states)

Set of states reachable by
executing C in any state from S

sem(C,S)£{o'|doeS.(C,0) - 7'}

sem(C, S)




Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

[ Hyper-assertions

_ Set of states reachable by
(predicates on sets of states)

executing C in any state from S

sem(C,S)£{o'|doeS.(C,0) - 7'}

Final state

o execution of C

S sem(C, S)



Hyper-Triples: Tracking Sets of States

Set of initial states

= (P} C {Q} 2(VS. P(S) = Q(sem(C, S)) )
o T S

[ Hyper-assertions

_ Set of states reachable by
(predicates on sets of states)

executing C in any state from S

sem(C,S)£{o'|doeS.(C,0) - 7'}

[

»O

execution of C o

S sem(C, S)



Hyper-Triples:

Tracking Sets of States

Set of initial states

A " .
= {P}C {Q} =(VS. P(S) = Q(sem(C, S)))
\/

Hyper-assertions
(predicates on sets of states)

sem(C,S)£{o'|doeS.(C,0) - 7'}

o y execution of C O
O »()
O—
Non-termination g:)
S sem(C, S)



Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )




Examples = {P} C {Q} =(VS. P(S)= Q(sem(C, 5)) )

Non-interference (public input x, public output y)




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Non-interference (public input x, public output y)

{V(0). Y(0,). 0,(X)=0,(X) } C {V(0,). V(T,). 0,(y)=0,(Y) }




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Non-interference (public input x, public output y)

{V(0). Y(0,). 0,(X)=0,(X) } C {V(0,). V(T,). 0,(y)=0,(Y) }

AS. vo,€S. VO,£€S. 0,(X) = 0,(X)




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Non-interference (public input x, public output y)

{V(0). Y(0,). 0,(X)=0,(X) } C {V(0,). V(T,). 0,(y)=0,(Y) }

AS. vo,€S. VO,£€S. 0,(X) = 0,(X)

If all initial states have
the same value for x...




Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )

Non-interference (public input x, public output y)

{V(0). Y(0,). 0,(X)=0,(X) } C {V(0,). V(T,). 0,(y)=0,(Y) }

AS. vo,€S. VO,£€S. 0,(X) = 0,(X)

If all initial states have

the same value for x...

... then all final states
have the same value for y




Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )

Monotonicity (input x, output y)




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y)
{ V(o). ¥(0,). 0,(X) > 0,(x) } C{V(0y). ¥(0,). 0,(y) > 0,(Y) }



Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )

Monotonicity (input x, output y)

{V(0)). ¥(0,). 0,(x) > 0,(x) } C { V(0)). ¥(0,). 0,(y) > 0,(y) }

Only satisfiable by the empty set




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y)

erﬁ\ Vfﬁ) s:ee; 5‘@9395’5‘(5‘3 ¥<5> 9699 5(“3}
L 1/- 2/ 1 2 17 2/ =1 2




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y)

erS‘\ Vfﬁ) See; seeiefvega ¥<s=> S:e,a; 5(“3}
L 1/- 2/ 1 2 17 2/ =1 2

{ V(o). ¥(0,). 0:(0)=1 A G5(0)F2 = 0,(X) > 0,(x) } C { V(0)). V(0,). 04(DF1 A G552 ~0,(y) > 0,(y) }



Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y) logical tag to identify executions

erS‘\
L 1/- 2/ 1 17 2/ =1 2

{Y(o)). V(0,). 0,()=1 A O,()=2 =0,(xX) > 0,(X) } C { V(0). V(0,). 0,(1)=1 A 0,(0)=2 =0,(y) > 0,(y) }



Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y) logical tag to identify executions

erﬁ\
L 1/- 2/ 1 17 2/ =1 2

{Y(o)). V(0,). 0,()=1 A O,()=2 =0,(xX) > 0,(X) } C { V(0). V(0,). 0,(1)=1 A 0,(0)=2 =0,(y) > 0,(y) }




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y) logical tag to identify executions

erﬁ\
L 1/- 2/ 1 17 2/ =1 2

{Y(o)). V(0,). 0,()=1 A O,()=2 =0,(xX) > 0,(X) } C { V(0). V(0,). 0,(1)=1 A 0,(0)=2 =0,(y) > 0,(y) }

If all initial orange states have a larger
value for x than all green states...




Examples = {P}C {Q} =(VS. P(S) = Q(sem(C, 5)) )

Monotonicity (input x, output y) logical tag to identify executions

erﬁ\
L 1/- 2/ 1 17 2/ =1 2

{Y(o)). V(0,). 0,()=1 A O,()=2 =0,(xX) > 0,(X) } C { V(0). V(0,). 0,(1)=1 A 0,(0)=2 =0,(y) > 0,(y) }

... then all final orange states have a

If all initial orange states have a larger
larger value for y than all green states

value for x than all green states...




Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )

Existence of a state with minimal values (for x and y)

C




Examples = {P} C {Q} =(VS. P(S)= Q(sem(C, 5)) )

Existence of a state with minimal values (for x and y)

C {3 a). V(o). a(x) < a(x) A a(y) = a(y) }

... then there is one final state (a)
with minimal values for x and y




Examples

= {P} C {Q} £(VS. P(S) = Q(sem(C, S)) )

Existence of a state with minimal values (for x and y)
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{Ho)}C {Ka). V(o). a(x) = a(x) A aly) < a(y) }

... then there is one final state (a)
with minimal values for x and y
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Expressivity: Judgments from EXxisting Logics

expressivity of judgments restricted to a single nhon-deterministic IMP program (no heap or probabilities)

— : ) All program hyperproperties,
V'I-properties Hyper Hoare Log|c<| including v’ and 3'v*-properties

RHLE

V'-properties

Mix of v- and 3- (backward) 33-properties

Cartesian Hoare Logic

properties
vv-properties Outcome Logic Insecurity Logic
Relational
Hoare Logic Uios e Sufficient Incorrectness
Logic Incorrectness Logic
Logic

v-properties

3-properties (backward) 3-properties
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Core Rules (Sound and Complete)
C:.=skip|x:=e|x:=nonDet() | assumeb |C;C|C+C|C*

4 standard rules FH{P} C1 {R} H{R} G {0}
seq, skip, consequence, exist (SEQ)

HP} Ci; C2 {Q}

Needed for completeness

2 branching rules (P} Ci{Qi} HP} G {Q2]) (Choice)
choice, iteration I-{P} CL+Cy {Ql ® Q) }k
Can be seen as a syntactic substitution 3S,, S,. S=S,US, A Q(S) A QuS))
(for syntactic hyper-assertions)
3 atomic rules — = — — (Assign)
assignments, assume I—{Ab.P(@ | do €S.0" =o[x G(U)Jy} x:=e {P}

N

sem(x :=e, S)
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Hyper-Triples: Tracking Sets of States

E {P{C/{VQ} £ (VS. P(S) = Q(sem(C, S)))

Hyper-assertions
(predicates on sets of states)

sem(C,S)={co’ |doc€S.(C,0) - 0’}

execution of C

Q

S sem(C, S)

Expressivity: Judgments from Existing Logics

expressivity of judgments for a single non-deterministic IMP program (no heap, no probabilities)

Hyper Hoare Logic

Cartesian Hoare Logic

Outcome Logic Insecurity Logic

Relational
Hoare Logic

Incorrectness
Logic

Sufficient
Incorrectness
Logic

Contributions

Hyper-triples

Inference rules

Program hyperproperties ]

Encoding judgments from existing
logics into hyper-triples

Soundness and
completeness

Core rules

Syntactic rules
Compositionality rules
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