
Hyper Separation Logic
Trayan Gospodinov, Peter Müller, Thibault Dardinier



Hyperproperty Type

Non-interference (NI) ∀∀

1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties



Hyperproperty Type

Non-interference (NI) ∀∀

1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties For any two executions:
same public inputs ⇒ same public outputs



Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties



Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃

1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties



1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties Separation logic

p  C q

p ∗ f  C q ∗ f

Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃



1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties Separation logic

Local spec

p  C q

p ∗ f  C q ∗ f

Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃



1

Goal: Modular Reasoning for Hyperproperties

Augmented with 
additional heap

Hyperproperties Separation logic

Local spec

p  C q

p ∗ f  C q ∗ f

Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃



1

Goal: Modular Reasoning for Hyperproperties

Augmented with 
additional heap

Hyperproperties Separation logic

Local spec

p  C q

p ∗ f  C q ∗ f

Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃



1

Goal: Modular Reasoning for Hyperproperties

Hyperproperties Separation logic

+
Augmented with 
additional heap

Local spec

p  C q

p ∗ f  C q ∗ f

Hyperproperty Type

Non-interference (NI) ∀∀

Generalized NI ∀∀∃

Non-determinism ∃∃

Existence of a minimum ∃∀

Functional correctness ∀

Reachability ∃



Existing Program Logics for Hyperproperties

Hyperproperty No heap

∀ Hoare Logic

2



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ Hoare Logic Separation Logic

2



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ HL SL

∃ IncorrectnessL IncorrectnessSL

2



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ HL, OL SL, OSL

∃ IL, SIL, OL ISL, SSIL, OSL

∀∀ RHL RSL

∀* CHL, LHC LGTM

∃∃ InsecL InsecSL

∀*∃* RHLE

∃*∀*

Other combinations

2



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ HL, OL, HHL SL, OSL

∃ IL, SIL, OL, HHL ISL, SSIL, OSL

∀∀ RHL, HHL RSL

∀* CHL, LHC, HHL LGTM

∃∃ InsecL, HHL InsecSL

∀*∃* RHLE, HHL

∃*∀* HHL

Other combinations HHL

2

Tracks sets 
of states



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ HL, OL, HHL SL, OSL

∃ IL, SIL, OL, HHL ISL, SSIL, OSL

∀∀ RHL, HHL RSL

∀* CHL, LHC, HHL LGTM

∃∃ InsecL, HHL InsecSL

∀*∃* RHLE, HHL

∃*∀* HHL

Other combinations HHL

2

Big gap



Existing Program Logics for Hyperproperties

Hyperproperty No heap With heap

∀ HL, OL, HHL SL, OSL, HSL

∃ IL, SIL, OL, HHL ISL, SSIL, OSL, HSL

∀∀ RHL, HHL RSL, HSL

∀* CHL, LHC, HHL LGTM, HSL

∃∃ InsecL, HHL InsecSL, HSL

∀*∃* RHLE, HHL HSL

∃*∀* HHL HSL

Other combinations HHL HSL

2

Tracks sets 
of states



Quantification Over Executions

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

3



Quantification Over Executions

3

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

Initial state



Quantification Over Executions

3

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

Initial state Reachable 
state



Quantification Over Executions

{x↦5∗y↦_} [y]≔[x]+1 {x↦5∗y↦6}

3

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}



Quantification Over Executions

3

{x↦5∗y↦_} [y]≔[x]+1 {x↦5∗y↦6}

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

Separation Logic (SL)



Quantification Over Executions

3

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

Separation Logic (SL)



Quantification Over Executions

3

{r↦_} [r]≔rand(1,4) {r↦1}

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

Separation Logic (SL)



Quantification Over Executions

3

{r↦_} [r]≔rand(1,4) {r↦1}

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)



Quantification Over Executions

∃n.
l1 ↦ n
l2 ↦ n

 o≔f(l, h) ∃n.
o1 ↦ n
o2 ↦ n

3

low high

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

Relational Separation Logic (RSL)

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)



Quantification Over Executions

∃n.
l1 ↦ n
l2 ↦ n

 o≔f(l, h) ∃n.
o1 ↦ n
o2 ↦ n

3

Start with 
same low 

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

Relational Separation Logic (RSL)

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)



Quantification Over Executions

∃n.
l1 ↦ n
l2 ↦ n

 o≔f(l, h) ∃n.
o1 ↦ n
o2 ↦ n

3

Start with 
same low 

Ends with 
same output 

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}

Relational Separation Logic (RSL)

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)



Quantification Over Executions

{∀⟨σ₁⟩. ∀⟨σ₂⟩. ∃n. σ₁(l↦n) ∧ σ₂(l↦n)}
o≔f(l, h)

{∀⟨σ₁'⟩. ∀⟨σ₂'⟩. ∃n. σ₁' (o↦n) ∧ σ₂' (o↦n)}

Relational Separation Logic (RSL)

3

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}

{∃⟨σ⟩. σ(r↦_)} [r]≔rand(1,4) {∃⟨σ'⟩. σ'(r↦1)}



Relational Separation Logic (RSL)

Separation Sufficient Incorrectness Logic (SSIL)

Separation Logic (SL)

Quantification Over Executions

{∀⟨σ₁⟩. ∀⟨σ₂⟩. ∃n. σ₁(l↦n) ∧ σ₂(l↦n)}
o≔f(l, h)

{∀⟨σ₁'⟩. ∀⟨σ₂'⟩. ∃n. σ₁' (o↦n) ∧ σ₂' (o↦n)}

3

{∀⟨σ⟩. σ(x↦5∗y↦_)} [y]≔[x]+1 {∀⟨σ'⟩. σ'(x↦5∗y↦6)}
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… …
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Key Takeaways & Summary

Hyper Separation Logic
• Can reason about arbitrary complex hyperproperties

• Generalized Frame rule

• Machine-checked soundness

Key Challenges
• Designing a ★ that respects ∀ and ∃

• Recovering framing for non-local behavior
• Non-local errors (unknown states)

• Allocation (via embedding the frame)
9
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