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Abstract

Writing correct programs becomes increasingly important given the
widespread use of programs in critical domains. This is especially
challenging when the program contains concurrency because of the large
number of possible interleavings of the execution of parallel threads that
need to be considered. Program verification techniques enable proving
the absence of bugs in programs, and concurrent separation logic (CSL),
one such technique, provides an elegant solution to the challenge of
formally proving concurrent programs correct.

However, manually writing CSL proofs is cumbersome and time con-
suming. It is thus important to automate this process. Viper is one such
automatic verification infrastructure that has been used as a founda-
tion to develop various verifiers for real-world programming languages
using CSL reasoning principles. This is achieved by developing Viper
front-ends that translate input programs and their specifications into
Viper programs. Nevertheless, few of these translations have been for-
mally proved sound in an interactive theorem prover. Moreover, there
lacks a general approach to take care of the common features of these
front-ends and prove sound their translations to Viper once and for all.

In this thesis, we develop a general framework for proving sound Viper
front-ends based on CSL. We also instantiate the framework with a
concrete front-end, which shows that our framework is of practical use.
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Chapter 1

Introduction

Program verification techniques enable proving the absence of bugs in pro-
grams, which is becoming increasingly important given the widespread use
of programs in critical domains. Separation logic (SL) [1] is one such program
verification technique for heap-manipulating programs. It provides a way
to prove Hoare triples {P} ¢ {Q}, where P is a precondition, ¢ is the code
to be executed and Q is a postcondition. A Hoare triple {P} ¢ {Q} holds if
whenever P holds before the execution, then Q holds after the execution of c.
Concurrent separation logic (CSL) [2] further extends SL to verify concurrent
programs. It enables ¢ in the Hoare triple {P} ¢ {Q} to contain concurrency,
and asserts the triple only if it holds for all possible interleavings in the
execution of parallel parts in c.

In practice, it is desirable to automatically verify source code statically.
Viper [3] is an automatic verification infrastructure, which includes the
Viper intermediate verification language (IVL) and verifiers to automatically
check the correctness of Viper programs. The assertion language in the Viper
IVL is based on SL. The Viper infrastructure has been used as a foundation
to develop various verifiers for real-world programming languages using SL
and CSL reasoning principles. This is achieved by developing Viper front-
ends that translate input programs and their specifications, such as pre- and
postconditions, into Viper programs. Examples of Viper front-ends include
Gobra [4] for Go, Nagini [5] for Python, Prusti [6] for Rust, and VerCors [7]
for Java.

For such a front-end translation to be sound, the correctness of the Viper
program must imply the correctness of the input program w.r.t. the input
specification. In general, the soundness of translations in current Viper front-
ends is not formally proved. In recent work, Arlt [8] started addressing
this issue, by formally defining a simple Viper front-end that supports con-
currency and proving its translation sound once and for all in the Isabelle
theorem prover [9]. Arlt’s work shows the feasibility of formally proving the
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1.1. Outline

soundness of Viper front-end translations. It deals directly with the opera-
tional semantics of the front-end program and that of the translated Viper
program. This requires proving low-level steps to bridge the gap between
the front-end’s and Viper’s operational semantics, which is cumbersome.
Moreover, Arlt’s work is specific to the translation of a particular front-end
that has limited control flow structures (e.g., loops are not supported, and
assignments of local variables in parallel compositions are neither supported)
and assertion language (e.g., heap-dependent expressions and existential
quantifiers are not supported). In addition to these restrictions, the front-end
in Arlt’s work only supports a simple binary ownership model (which only
distinguishes between owning a heap location or not owning the heap loca-
tion), and thus cannot for example verify programs where two threads read
the same heap location (which is supported by fractional ownership models
where the ownership of heap locations is represented by fractions).

In this thesis, we develop a general framework for proving Viper front-end
translations sound once and for all in the Isabelle theorem prover [9]. Instead
of directly working with the front-end’s and Viper’s operational semantics
as in Arlt’s work [8], we make use of existing CSL of the front-end that has
been proved sound w.r.t. the front-end’s operational semantics and SL proof
representation of verified Viper programs, and prove sound the translation
of the front-end to Viper by converting Viper SL proofs of the translated
Viper programs to front-end CSL proofs of the front-end programs. Our
framework supports front-ends with a larger subset of control structures
and assertion language. Specifically, it supports control structures such as
loops and assignments of local variables in parallel compositions, and heap-
dependent expressions and existential quantifiers in the assertion language,
while all of these features are not supported in Arlt’s work [8]. Moreover, it
supports more general ownership models for the front-end(e.g., fractional
ownership models where the ownership of heap locations is represented by
rational fractions). To show that our framework is practical, we instantiate
our framework with a concrete CSL based front-end in Isabelle.

1.1 Outline

The rest of this thesis is organized as follows. In Chapter 2, we give back-
ground knowledge relevant for this thesis. In Chapter 3, we describe the
main challenges of this thesis. Chapter 4 provides an overview of the general
framework from a user’s perspective. Then Chapter 5 formally presents the
components of the framework. In this chapter, we also formally prove the
soundness of the translation. In Chapter 6, we instantiate our framework with
the front-end we describe in Chapter 2. Finally, in Chapter 7, we conclude
this thesis by comparing it with Arlt’s work [8] and pointing out possible
future work.



Chapter 2

Background

In this chapter, we provide the background knowledge relevant to this thesis.
We start with some general concepts about separation logic in Section 2.1,
including our model of program states and the fractional ownership model in
Section 2.1.1, the separation algebra model in Section 2.1.2, the well-typedness
notion for program states in Section 2.1.3, and the semantic assertion notion
and some useful property of it in Section 2.1.4. Next, in Section 2.2, we
describe a concrete front-end that will be used in Chapter 6 to instantiate
our framework and the CSL rules for it. Then, in Section 2.3, we give a
brief introduction to a subset of Viper that is related to this thesis and Viper
separation logic. Finally, in Section 2.4, we give the translation of some
typical front-end components into Viper.

2.1 General Separation Logic Concepts

2.1.1 The State Model and Fractional Ownership Model

We model both the front-end and Viper program states to have two compo-
nents: a store that models the values stored in local variables and a heap
with some ownership model that models the shared memory.

Definition 2.1 (states) A front-end or Viper state s is of the form (o, h), where the
store o : VN — V is a partial function from variable names VN to values V, and h
is the heap.

A commonly used ownership model is the binary ownership model.

Definition 2.2 (binary ownership model) A heap with a binary ownership
model h : L — V is a partial function mapping heap locations L to values V.
Foreach | € L, h(l) is defined when h exclusively owns the heap location 1. In this
case, h(1) is the value stored at 1.
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Compared with the binary ownership model, which only distinguishes be-
tween owning a heap location or not owning the heap location, the fractional
ownership model [10] distinguishes read and write access by allowing split-
ting and recombining ownership to heap locations.

In this thesis, we consider two fractional ownership models: the rational
permission model and the real permission model. In both of these models,
the ownership of heap locations is represented by permission amounts in the
interval [0, 1] and, splitting and recombining the ownership are implemented
by splitting and summing up permission amounts. The rational permission
model, which further restricts permission amounts to be rational numbers,
is commonly used by concurrent separation logics in the literature. On the
other hand, Viper uses the real permission model, where the permission
amounts are allowed to be any real numbers in the interval [0, 1], since SMT
solvers have built-in support for reals but not for rationals.

A heap with with some ownership model then consists of two parts: a
permission mask m : L — P that records ownership p € P to each heap
location I € L, and a partial heap / : L — V that records the value v € V
(if exists) stored at each heap location I € L. And the partial heap should
contain information for each heap location of which the permission heap has
some ownership. That is, if m(I) # 0, then h(l) should be defined, where
Om € P represents no ownership (in the fractional permission models, 0,
corresponds to the value 0). Specifically, we call a heap with a fractional
permission model a permission heap.

2.1.2 Separation Algebra for Implicit Dynamic Frames

The separation algebra [11] abstracts the structure of the heaps with all these
kinds of ownership models. The definition of a separation algebra for IDF
starts with a partial commutative monoid (PCM) that abstracts the combination
of permission masks and partial heaps. Then the operation of extracting the
partial heap information out from the heap is abstracted as the core operation.
Adding the core operation into a PCM results in a PCM with core. Finally,
since in Implicit Dynamic Frames (IDF) [12] decouples the assertification of
ownership of heap locations and the access to the heap locations, we need
to make a distinction between the values at the heap locations that we have
ownership of and are able to access, and the heap locations of which we
have no ownership. The operation of erasing the values at these inaccessible
heap locations is abstracted as the stabilize operation. Adding the stabilize
operation and a stable predicate that decides whether the object contains any
values at inaccessible heap locations into a PCM with core eventually results
in a separation algebra for IDF.

Definition 2.3 (PCM) A PCM (P, ®) consists of a set P and a partial binary
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operator ® : P x P — P. For x,y € P, we say x is compatible with y if x ® y is
defined, and denote it as x #y. @ satisfies the following properties:

(Commutativity) Forany x,y € P, x#y ifand only if y#x, and x Dy =y O x
when x is compatible with y.

(Associativity) Forany x,y,z € P, (x ®y) @ z is defined if and only if x & (y & z)
is defined, and they have the same value when they are both defined.

As a concrete example, the partial addition abstracts the compatibility and
combination of the permission heaps. Two permission heaps Hy = (m1, h1)
and Hy = (my, hy) are compatible if the sum of their permissions to each heap
location does not exceed the full permission amount 1 and they agree on the
value at each heap location of which they both have knowledge (i.e., VI € L,
mq (1) +my(l) <1, and if both 1 (1) and hy (1) are defined, then k(1) = hy(1)).
Two compatible permission heaps can then be combined by adding up their
permission amount at each heap location and combining their knowledge of
the partial heap. That is, for (my, hy) # (my, hy), (m1, hy) @ (ma, hy) = (m, h)
where

m(l) = ml(l) + Tnz(l),

w(ty = {10 i (1) is defined,
| (1), otherwise.

Compatibility guarantees that the permission amount m(l) to each heap
location [ is still between 0 and 1, and that /1 agrees on the value with both i
and h at each heap location.

Definition 2.4 (PCM with core) A PCM with core (P,®,core) consists of a
PCM (P, ®) and a unary operator core : P — P on P denoted as | - |. Apart from

commutativity and associativity that & should satisfy in order for (P, ®) to be a
PCM, | - | should satisfy:

(C1) x =x@ |x| forany x € P.

(C2) |x| = |x| & |x| for any x € P.

(C3) Forany x,c € P, if x = x @ c, then there exists r € P such that |x| =c&r.
(C4) Foranya,b,c € P,ifc=a®b, then |c| = |a| & |b|.

Intuitively, the core operation of an element x extracts out the duplicable
information (e.g., the partial heap of permission heaps) of x. (C1) means
that |x| does not contain more information than x. (C2) expresses that the
core does not contain any non-duplicable information (e.g., the permission
amount). (C3) expresses that |x| extracts out all the duplicable information
of x. And (C4) means that | - | preserves the & operation.
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In a PCM with core (P, &, | - |), we can define a binary relation >=: x > y if
and only if there exists some z such that x = y @ z. It is easy to show that >~
satisfies the three axioms reflexivity, antisymmetry, and transitivity of partial
orders. As a result, > is a partial order of the PCM with core.

In the PCM of permission heaps, the core operation of a permission heap
removes permissions to all heap locations (which are non-duplicable) but
retains the partial heap (which is duplicable). That is, for a permission heap
(m,h), |(m,h)| = (0, h), where the zero mask 0; is defined as 0. (/) = 0 for
any heap location / € L.

In the permission heap set as a PCM with core, Hy = (m1,h1) = Hy = (my, hy)
reflects that H; has at least as much permission amount to each heap location,
and knows at least as much about the partial heap than H; and agrees with
Hy’s partial heap hy. That is, for any heap location I, m1(I) > my(1), and if
hy(1) is defined and has value v, then £ (1) is also defined and hy(I) = v.

Definition 2.5 (separation algebra for IDF) A separation algebra for IDF (P,
@, core, stabilize, stable) consists of a PCM with core (P, &, core), a unary oper-
ator stabilize : P — P and a predicate stable : P — {True, False} on P. Apart
from axioms of PCM with core that (P, @, core) needs to satisfy, stabilize and
stable should satisfy:

(S1) For any x € P, x = stabilize(x) @ |x|.

(S2) For any x,y,z € P, if x = y ® z then stabilize(x) = stabilize(y) ®
stabilize(z).

(S3) The stabilize operation always returns a stable result. That is, for any x € P,
stable(stabilize(x)).

(S4) Forany x € P, if x is already stable, i.e., stable(x), then the stabilize operation
does not change x, i.e., stabilize(x) = x.

Intuitively, we want to use the separtion algebra for IDF to model the per-
mission heap in a CSL: if the permission heap of one thread holds non-zero
permission amount to some heap location, then no other thread has 1 permis-
sion, and the value at this heap location cannot be changed by other threads.
So this value is stable w.r.t. the interference from other threads. On the other
hand, 0 permission means that another thread could have 1 permission. The
thread with 1 permission to the heap location could modify the value at this
heap location, and thus this value is unstable. The stabilize operation removes
the information that is unstable (e.g., the value at some heap location with
no permission in a permission heap), and the stable predicate holds if and
only if such information does not exist in a given object. The axioms in
Definition 2.5 describes some basic requirements for these two functions.
(51) means that stabilize contains all the non-duplicable information (e.g.,
the permission amounts in permission heaps) that is removed by | - | and
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does not add more information. (S2) expresses that stabilize preserves the
@ operation. (S3) and (54) express the relation between stabilize and stable:
stabilize indeed makes an object stable, and does not make any other changes
to the objects that are already stable.

In the PCM with core of permission heaps, the stable predicate holds if
and only if the permission heap does not contain any values at those heap
locations to which it does not have permissions. That is, stable(, 1) if and
only if for any heap location I € L, if m(I) > 0 then h(!) is defined. And the
stabilize operation makes a permission heap H = (m, ) stable by removing
the heap values at all the heap locations to which H does not have permission,
and leaving all other parts (the permission mask m and the values at those
heap locations to which H has non-zero permission) unchanged. That is,
stabilize(H) = (m,h’), where K’ is defined as for any heap location I € L,
W' (1) equals to k(1) if m(I) > 0, and is undefined otherwise.

Although the above intuitions and instantiations for separation algebras for
IDF are for the heap, the separation algebra for IDF can also model the store,
and then the whole state:

1. Stores are a separation algebra for IDF, where for stores oy, 02, 01 # 07 if
and only if o3 = 03 (i.e., for any variable x, o1 (x) is defined if and only
if op(x) is defined, and when they are both defined, oj(x) = 02(x)),
and when o1 #0,, 01 ® 02 = 0y, core and stabilize are both identity
mappings, and stable(c) is trivially true for any store ¢.

2. The Cartesian product of two separation algebras for IDF is a separa-
tion algebra for IDF, where (x1,y1) # (x2,y2) if and only if x; #x, and
y1#y2, and when (x1,y1) #(x2,y2), (x1,41) © (x2,42) = (x1 © x2, 11 D
Y2), the core and stabilize operator operates on both components (i.e.,
|(x,y)| = (|x|,|y|) and stabilize(x,y) = (stabilize(x), stabilize(y))),
and stable(x, y) if and only if stable(x) and stable(y).

As a result, the state, as the Cartesian product of stores and separation
algebra for IDF modeled heaps, forms a separation algebra for IDF.

2.1.3 Type Context and Well-typed States

In this thesis, we study statically typed front-ends. In a statically typed
front-end program, each variable has a fixed type. The type information
for variables is stored by the type context. A type context T : VN — VT is
a partial mapping from variable names VN to types VT that defines each
declared variable’s type.

In a statically typed front-end or Viper program, all variables should be
declared before their first use, and if the program type checks, then the
values of the variables will always be of the types in their declarations. The
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type context will record each variable’s type at the time of their declaration,
and we call those states well-typed if all variables have their declared types.

Definition 2.6 (well-typedness) A state w is well-typed w.r.t. a type context T,
if its store o respects T. Concretely, for any variable x € VN, o(x) is defined if and
only if T(x) is defined, and when they are both defined, o(x) is of type T(x).

In this thesis, we simplify the declare-before-use process for variables by
separating their declarations from the program. Concretely, we require the
program to declare all the variables at the beginning, and we will then deal
with the rest of the program with the type context derived from the variable
declarations. As a result, we do not consider variable declarations in this
thesis. Instead, we will deal with the programs w.r.t. type contexts as the
product of the variable declaration process.

2.1.4 Semantic Assertions

Apart from syntactic assertions, which have a syntactic form and whose
semantics are given by an interpretation on its syntax, we will also use
semantic assertions when we need to describe more properties of states (e.g.,
in the pre- and postconditions of front-end CSL and Viper SL rules that we
will introduce later). A semantic assertion is equivalently a predicate on
state, and can be represented by the set of states that satisfy it. Compared
with syntactic assertions, semantic assertions capture all syntactic assertions
and contain more assertions that cannot be syntactically expressed. They are
therefore more expressive.

We will use separating conjunction, normal conjunction, and normal disjunc-
tion of semantic assertions. They are defined as follows.

Definition 2.7 (connectives for semantic assertions) The separating conjunc-
tion, normal conjunction, and normal disjunction of semantic assertions A and B
are denoted as A x B, AN\ B, and AV B respectively. Their semantics is defined as
follows:

* (A xB)(w) is true if and only there exist « and B such that « & p = w, and
A(a) and B(B) are both true.

* (A A B)(w) is true if and only if both A(w) and B(w) are true.
* (AV B)(w) is true if and only if A(w) or B(w) is true.

The front-ends that we study in this thesis and Viper both use IDF [12],
which decouples the assertification of ownership of heap locations and the
access to the heap locations. IDF assertions are in general not equivalent to
separation logic assertions (where every access to the heap is coupled with
certain permission amount). As a result, to define separation logic rules that
are correct w.r.t. the operational semantics for front-ends and Viper, we need
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to restrict the pre- and postconditions to be self-framing, under which IDF
is equivalent to separation logic, as shown by Parkinson and Summers [12].
Intuitively, an assertion is self-framing if its truth is independent from other
threads. That is, it assertifies enough permissions to fix the values of all heap
locations on which it depends. Using the stabilize operator of the separation
algebra for IDF, we can express self-framedness as follows:

Definition 2.8 (self-framedness) A semantic assertion A is self-framing if and
only if its satisfaction at any state w only depends on the stable part of w, i.e.,
A(w) = A(stabilize(w)).

As an example, acc(x.f,1) * x.f = 7 that assertifies 1 permission to the heap
location x.f and at the same time assertifies that the value at x.f equals 7
is self-framing. However, without the assertification of enough permission
amount to x.f, the single assertion x.f = 7 is not self-framing.

For an expression which is not able to assertify any permissions, it cannot be
self-framing. In this case, we need an assertion to provide this assertification.
We then say the assertion frames the expression.

Definition 2.9 (assertion frames expression) A semantic assertion A frames an
expression e if and only if for any state w that satisfies A, e(w) = e(stabilize(w)),
where e(w) is the evaluation of e at state w, which is either undefined or equal to
some value, and the equality means that the left hand side is defined if and only if the
right hand side is defined, and they have the same value when they are both defined.

Apart from the help of framing, we sometimes also need the assertion to
exclude the abnormal states for the expression. For example, when evaluating
the division x/y, we want the assertion y # 0 to exclude the case where the
division is not defined.

Definition 2.10 (well definedness) An expression e is well defined w.r.t. a se-
mantic assertion A if and only if for any state w that satisfies A, e(w) is defined.

Finally, we redefine the concepts of entailment and independence of variable
for assertions such that they only consider well-typed states.

Definition 2.11 (entailment for well-typed states) For semantics assertions A
and B, we say A entails B for well-typed states w.r.t. type context T, denoted as
A =7 B, if for any state w that is well-typed w.r.t. T, w satisfies A implies that w
satisfies B.

Definition 2.12 (independence of variable) A semantic assertion A is indepen-
dent of variable x for well-typed states w.r.t. type context T, denoted indep;(A, x),
if for any state w that is well-typed w.r.t. T, and any value v of type T(x),
A(w) = A(w(x — ©v)), where w(x — v) is the state obtained from w by modifying
the value of variable x to v and keeping the other parts unchanged.
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It is straightforward to show that the entailment in Definition 2.11 is weaker
than the normal entailment, and it is reflexive and transitive, but not anti-
symmetric.

Proposition 2.13 (properties about =—>1) The entailment for well-typed states
= is weaker than the normal entailment — ,i.e., if A = B, then A =1 B
for any type context T.

Moreover, = is reflexive and transitive. That is,
* A =71 A for any assertion A and any type context T. And

e For any assertions A, B, and C, and type context T, if A =1 B and
B—171C, then A =1 C.

The notion of indep is also weaker than the normal independence notion.

Proposition 2.14 (indep; is weaker than normal independence) If variable
x is independent to a semantic assertion A, i.e., A(w) <= A(w(x +— ©v)) for any
v, then indep (A, x).

2.2 A Simple Viper Front-end

A Viper front-end takes as input a program and its specifications, and
translates them into a Viper program, such that if the Viper program is
correct, then the front-end program satisfies its specifications. Concurrent
separation logic (CSL) [2] is a system for proving the correctness of front-end
programs w.r.t. their specifications. A CSL of the front-end consists of several
rules, and CSL proofs are constructed by applying these CSL rules finite
times.

In this section, we will define a simple front-end that will be used to in-
stantiate our general framework in Chapter 6. We start with its syntax in
Section 2.2.1. Then we give an interpretation to the expressions and assertions
of the front-end in Section 2.2.2, and define well-formedness requirements
for front-end statements in Section 2.2.3. In Section 2.2.3, we also define free
variables for front-end expressions, assertions, and statements, and written
variables for front-end statements. They are used in defining well-formedness
and will also be used in defining the CSL rules later. After these preparations,
we give the CSL rules for front-end statements in Section 2.2.4. Since our
framework does not deal with operational semantics of front-ends, we do not
formally define it for our front-end. Instead, we only give intuitions for each
statements, from which it is not hard to derived an operational semantics.
Finally, we extend the front-end language with separating implications in
assertions and method calls in Section 2.2.5. These extensions are only used
to demonstrate the examples in Chapter 3. They are not supported by our
framework in Chapter 5.

10
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2.2.1 The Syntax of the Front-end

Our front-end supports integers, rationals, booleans, and references as its
basic types.
T¢ := Int | Rat | Bool | Ref (2.1)

They correspond to values denoted as
Vyu=Intn | Ratr | Bool b | Ref ] (2.2)

Heren € Z,r € Q, b € {True, False}, and | € RU {Null} is either a non-null
reference in R or the constant reference Null. Ve therefore consists of all
front-end values.

The expressions of the front-end consist of integer, rational, or boolean literals,
the Null-literal and local variables. In terms of operations on these objects,
we support unary operators, binary operators, and conditional expressions.
Specifically, we support the negation operator for booleans (—) and for
numbers (—) as unary operators, and the addition (+), subtraction (—),
multiplication (x), Euclidean division (=), modulo (mod), normal division
(/), equality (=), non-equality (#), greater (>), greater or equal (>), less
(<), less or equal (<), logical conjunction (A), logical disjunction (V), and
logical implication (=) as binary operators. In addition, as a result of using
IDF [12], unlike traditional SL based front-ends that express ownership and
reference to heap locations with the points-to operator, we decouple these
two functionalities, use the accessibility predicate acc to express ownership
to heap locations (introduced later in this section), and support heap access
expressions via reference expressions and field identifiers.

Ef == 1Intn | Ratr [ Bool b | Ref Null

| x
uop E
| uop £y (2.3)
| Ef bop Ef
| Ef.f
Here f is a field identifier, and
uop 1= | — (2.4)
bop =+ | — | x | +|mod | /| = #]>| =] <|<|A|V]=

The assertions of the front-end are constructed from primitive assertions
using certain connectives. In our front-end, the only primitive assertion is
the accessibility predicate.

Ay = acc(Ef.f, Ey) (2.5)

11



2.2. A Simple Viper Front-end

We support the following constructs from primitive assertions: the separating
conjunction (*), the normal conjunction (A), the normal disjunction (V),
the normal implication (—) with expressions as premises, the existential
quantifier (3), and expressions.

Af = Ap
|Af/\Af
|Af\/Af (26)
| dx : TfAf
| Ef

Finally, the statements of the front-end are constructed from primitive state-
ments using certain compositions as we show next. In our front-end, the
primitive statements include assignments to local variables, assignments to
the heap, and allocating new heap locations.

Spu=x:i=Ey
| Ep.f :=Ey @7
| x :=alloc(fy,..., fn)

Intuitively, “x :=e” evaluates e to some value v, and assigns v to variable
x; “e.f 1=¢'” evaluates e to a non-null reference r and ¢’ to some value v,
and then assigns v to the heap location r.f; “x :=alloc(fy,..., f,)” allocates
new heap locations r.f1, ..., r.f, with a fresh reference r, and then assigns r
to variable x.

We support the following constructs from primitive statements: the sequential
composition, the conditional branching, the loop, and the parallel composi-
tion.

Sf = Sp
| 555 Sy
| if Ef then S¢ else Sy (2.8)
| while Ef inv A do Sy
| {Ar} Sp{Af} | {Af} Sy {Af}

Intuitively, sequential composition “c1; c2” means executing c, after the exe-
cution of ¢;. Conditional branching “if ¢ then c; else c,” executes c; if e
evaluates to True, and c; if e evaluates to False. The loop “while e inv I do ¢”

12



2.2. A Simple Viper Front-end

executes ¢ as long as e evaluates to True, and exits the loop when e eval-
uates to False. The loop invariant I indicates the assertion that should
always be satisfied every time entering or exiting the loop. It provides a
guide on how the program should be verified and translated into Viper, but
does not actually affect the execution of the program. Parallel composition
“AP1}c1 {Q1} || {P2} 2 {Q2}"” means executing c; and c; in parallel. The
assertions P; and P, indicate the resources that should be given to c¢; and ¢y,
and Q; and Q> indicate the resources that will be returned by c; and c;. As
the loop invariant in the loop, all of the assertions P;, P», Q1, and Q; only
provide a guide on how the program should be verified and translated into
Viper, but do not affect the execution of the front-end program.

2.2.2 The Interpretation of Expressions and Assertions

Our front-end uses the rational permission model. As introduced in Sec-
tion 2.1.1, we can represent its state with (o, (m, 1)), where o : VN — V is
the store, m : L — [0,1] N Q is the permission mask, and 1 : L — Vr is the
partial heap. Furthermore, a heap location I € L is determined by a non-null
reference r € R and a field identifier f. We denote it by [ = r.f.

We first define the evaluation functions eval, : uop x Vy — V and eval,, :
V¢ x bop x Vy — V; for unary and binary operators. The unary operator —
operates only on booleans, and — operates on both integers and rationals.
eval, (=(Bool b)) = Bool (—b),
eval,(—(Int n)) = Int (—n),
eval,(—(Rat 7)) = Rat (—7).
The binary operators +, —, X, /, =, #, >, >, <, < operate on two integers
or two rationals in the way just as their names indicate.
evaly (Int 11y + Int np) = Int (11 + ny),
evaly(Int ny — Int np) = Int (11 — ny),
evaly(Int 1y x Int np) = Int (n1 - 1),
Rat , if 0,
evaly (Int 1y /Int np) = 2 (n‘l/nz) e 7&_
undefined,  otherwise,
evaly (Int n; = Int np

evaly (Int n1 # Int ny

evaly(Int n; > Int np

( ) )
( ) )
evaly(Int 711 > Int 11,) = Bool (11 > ny),
( ) )
evaly(Int n1 < Int 1) )

13



2.2. A Simple Viper Front-end

(1>

Bool (17 < ny),
Rat (r1 +12),
Rat (r; — r2),

eval, (Int 71 < Int ny)

(

eval,(Rat r; + Rat rp
(
(

(1>

Il

)
evaly(Rat r; — Rat r7)
evaly(Rat r; x Rat r2) £ Rat (11 - 12),

Rat (r1/rp), ifrp #0,

A
evaly(Rat 71 /Rat r2) = { undefined, otherwise,
evaly(Rat r; = Rat r;
eval,(Rat 1 # Rat rp

(Rat r; > Rat
(Rat r; > Rat 7,
(
(

evaly
evaly
evaly(Rat r; <Rat ry
evaly(Rat r; <Rat rp

)
)
)
)
)
)

Moreover, we allow the two operands of x and / to be an integer and a
rational.
eval,(Int n x Rat r) 2 Ratn -,
eval,(Rat 7 x Int n) = Rat r - n,
Rat (n/r), ifr#0,
undefined, otherwise,
Rat (r/n), ifn#0,
undefined, otherwise.

evaly(Int n/Rat r) £ {

eval,(Rat r/Int n) £ {

The Euclidean division <+ and modulo mod operate on two integers 1
and 7, and evaluate to the quotient and the remainder of n; divided by
ny respectively. That is, when ny # 0, take the unique g and r satisfying
ny =qny+rand 0 <r < |ny|. Then

evaly(Int n1 + Int ny) = Int g,

evaly((Int 77) mod (Int n3)) = Int 7.

If n; = 0, then both eval,(Int 77 <+ Int n2) and eval,((Int 71) mod (Int 1))
are undefined.

Finally, the logical binary operators A, V, and =, and the equality (=) and
non-equality (#) operators operate on two boolean values in the standard
way.

evaly(Bool b; = Bool by) = Bool (b; = b,),

14



2.2. A Simple Viper Front-end

evaly (Bool by # Bool by) = Bool (by # by),
eval,(Bool by A Bool by) £ Bool (by A by),
(Bool by V Bool by) = Bool (b1 V by),
(

evaly, (Bool b; = Bool by) = Bool (b; — by).

evalb

Now we define the interpretation of expressions.

Definition 2.15 (interpretation of expressions) Given a front-end expression e,
a front-end state w, and a front-end value v € Vi, we say that e is interpreted as v
in w if and only if

(e,w) U 0.
The interpretation is inductively defined as shown in Figure 2.1.
Int Rat
(Intn,w) s Int n (Int) (Ratr,w) ¢ Rat 7 (Rat)
Bool Null
Bool b, w) I; Bool b 0% Ref Null, ) |, Ref Null (o
f f
(e1,w) Uf 01
e, w (4 ey, w (%]
(e, w) If / (e2,w) Y
eval,(uop v) =v eval, (v, bop vy) = v
u{icp 2) 7~ (Uop) ( P v2) (Bop)
(uop e,w) 5o (e1 bop ez, w) v
o(x) is defined ) (e1,w) |} Bool False (AndLazy)
(@ H) bo(x) (e1 ey, w) Uy Bool False 7
(e1,w) {¢ Bool True (e1,w) |} Bool False
OrL ImpL
(e1 Ve, w) ¢ Bool True (OrLazy) (e1 = ey, w) ¢ Bool True (ImpLazy)
(e1, W) {5 Bool True (e1,w) {5 Bool False
(e2,w) Ifv (e3,w) Irv
I y— 5 (CondTrue) I y— 5 (CondFalse)
(e1?7er:e3,w) s (e1?ex:e3,w) s
e,(o,(m,h Ref r r % Null h(r.f) is defined
(00, m 1) by Refr  r#Nul _h(rf)isdefined

{e.f, (o, (m, 1)) Y h(r.f)

Figure 2.1: The interpretation of front-end expressions.

For front-end assertions, we first interpret primitive assertions, and then
inductively interpret the composite assertions. In Chapter 5, our framework
will take the interpretation of primitive assertions as input, and make require-
ments on the inductive interpretation of the compositions of assertions. As
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an instantiation of the framework, the inductive interpretation of composite
assertions of our front-end needs to satisfy the requirements made by the
framework.

Definition 2.16 (interpretation of assertions) Given a front-end assertion A
and a front-end state w, we say that w satisfies A if and only if

Figure 2.2 gives interpretation rules for primitive assertions. Figure 2.3 defines the
inductive interpretation rules for composite assertions.

(e,(c,(m,h))) If Ref r r # Null
(p.(c,(m,h))) YfRatv  ©0>0  m(rf) >
(o, (m,h)) Eracc(e.f, p)

(e, (o, (m,h))) Ur Refr (p, (o, (m,h))) s Rat 0
(o, (m,h)) Fr acc(e.f, p)

Figure 2.2: Interpretation rules for front-end primitive assertions.

v
(AccPos)

(AccZero)

KPP =w wEr A wFsB
(Star) (Conj)
CU':fA*B w':fA/\B
————— (DisjL) (DisjR)
(U':fA\/B wthVB

{e,w) | Bool b
b=True — wky A
(Imp)

wi=fe—>A a)|=fe

(e,w) |} s Bool True

Pure)

visoftypet  w(x+v)FfA
wl=f dx:t. A

(Exist)

Figure 2.3: Inductive interpretation for front-end composite assertions.

2.2.3 Well-formed Statements

The well-formedness predicate on front-end statements imposes additional
requirements on the statements apart from the syntax. It additionally takes a
front-end type context as an argument, which gives the variable declaration
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2.2. A Simple Viper Front-end

context of the program and allows it to perform part of type checks for our
front-end.

We first define the set of free variables for expressions, assertions, and
statements, and the written variable set for statements. They will be used in
defining the well-formedness predicate.

The free variables of an expression, an assertion, or a statement are the
variables that appear syntactically, and thus might have an influence on the
semantics.

Definition 2.17 (free variables of expressions) The free variable set fv, for ex-
pressions is inductively defined as follows:

fv.(Int n) = fv.(Rat r) = fv,(Bool b) = fv.(Ref Null) = &
fve(x) = {x}
(uop e) = fve(e),
fve(e1 bop e2) = fve(e1) U fve(ea),
(
(e

fv,

fve(e1?ex:e3) = fve(er) Ufve(en) Ufve(es),

f) = fve(e).

fv,

It is straightforward to show that for any front-end expression e, fv,(e) is a
finite set, and that fv,(e) does contain all the variables that might affect the
interpretation of e in the sense that for any variable x ¢ fve(e), the evaluation
of ¢ is independent to the value of x (i.e., (¢,w) |5 v <= (e, w(x ') |
v for any v').

Definition 2.18 (free variables of assertions) The free variable set fv, for as-
sertions is defined inductively on the structure of assertions. For the base case

= acc(e.f, p),
fv,(A) = fve(e) Ufve(p). (2.9)

The inductive cases are listed in Equation 2.10.

fv,(A*B) = fv,(A) Ufv,(B),

fv,(ANB) = fva(A) U fv,(B),

fv,(AV B) = fv,(A) Ufv,(B),

ftv,(e — A) ve(e) Ufv,(A), 210
fva(3x: 1. A) = fva(A)\{x},

fva(e) = fve(e).

It is straightforward to show that for any front-end assertion A, fv,(A) is
a finite set, and that fv,(A) does contain all the variables that might affect
the interpretation of A in the sense that for any variable x ¢ fv,(A), the
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satisfaction of A is independent to the value of x (ie, AFfw < AFy
w(x — v) for any v).

Definition 2.19 (free variables of statements) The free variable set fv, for state-
ments is defined inductively on the structure of statements. The three base cases are

defined as follows:
fve(x 1=e) = {x} Ufve(e),
fv.(e.f 1=¢€') = fv.(e) Ufve(e), (2.11)
fve(x r=alloc(fy, ..., fu)) = {x}.
The inductive cases are defined as follows:
fve(er; ¢2) = fve(cr) Ufve(ca),
fv.(if e then c; else cp) = fv.(e) Ufve(cr) Ufve(ca),
fvc.(while e inv I do c) = fv.(e) U fv(c),
fve({Pr}er {Qu} [ {Pa} e2{Q2}) = fve(cr) Ufve(ca).

(2.12)

It is straightforward to show that for any front-end statement ¢, fv.(c) is a
finite set. And by the intuition of the primitive statements and the composi-
tions in Section 2.2.1, fv.(c) indeed includes all the variables that might affect
the semantics of ¢, in the sense that for any variable x ¢ fv.(c), the execution
of c is independent to the value of x and does not change the value of x either.
Specifically, the invariant of the loop “while e inv I do ¢” and the pre- and
postconditions of the parallel composition “{P;} c1 {Q1} || {P2} c2 {Q2}” do
not participate in the inductive computation of free variables. This is because
they are only used for guiding the verification and translation, but do not
affect the execution of the statement. As we will show in Section 2.2.4, they
do not affect the CSL rules either.

We then define the written variable set for statements. Intuitively, it contains
all the variables that might be modified by executing the statement.

Definition 2.20 (written variable set for statements) The written variable set
wr for statements is defined inductively on the structure of statements. The three
base cases are defined as follows:
wr(x :=e) = {x},
wr(e.f :=¢') =g, (2.13)
wr(x :=alloc(fy,..., fn)) = {x}.
The inductive cases are defined as follows:
wr(cy; ¢2) = wr(cr) Uwr(ca),
wr(if e then c; else cp) = wr(cy) Uwr(ca), (2.14)
wr(while e inv I do ¢) = wr(c),
(

wr({Pr}e1 {Qi} [| {P2} e2 {Q2}) = wr(er) Uwr(ca).
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Note that in the conditional branching “if e then c; else c;” and the loop
“while e inv I do ¢”, the variables in the condition expression e appears in
the set of free variables but not the set of written variables. This is because the
expressions in our front-end do not have any side effects such as modifying
the state.

We finally define the well-formedness predicate for front-end statements.

Definition 2.21 (well-formed statements) We define well-formedness of state-
ments w.r.t. type context T (denoted as wit) inductively on the structure of state-
ments. The three base cases are defined as follows:

o wir(x :=e) ifand only if T(x) is defined.
e wir(x :=alloc(fy,..., fn)) if and only if T(x) is defined.
o wir(e.f :=¢) always holds.
The inductive cases are defined as follows:
o wir(cy; c2) if and only if wir(c1) and wir(cz).
e wir(if b then ¢y else cy) if and only if wir(c1) and wir(ca).

e wir(while b inv I do c) if and only if wir(c), I is self-framing, and I
frames b.

o Wir({P1}c1 {Q1} || {P2} c2 {Q2}) requires the following four conditions:
1. wir(cq) and wit(cp).
2. All the pre- and postconditions Py, P, Q1, and Qy are self-framing.
3. wr(cy) is disjoint from fv(cyz), fv(Py), and fv(Q>).
4. wr(cyp) is disjoint from fv(cy), fv(Py), and fv(Qq).

2.2.4 The CSL Rules for Statements

Vafeiadis [13] defines a simple concurrency-supporting language with a
semantics and a set of CSL rules for the language, and proves the soundness
of the CSL rules w.r.t. the operational semantics of the language. We will
adjust the rules to define the CSL rules for our front-end statements. For
each adjustment, we will argue for its correctness.

We assume that the type check of the front-end programs can be performed
separately, and we will only deal with well-typed programs. For a well-typed
program, the type context T corresponding to the variable declarations at the
beginning of the program will not change throughout the execution of the
program. That is, starting from any state well-typed w.r.t. T and executing
the program for an arbitrary number of steps, the resulting state is still
well-typed w.r.t. T. As a result, our CSL rules for the front-end may only be
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sound w.r.t. its operational semantics when executing the program from a
state that is well-typed w.r.t. the type context specified by the program.

We classify the rules into three classes: a class of rules for primitive statements,
a class of rules for composite statements, and the other class of rules (called
structural rules) for refining pre- and postconditions of existing CSL proofs.

Definition 2.22 (CSL rules) We use T Fgg {P} ¢ {Q} to denote that the triple
{P} c{Q} is CSL-provable w.r.t. front-end type context T, where P and Q are
front-end semantic assertions and c is a front-end statement.

The inference rules of -gg for primitive statements are given in Figure 2.4, where we
use w(r.f — v) to denote the state obtained from w by modifying the value at heap
location r.f of the partial heap of w to v and keeping the other parts unchanged. The

semantic assertions A[x — e], e.f s, and Ple.f + ¢'] are defined as follows:
* w satisfies A[x — e] if and only if there exist some state wy and value v such
that A(wo) holds, (e, wo) 5 v, and w = wo(x > v).
* w satisfies e.f s if and only if there exist some non-null reference r such

that (e,w) |5 Ref r, and w has exactly 1 permission to the heap location r.f.

* w satisfies Ple.f +— ¢€'| if and only if there exist some state wy, non-null
reference r, and value v, such that P(wy) holds, (e, wo) £ Refr, (¢/,wp) | f
v, and w = wo(r.f — v).

And ® denotes the separating conjunction of a list of assertions:
n
,®1Ai :Al*"‘*An-
1=

The rules for composite statements are given in Figure 2.5, and the structural rules
for refining pre- and postconditions of existing CSL proofs are given in Figure 2.6.

A is self-framing e is well defined w.r.t. A A frames e

AssignVi
Thre {A} x 1= {A]x — ¢]} (AssignVar)
P=Axef N P is self-framing
¢ is well defined w.r.t. P P frames ¢’ sl
Tl_FE {P} e,f = e/ {P[e.fr—)e/]} SSlgn 1€
(Alloc)

T Fgg {True} x :=alloc(fy,..., fn) {i(:%l acc(x.ﬂ,l)}

Figure 2.4: The inference CSL rules for primitive statements.
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The {P} ao {R}  Thee{R} 2 {Q}
T }_FE {P} C1, C2 {Q}

(SeqFE)

e is well defined w.r.t. P

T g {P/\e} (o] {Ql} T g {P/\ —\6} Co {Q2}

IfFE
T g {P} if ¢ then ¢ else ¢ {Q1 V Qz} ( )

T l_FE {P/\e} C {P}
P frames e e is well defined w.r.t. P

WhileFE
T Fpe {P} while e inv I do ¢ {P A —e} (WhileFE)

T l_FE {Al} (o] {Bl} T |_FE {Az} Co {BZ}

fv(ci) Nwr(ex) =@  fv(c)Nwr(c) =@

Vx € wr(cz).indep; (A1, x) and indep(By, x)

Vx € wr(cq).indep, (A2, x) and indep(Bo, x)
Thpp {A1x Ao} {Pi} c1 {Q1} || {P2} 2 {Q2} {B1% By}

Figure 2.5: The inference CSL rules for compositions of statements.

R is self-framing  Vx € wr(c).indep;(R, x)

(ParFE)

(FrameFE)

Ttge {P} ¢ {Q} P isself-framing P =7 P
Thee {P'} c {Q}

(ConseqPreFE)

T Fee {P} ¢ {Q} Q' is self-framing Q=10
Ttee {P} c {Q'}

Figure 2.6: The inference rules for refining pre- and postconditions of existing CSL proofs.

(ConseqPostFE)

In the rules (IfFE) and (WhileFE), we use e to represent both the expression
and its boolean interpretation'. A boolean interpretation of e is defined as: for
any state w, e(w) is defined if and only if there exists some boolean b such
that (e,w) ¢ Bool b, and in this case e(w) = b. In all other cases, e(w) is
undefined. In P A e and P A —e, we further use e (and —e) to represent the
assertion derived from the boolean interpretation of e (and —e respectively).
Under the condition that e is well defined, this does not cause any issues,

! Another approach to avoid abnormal cases where ¢ evaluates to non-boolean values
and ensure the correctness of the rules (IfFE) and (WhileFE) other than using boolean
interpretations is to ensure that e only evaluates to boolean values by a static type check. Then
for well-typed programs, these rules are correct with the interpretation of expressions defined
in Definition 2.15.
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since e (and —e) both as the boolean interpretation of expression and as
the assertion are total functions of states. However, without this condition,
we should be careful about the case where e is not defined. Formally, the
assertion e is true in state w if and only if e(w) is defined and e(w) = True.
The negation of the boolean interpretation of the expression e negates its
value when it is defined, but remains undefined when e(w) is undefined. As
a result, the assertion —e is true in state w if and only if e(w) is defined and
e(w) is false. We can use the assertion e V —e to denote that e is defined. This
technique will be used when we define the translation of the front-end in the
framework in Section 5.2.

Let us discuss more about the CSL rules in Figures 2.4, 2.5, and 2.6.

First, we note that the pre- and postconditions in each rule in Figure 2.4
are self-framing. Moreover, self-framedness of pre- and postconditions is
preserved by each of the rules in Figures 2.5 and 2.6. As a result, the pre- and
postconditions in any CSL proof are self-framing. The fact that the rules in
Figures 2.5 and 2.6 preserve the self-framedness of pre- and postconditions is
obvious from the premises for all these rules except the rules (IfFE), (WhileFE),
(ParFE), and (FrameFE). We now analyze the four cases respectively.

¢ In the rule (IfFE), the condition that e is well defined w.r.t. P ensures
P = (PAe)V (PA—e). Since the normal disjunction preserves self-
framedness (i.e., if A and B are both self-framing, then A V B is also
self-framing), the self-framedness of the pre- and postconditions of the
conclusion can be inferred from that of the premises.

* In the rule (WhileFE), the premise “P frames e¢” ensures that the self-
framedness of P implies the self-framedness of P A e and P A —e. As
a result, the self-framedness of the pre- and postconditions of the
conclusion of the rule (WhileFE) can also be inferred from that of the
premises.

¢ To show that the rules (ParFE) and (FrameFE) preserve the self-
framedness of the pre- and postconditions, we only need to note
that the separating conjunction preserves the self-framedness (i.e., if A
and B are both self-framing, then A * B is also self-framing).

Next, we point out that the premise “e is well defined w.r.t. P” in the
rule (WhileFE) is necessary for the rule to be sound w.r.t. the front-end’s oper-
ational semantics. Example 2.23 demonstrates the consequence of removing
this premise.

Example 2.23 Let x and y be two variables of type Int. Consider the following code
snippet.

while (x / y > 0)
inv True
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The condition expression e corresponds to x/y > 0, and the code c inside the
loop is “y :='y — 1”. Let P be the trivial assertion True. Then the premise
T Fre {P Ae} ¢ {P} trivially holds. Moreover, since e does not refer to the heap,
the premise “P frames e” also holds. Therefore, if we remove the premise “e is
well defined w.r.t. P” from the rule (WhileFE), then we have collected enough
premises to apply the rule to this code snippet and get a CSL proof of T Frg
{True} while e inv True do ¢ {—e}.

However, with y set to 1 initially, after a single round execution of the loop, y will
be decreased to 0. The next time when the program tries to check the loop condition,
it will run into a divide-by-zero error. Such an execution error indicates that the
modified (WhileFE)-rule is not sound any more.

Although we express the rules (ParFE) and (FrameFE) in a different way from
that presented by Vafeiadis [13], they are equivalent if we restrict them to
well-typed states: we change all the requirements of the form “free variables
of assertion A are disjoint from written variables of statement ¢” in the rules
presented by Vafeiadis [13] to the form “Vx € c.indep;(A, x)”, but for finite
written variable sets, which is the case of our front-end, the two ways of
expressing the premise are equivalent when we only consider well-typed
states.

Finally, compared with the consequence rule in Vafeiadis [13], in the
rules (ConseqPreFE) and (ConseqPostFE), we weaken the entailment premises
to only require the entailment for well-typed states. This weakening is neces-
sary for the instantiation of the framework with our front-end in Chapter 6.
As argued at the beginning of this section (Section 2.2.4), the weakening is
not problematic, since we consider only the soundness of the CSL rules w.r.t.
the operational semantics for the transitions of well-typed states.

2.2.5 Separating Implication and Method Call Extensions

In order to demonstrate some challenges in translating front-end programs
into Viper programs in Chapter 3, we extend our front-end with method
calls, and we extend its assertion language with the separating implication
(also called magic wand).

A separating implication is of the form A — B, where A and B are two
front-end assertions. The interpretation rule for A — B is:

Va.(a Fr AN a @ w is defined = a ® w Ff B)

(Wand)
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Intuitively, w Fr A — B means that adding any compatible state a that
satisfies A results in the sum « @ w satisfying B.

A method is of the form

method m(xq:ty,...,x,:t,) returns (r:t)
requires P
ensures Q
C

Here m is the name of the method, xi,...,x, are its arguments, with x;
having type t; € Ty for eachi = 1,...,n. r of type t € Ty is the returned
value of the method. The two front-end assertions P and Q are the pre- and
postconditions of the method, respectively. Finally, the body of the method
consists of a front-end statement c.

A method call is of the form m(ey, ..., e,), passing the evaluation results of
expressions ey, ..., e, as arguments xi, ..., x, to the method m and executing
m’s body c. For those methods that have return values, the extended front-
end also supports storing the return value at some local variable, using
y :=m(ey, ..., e,), where y does not appear in any e;. The method guarantees
that if the precondition P is satisfied when starting executing c, then the
postcondition Q will be satisfied when the method call returns.

2.3 Viper

In this section, we introduce the subset of Viper that is relevant to this thesis
and Viper SL in Sections 2.3.1 and 2.3.2 respectively.

2.3.1 A Subset of Viper

Unlike our front-end, Viper uses the real permission model. The basic types,
values, expressions, and assertions in the subset of Viper with which this
thesis is concerned are the same as those of our front-end in Section 2.2,
except that all the rationals are replaced by reals. That is, the basic types of
the subset of Viper are

Ty == Int | Real | Bool | Ref
They correspond to values denoted as
Vy u=Intn | Real r | Bool b | Ref

Heren € Z,r € R, b € {True, False}, and ! is either a non-null reference or
the constant reference Null.
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Expressions of the subset of Viper are

Ey == Intn | Real r | Bool b | Ref Null

| x

| uop Ev

| Ev bop Ev

| Ey?Ey : Ey
| Ev.f

Here f is a field identifier, and the set of uop and bop supported are the
same as the ones supported by the front-end in Equation (2.4).

The evaluation of these unary and binary operators are the same as in the
front-end in Section 2.2.2, except that all the rationals become reals.

Similar to Definition 2.15, we use (e, w) |}y v to denote that a Viper expres-
sion e is interpreted as some Viper value v € Vy in a Viper state w. The
interpretation rules of Viper expressions are the same as those of the front-
end expressions in Figure 2.1, with the only exception that the rule 2.2.2 is
replaced by the following rule (Real):

Real
(Real r,w) |y Real r (Real)

Assertions of the subset of Viper are the same as the ones of our front-end in
Equations (2.5) and (2.6), except that now the expressions and types are from
EV and Tv.

Ay i=acc(Ey.f,Ey)
| Ay % Ay
| Ay A Ay
| Ay V Ay
| Ep — Ay
| 3x : Ty. Ay
| Ev

Similar to Definition 2.16, we use w Fy A to denote that a Viper state w
satisfies a Viper assertion A. The rules for Fy are similar to those for front-end
assertions in Figures 2.2 and 2.3, except that the interpretations of expressions
are of Viper, and all the rationals become reals.

We include the local variable assignment “x := Ey” and the heap assignment
“Ey.f := Ey” in the subset of Viper we will use. Our subset of Viper does not
support allocation of new heap locations in the form “x :=alloc(f,..., fu)”
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Instead, as shown in Section 6.1, we will translate the front-end allocation
statement “x :=alloc(fy,..., f»)” to a sequential composition of havoc and
inhale statements.

Apart from the two assignment statements, our subset of Viper also includes
havoc, inhale, and exhale statements. Intuitively, statement “havoc x”
for a variable x non-deterministically assigns a fresh value to x; statement
“inhale A” for a Viper assertion A adds some state w that satisfies A into
the current state; statement “exhale A” for a Viper assertion A subtracts a
state w satisfying A from the current state.

For the compositions of statements, our subset of Viper only supports the
sequential composition and the conditional branching.

To conclude, the subset of Viper in this thesis has the following statement
constructs:

SV =X = EV
| Ev.f = EV
| havoc x
| inhale Ay
| exhale Ay
| Sv; Sv
| if Ey then Sy else Sy

2.3.2 Viper SL

Viper has an operational semantics, which determines whether a Viper
program is correct or not. The correctness of a Viper program can also be
shown by a separation logic proof. As the front-end CSL, we have a set of
pre-defined Viper SL rules for all primitive or composite Viper statements,
and Viper SL proofs are constructed by applying these Viper SL rules finite
times.

We use T Fypr {P} ¢ {Q} to denote that the triple {P} ¢ {Q} of Viper se-
mantic assertions P and Q and Viper statement c is provable w.r.t. Viper type
context T using Viper SL rules. Here Viper SL rules for the two assignments
“x 1=e” and “e.f :=¢'”, the sequential composition “cy; c”, and the condi-
tional branching “if ¢ then c; else c,” are the same as the rules (AssignVar),
(AssignField), (SeqFE), and (IfFE) in the front-end, except that the evaluation
of expressions is in Viper. The rules for havoc, inhale, and exhale are

/7
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shown in Figure 2.723 In Viper, there are no structural rules as (FrameFE),
(ConseqPreFE), and (ConseqPostFE) to refine the pre- and postconditions.
Instead, a Viper SL proof for a Viper statement is constructed by deriving
Hoare triples for each primitive statement (in our subset of Viper, they are
the two assignments “x :=¢” and “e.f :=¢'”, “havoc x”, “inhale A”, and
“exhale A”) using corresponding rules for the statement, and connecting
them using the rules for sequential compositions or conditional branchings.
Note that for each primitive or composite statement, there is a unique Viper
SL rule. This not only simplifies the construction of Viper SL proofs since the
rule to apply at each step is unique, but also enables the following inversion
rule for each primitive or composite Viper statement:

Lemma 2.24 (the inversion rule) If there is a Viper SL proof for some (primitive
or composite) Viper statement, then the components in the rule corresponding to this
statement exist, and all the premises of this rule hold.

As an example, if T Fypr {A} inhale P {B}, then all the premises in the
rule (Inhale) hold. That is, A is self-framing, A frames P, and B = A *
P. If T Fypr {A} if e then ¢; else c; {B}, then ¢ is well defined w.r.t.
A, and there exist Q; and Q; such that T Fypr {AAe} 1 {Q1}, T Fypr
{AN=e} c; {Q2}, and B = Q1 V Qs.

A is self-framing
T Fypr {A} havoc x {Ix: T(x). A}

(Havoc)

A is self-framing A frames P
T }_VPR {A} inhale P {A * P}

(Inhale)

A and B are self-framing B = AxP
T l_VPR {B} exhale P {A}

(Exhale)

Figure 2.7: Viper SL rules for havoc, inhale, and exhale.

Remark 2.25 As the front-end CSL rules, Viper SL rules are also parametrized by
specific Viper type contexts, and reflect the Viper’s operational semantics w.r.t. the
same type context. As an example, consider the rule (Havoc). Let A be “acc(x.f,1) V
x =2",and T be a type context where T (x) = Ref. Then if we execute “havoc x”

4

2The symbol P is overloaded in the postcondition of the rule (Inhale) and the premise
“B = AxP” of the rule (Exhale). In these places, the symbol P actually represents the
semantic assertion derived from the interpretation of the syntactic assertion P.

3The premise “A frames P” for assertions A and P in the rule (Inhale) is to ensure the
self-framedness of the postcondition A = P. We do not use the precise definition of “A frames
P” in this thesis. Instead, we use its implication that the postcondition in the rule (Inhale) is
self-framing. A more general fact for Viper SL proofs is Fact 2.27.
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from some state w in which the value of x is 2 (thus w Fy A, but w is not well-typed
w.r.t. the type context T), the resulting state does not satisfy the postcondition.

It has been proved that Viper SL proofs correctly and completely reflect
Viper’s operational semantics.

Fact 2.26 (correct Viper programs have Viper SL proofs) If Viper program c
is correct w.r.t. Viper's operational semantics for precondition P in Viper type context
T, then there exists some postcondition Q such that

T |_VPR {P} C {Q}

For Viper SL proofs, we further have the following fact:

Fact 2.27 (self-framedness of assertions in Viper SL proof) In any Viper SL
proof T Fypr {P} ¢, {Q}, P and Q are self-framing.

2.4 Example of Front-ends Translations into Viper

In this section, we describe the translations of front-end method calls and
parallel compositions. They will be used in the examples in Chapter 3 to
demonstrate some challenges in translating front-end programs into Viper
programs.

Each front-end method is translated and verified separately in Viper. The
translation translates the precondition to an inhale statement and the post-
condition to an exhale statement, and puts the translation of the body
statement of the front-end method between the inhale and exhale state-
ments, as shown by the translation of the method ml in Figure 2.8, where
try, tra, and tr. represent the translation of front-end types, assertions, and
statements respectively.

For the method call m(ey, ..., e,), the translation exhales the translated pre-
condition tr,(P) with x; set to ¢; for i = 1,...,n, and then inhales the
translated postcondition tr,(Q) with x; set to ¢; for i = 1,...,n, as shown
in the translation of the method c2 in Figure 2.8, where tr. represents the
translation of front-end expressions, and A[x/e] for an assertion A represents
the assertion obtained by substituting each unbound occurrence of x with e
in A.

For y :=m(ey,...,e,) where y does not appear in any e;, the translation
further havocs y between the exhale and inhale statements, as shown in
the translation of the method c1 in Figure 2.8.4

4 Another change compared with the translation of method c2 is that when inhaling the
postcondition in Line 10, the unbound occurrences of return variable r in the postcondition
are all substituted by the local variable y.
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2.4. Example of Front-ends Translations into Viper

method ml(x:¢,) returns (r:¢)
requires P
ensures Q
Cc

method cl1() {
y := ml(e)

O 0 N N Uk W N =

method m2(x:¢t,)
requires P’
ensures Q'

== =
@0 ON = O

method c2() {
m2(e')

_ =
Q1

_
[o)}
-

—

method ml(x:tri(ty)) returns (r:tr(t)) {
inhale tr,(P);
tre(c);
exhale tr,(Q)

method c1() {
exhale tr,(P)[x/tre(e)];
havoc vy;
inhale tr,(Q)[x/tre(e),7/y]

O 0 N N G o= W N

== =
W N = O
-

method c2() {

exhale try(P')[x/tre(¢')];
15 inhale tr,(Q')[x/tre(e)]
16}

—
'S

Figure 2.8: Front-end method and method calls (at the top) and their translation (at the
bottom).
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The parallel composition {P;} ¢ {Q1} || {P2} c2 {Q2} is another typical
composition of front-end statements. When Viper translates and verifies
{P1}c1 {Q1} || {P2} c2{Q2}, it views ¢; and c; as two separate methods,
and translates and verifies each c; with pre- and postconditions P; and Q;
for i = 1,2. Finally, in the main program, it views the parallel composition
block as two simultaneous method calls to ¢; and ¢, with the only difference
being that the threads c; and c; in the parallel composition may modify local
variables of the main program, while in a method call, the callee method
has its own local variables. Therefore, the translation havocs the written
variables of ¢; and c; between exhaling their preconditions and inhaling
their postconditions. To summarize, Viper translates the parallel composition

{Pi}c1{Q1i} || {P2} c2 {Q2} to the following programs:

1 inhale tr,(Py);

2 tre(cr);
3 exhale tr,(Qy)

1 inhale tr,(P,);

2 tre(cn);
3 exhale tr,(Q7)

1 exhale tr,(P, +D,);
2 havoc wr(c;) Uwr(cp);
3 inhale tr,(Q; * Qy)

Figure 2.9: The translation of the front-end parallel composition {P;} c1 {Q1} || {P2} c2 {Q2}.

Here “havoc S” for a finite set S of variables is an abbreviation of a sequence
of “havoc x” for each x € S. Using the inversion rule (Lemma 2.24) for
havoc, it is straightforward to prove Proposition 2.28 by induction on the
variables in S as a finite list. The proposition can be seen as the inversion
rule for havocing a finite list of variables.

Proposition 2.28 (inversion rule for havocing a finite variable list) Let S be
a finite set of variables. If T Fypr {A} havoc S {B}, then B = 3S : T(S). A,
where we abbreviate a list of consecutive existential quantifiers for the finite set S as
3S, and use “S : T(S)” to denote that each variable x € S takes values of type T(x).
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Chapter 3

Challenges

This chapter describes the two main challenges in developing the framework:
the gap between the operational semantics of the front-end and Viper and
the mismatches between front-end and Viper states. They will be discussed
in Section 3.1 and Section 3.2 respectively.

3.1 Gap between Operational Semantics

We aim to develop a general framework for proving Viper front-end trans-
lations sound. To show the soundness of the translation from a front-end
program to a Viper program, we need to prove that if the translated Viper
program is correct w.r.t. Viper’s operational semantics, then the front-end
program is also correct w.r.t. to the front-end’s operational semantics. As an
example, consider the front-end program in Example 3.1.

Example 3.1 (a front-end program and its translation) Consider the example
front-end program in Figure 3.1. As introduced in Section 2.4, it is translated into
three Viper programs in Figure 3.2.

The three Viper programs all verify. As a result, each Viper program is correct w.r.t.
Viper’s operational semantics. Using this as the premise, what we want to show is
that the front-end program in Figure 3.1 is correct w.r.t. the front-end’s operational

Figure 3.1: The example front-end program.
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3.1. Gap between Operational Semantics

1 inhale acc (v.f, %) ;
2 X :=vV.f;
3 exhale acc (v.f, %) xx =0.f

1 inhale acc (v.f, %) ;
2y 1= v.f;
3 exhale acc (v.f, %) xy =0.f

1 inhale acc(v.f,1);
2 exhale acc (U.f, %) *acc (U-fr %) i
3 havoc x, y;

4+ 1inhale (acc (U.f, %) kX = Uf) * (acc (U.f, %) * Y = Uf) ;

5 exhale x=y

Figure 3.2: The translation of the front-end program in Figure 3.1.

semantics. Concretely, we need to show that starting from any state satisfying the
precondition acc(v.f,1) (i.e., holding full permission to the heap location v.f) and
executing the parallel composition, the resulting state should satisfy the postcondition

X =y.

In Arlt’s work [8], the soundness of the translation of the front-end is proved
by directly connecting its operational semantics to Viper’s operational seman-
tics and relating the execution in Viper with that in the front-end. Despite
its effectiveness, this approach is cumbersome, because the proof needs to
consider and deal with lots of low-level details of the operational semantics
of the two languages. Example 3.2 shows how these details might complicate
the soundness proof of the translation.

Example 3.2 (low-level details complicate the proof) Consider the front-end
program (which is the right hand side thread of the front-end program in Figure 3.1)
and its translation in Figure 3.3.

Since the code verifies in Viper, there is some execution in Viper that doesn’t cause
any errors. In order to prove sound the translation from such a front-end to Viper,
we then need to find some execution in the front-end that doesn’t cause any errors
either. As a result, we have to find an execution in Viper that can be converted to
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1 1 inhale acc(v.f,1/2);
2y = v.f 2y = v.T;
3 3 exhale acc(v.f,1/2)*xy =wv.f

Figure 3.3: The front-end code (on the left) and its translation (on the right) showing how
low-level details complicate the proof.

some execution in the front-end.

However, there may be many feasible executions in Viper, and not all of them can be
converted to executions in the front-end. Some executions in Viper don’t correspond to
any executions in the front-end because they run into some intermediate states that are
not expressible in the front-end. For example, the statement “inhale acc(v.f,1/2)”
in Line 1 may add more resources, and result in some state that does not correspond
to any front-end states. Specifically, starting from a state w with no permission

0 0.1, Viper wiin a redal permission moael may a “5- pPermission to 0.7, bu e
to v.f, Viper with a real permission model may add 2 permission to v.f, but th

resulting state which has % permission to v.f is not expressible in a front-end with

a rational permission model.

SL rules provide a way to hide these low-level details. An SL proof of a
program can be constructed by syntactically applying SL rules without the
need of considering semantic interpretations of these rules or the operational
semantics of the programming language of the program. We can then prove
sound the translation in Example 3.2 in a more elegant and much simpler
way as follows:

Example 3.3 (a simpler solution to Example 3.2) Since the Viper program in
Figure 3.3 (denoted as c,) verifies, there exists a Viper SL proof

T Fypr {True} ¢, {True}

for some type context T. From this Viper SL proof for c,, we can easily derive the
following SL proof for the Viper program

T Fypr {acc(v.f,1/2)} y :=o0.f {acc(v.f,1/2) xy = v.f}

for the variable assignment in Line 2. This proof can further be converted into a CSL
proof of the front-end Hoare triple in Figure 3.3 :

T Fpe {acc(v.f,1/2)} y :=v.f {acc(v.f,1/2) xy =v.f}.

n this example, we ignore possible type mismatches between the front-end and Viper
and assume that both the front-end program and its Viper translation program have the same
type context T. The type mismatch issue will be discussed in Section 3.2.2.
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Although the assertions at pre- and postconditions may have different semantics in
the front-end and Viper, the conversion of Viper SL proofs to the front-end’s CSL
proofs is straightforward.

As a new approach, with the help of SL rules of Viper and CSL rules of
front-ends, the soundness proof for front-ends’ translations will then be
constructed in three steps:

1. First, if the Viper program is correct w.r.t. its operational semantics,
then there exists a valid SL proof for it. The existence has already been
proved formally.

2. Second, convert the SL proof of a Viper program into a CSL proof of
the front-end program. A general approach for dealing with this step
is one of the main contributions of this thesis.

3. The soundness of a front-ends” CSL guarantees that a CSL proof of
a front-end program implies the correctness of the front-end pro-
gram w.r.t. the front-ends’ operational semantics. We will use the
CSL adjusted from Vafeiadis [13], whose soundness, as discussed in
Section 2.2.4, is already proved. The focus of this thesis is therefore not
on proving the CSL soundness.

Figure 3.4 shows the proof approach by Arlt [8] and our new approach.

Front-end’s Front-end’s Viper’s Viper’s
operational semantics CSL proof SL proof operational semantics
Figure 3.4: The different proof approaches by Arlt [8] and us. The orange arrow represents Arlt’s

approach, and the black arrows represent our three-step approach.

As an example, using the new approach, the goal in Example 3.1 then
becomes:

Example (the new goal for Example 3.1) If all of the three Viper programs in
Figure 3.2 have Viper SL proofs, then the front-end triple in Figure 3.1 is provable
under CSL.

3.2 Mismatch between Front-ends’ and Viper’s States

Viper front-ends typically have a different state model than Viper. The
difference usually appears in two aspects:

¢ The front-end and Viper use different permission models. Permissions
are usually simpler in the front-end than in Viper, in the sense that the
permission model of the front-end is a strict subset of that of Viper. For
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example, as is standard in the literature, a front-end represents frac-
tional ownership by rational permission values, while Viper represents
fractional ownership by reals, as discussed in Section 2.1.1. Dealing
with this gap is nontrivial, because Viper may be reasoning with per-
mission amounts that cannot be represented in the front-end state, and
while we are trying to connect the states of the front-end and Viper, it’s
sometimes unclear how to convert back such permission amounts into
the front-end.

* Types are smaller in the front-end than in Viper. For example, a front-
end with rational permission modeled states naturally has support for
rational types in order to express and operate on permission values,
while Viper does not have rational types, and rationals in the front-end
are translated to reals in Viper.

In order for our framework to work for different front-ends, it must be able
to handle these possible mismatches in a general way. Sections 3.2.1 and 3.2.2
will discuss these two mismatches in more details.

3.2.1 Permission Models Mismatch

Arlt [8] already addressed and solved this mismatch problem in the case
where the front-end uses a binary ownership model for its state, while the
Viper semantics supports fractional ownership of heap locations represented
by rationals. The solution is to round down the fractional permissions to
zero permissions for the states that are to satisfy some assertions, and round
up the fractional permissions to full write permissions for the frame that
is supposed to be preserved during the execution in Viper. The limited
front-end assertion language ensures that there exists an execution of the
translated program in Viper with the rounded-up frame and the proof can be
continued by converting this execution back to an execution in the front-end.
However, the solution relies on the fact that the choices for rounding up
and rounding down are both unique. This makes it specific to the particular
mismatch case between binary ownership and fractional ownership, and
to the limited assertion language supported by the front-end. Specifically,
it does not work for the mismatch between rationals and reals, where the
choices for rounding up and rounding down are not unique anymore. In this
project, we aim to develop a general approach, which in particular works for
rationals and reals.

Example 3.4 shows possible consequences of permission mismatch between
rationals and reals.?

2We demonstrate the issue using the translation of method calls in Example 3.4, but the
same issue also occurs for the tranlation of parallel compositions, and the argument for the
issue in parallel compositions is similar to that in method calls (which we demonstrate in
Example 3.4).
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Example 3.4 Consider the front-end code template and the translation of the
main method in Figure 3.5. For simplicity, we omit the “inhale True” and
“exhale True” statements in the translation since they have no effects on the pro-
gram.

1 method ml(x:Ref)
requires P,
ensures True

1 method main()

2

3

4

5 method m2(x:Ref)
6 requires P,
7

8

9

2 A{
ensures True 3 inhale acc(x.f,1);
nethod main() 4 exhale try(Py);
. 5 exhale tr,(P,)
10 requires acc(x.f,1) . 3
11 ensures True
12 {
13 ml(x);
14 m2(x)
15 }

Figure 3.5: The front-end code template (on the left) and the translation of the main method
(on the right).

Here tr, (P;) is the translation of assertion P; for i = 1,2 and the translation of asser-
tion acc(x.f, 1) is itself. Viper translates the precondition acc(x.f,1) and the post-
condition True of the main method of the front-end program as “inhale acc(x.f,1)”
and “exhale True” (the latter is omitted). Between these two statements, the two
method calls in the main method of the front-end program are translated into exhal-
ing the precondition and then inhaling the postcondition (and the “inhale True”
statements are omitted), as we introduce in Section 2.4.

In the following, we will construct an example revealing the unsoundness of the
translation using this template.

First, assume that we pick Py and P, that are equivalent to acc (x. f, \@) and

acc ( x.f,1— /3 ) respectively (we will construct concrete Py and P; in next step),

and that tr,(P;) has the same form as P; for i = 1,2. In this case, Viper, which has
a real permission model, is able to split the full permission to x.f into two parts

equal to \/g and 1 — \@ respectively, and use the first part to execute Line 4 and
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the second to execute Line 5. Therefore, the translated program verifies. Howeuver,

since \/g is not an expressible permission amount in the front-end with a rational

permission model, in order to execute the method ml, the front-end will need to give
out strictly more than that amount of permission, i.e., \/g -+ € amount of permission,
for some € > 0. As a result of this giving-out, there is 1 — <\/g + £> <1—4/3
amount of permission to x.f left, which is not enough for executing the method m2.
Therefore, the front-end program should not verify.

Next, we construct the assertions Py and P, that are equivalent to acc (x. f, \/g )

and acc <x. f,1— \/g) respectively and that tr,(P;) has the same form as P; for
i = 1,2. Since the front-end with a rational permission model may not support

irrational expressions as permission amounts, we cannot directly use acc | x.f, \/g

and acc <x. f,1- ﬁ) as Py and P,. Nevertheless, we can construct Py and P,

that are equivalent to these two assertions, using rational expressions only, as follows:

P = <acc(v.p,1) x0.p > 0%0.p* < ;) — acc(x.f,v.p),

P, = <acc(v.p,1) x0<ovp<1x(l—0vp)*> ;) — acc(x.f,v.p).

Here v.p is a fresh heap location that stores rational values. Let us first ex-
plain why Py is equivalent to acc <x.f, \/g> Let w be a state such that w Fy

Py, then by the rule (Wand), for any « that is compatible with w and o F¢
acc(v.p,1) xv.p > 0x0.p* < %, it holds that x ® w F acc(x.f,v.p). Note that
acc(v.p,1) at the left hand side of “—" requires full permission to v.p for a. As
a result, a has full control of the value of v.p in a« ® w. Specifically, by the two

1 “

expressions v.p > 0 and v.p* < % connected with acc(v.p,1) by “*”, v.p can
be any rational value in the interval [0, \/g>, and « ® w needs to have at least

v.p amount of permission to x.f for any such v.p. Since a doesn’t guarantee any
permission amount to x.f, the permission to x.f must all come from w. As a result,

to satisfy the whole “—", w must have at least \/g amount of ownership to x.f.

That is, Py is indeed equivalent to acc (x. f, \/g> Similarly, P, is equivalent to

acc | x.f,1— ﬁ) Moreover, since “x” and “—" are translated identically into

Viper, Py and P, will be translated identically into Viper. That is, tr,(P;) indeed
equals P; fori =1,2.
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The unsoundness in Example 3.4 stems from the fact that the front-end state
needs more resources than the Viper state to satisfy P;. As a result, there
is not enough resource left for the front-end to satisfy P,. We characterized
this property of an assertion without which the translation will be unsound
as in the above example, and named it the backward satisfiability property.
Informally, an assertion A is backward satisfiable if for any Viper state wy
that satisfies A, there always exists a front-end state wr that is smaller than or
equal to wy and also satisfies A. Here smaller means that it holds less heap
resources, in terms of permissions to each heap location and information
about values at each heap location.

3.2.2 Type Mismatch

Front-ends and Viper having different state models, it is also common that
they may support different types. For example, a front-end with rational
permissions naturally has support for rational types in order to express
and operate on permission values, while Viper does not have rational types,
and directly uses reals to express rationals. As a result, the translation will
translate rationals in the front-end into reals in Viper. Moreover, some front-
ends may only support natural number or bounded integer types (e.g., each
integer type in C/C++ has a fixed-length bit representation, and therefore
only represents integers in a fixed range) and they will all be translated to
the unbounded integer type of Viper. Example 3.5 and 3.6 show how the
type mismatch between front-end’s rationals and Viper’s reals may cause
incompleteness or unsoundness issues of the translation.

Example 3.5 (incompleteness) Assume that x and y are two local variables of
type rational in the front-end. As a result, in the Viper program, they will become
local variables of type real. Now consider the front-end code and its translation
in Figure 3.6, where the pre- and postcondtions of method m are both the trivial
assertion True, and we omit the statements “exhale True” and “inhale True” in
the translation since they have no effects on the program.

1 1 inhale y =x;
2 X = m() 2 havoc x;
3 5 exhale x? #2

Figure 3.6: The front-end code (on the left) and its translation (on the right) showing the
incompleteness issue caused by type mismatches.

Knowing that x is a rational number, the front-end program trivially verifies. How-
evet, in the translation, the statement “havoc x” changes x to an arbitrary real
number. Without more information given about x, Viper is not able to execute
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3.2. Mismatch between Front-ends” and Viper’s States

the statement “exhale x? # 2. Therefore, the translated program doesn’t verify,
showing the incompleteness of the translation caused by type mismatches.

Besides erasing the knowledge that the new x is a rational value in the state after
the havoc, the statement “havoc x” also erases the knowledge that x is a rational
value in the state before the havoc. As a result, in the front-end, throughout the
program, we know that y equals some rational value, while in the Viper translation,
we only know that y equals some real value, and lose the information that y is
actually rational.

Example 3.6 (unsoundness) The assertion “3x : Rat. x> = 2” should always be
false, but if we directly translate it into Viper without adding any constraints on the
J-bounded x, we will get “Ix : Real. x2 = 2”, which becomes true.

Such translation changes the semantics of the assertion, and may render the transla-
tion unsound. For example, consider the simple front-end program and its translation
in Figure 3.7, where the “assert A” statement in the front-end verifies whether
current state satisfies A, and is translated to “assert tr,(A)” in Viper with try(A)
being the translation of assertion A.

1 1 1inhale True;
» assert Jx:Rat.x2=2 2 assert Jx:Real.x? =2;
3 3 exhale True

Figure 3.7: The front-end code (on the left) and its translation (on the right) showing the
unsoundness issue caused by type mismatches.

The front-end program does not verify since the statement “assert Jx: Rat.x?* =2"
fails. But the Viper statement “assert Jx : Real. x> = 2” trivially succeeds and the
translation of the front-end program in Viper verifies.

Although the incompleteness issue in Example 3.5 doesn’t affect the sound-
ness of the translation, we still need to define the translation carefully to
avoid the unsoundness issue in Example 3.6, and deal with the other effect
in Example 3.5 that “havoc x” erases the knowledge of the front-end type of
x in the state before the havoc.
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Chapter 4

Framework Overview

This chapter provides a high-level introduction of the overall structure and
the components of the general framework for proving CSL-based Viper
front-end translations sound from the perspective of a user of the framework.

We start with the introduction to the framework from its overall structure,
and its inputs and outputs in Section 4.1. In the next three sections, we will
introduce the framework via different building blocks, where each building
block relies on the previously introduced building block. In each building
block, we will introduce the components of the framework that are included
in this block. Specifically, Section 4.2 introduces types, values, and states,
Section 4.3 introduces expressions and assertions, and Section 4.4 introduces
statements.

We will describe the components inside the framework and formalize the
whole framework in Chapter 5, in which we will also formally prove sound
the translation of front-ends defined by the framework.

4.1 Structure, Inputs, and Outputs of the Framework

There are three kinds of components that need to be translated from a
front-end to Viper: (1) the states (and as a result, the types and values), (2)
the expressions and assertions, and (3) the statements. Instead of defining
the framework in one step that captures the translation of each of these
components, we define a separate building block for each of them, with each
building block relying on the previously defined one. That is, the building
block for (2) uses the building block defined for (1), and the building block
for (3) uses the building block for (2).

Each of the building blocks takes inputs required to define the corresponding
translation, and as the output provides the actual translation and other
aspects related to the translation (such as a soundness proof).
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For each building block, we additionally require a set of conditions that
must be ensured for the inputs such that the building block can guarantee
certain outputs (such as the soundness of the translation of statements for
the building block of statements).

Concretely, the three building blocks are as follows:

1. The first building block consists of the translation for front-end types,
values, and states. As shown in Figure 4.1, the building block takes
as inputs the definitions of the front-end’s types, values, and heaps
(which is an abstraction of the permission heaps of our front-end in
Section 2.2), and the translation of these components into Viper. It also
takes as input a function have_inv in order to solve the type mismatch
issue introduced in Section 3.2.2. The intuition of this function will be
introduced in Section 4.2. With these inputs, the building block outputs
the translation function trg for front-end states.

Front-end’s types T, values V¢, and heaps Hr .
have_inv

Translation of types try, values try,
and heaps try,

Building block for translation of

types, values, and states

Translation of states trg

Figure 4.1: The first building block.

2. Using the building block we constructed in last step, the second build-
ing block consists of the translation for front-end expressions and
assertions, as shown in Figure 4.2. Apart from the inputs described
in the previous building block, this building block additionally takes
as inputs the interpretation of front-end expressions' and primitive
assertions, and the translation of these components into Viper. The
building block has following constructs of assertions from primitive
assertions: the separating conjunction (x), the normal conjunction (A),
the normal disjunction (V), the normal implication (—) with expres-
sions as premises, the existential quantifier (d), and expressions. It will

1In case that the front-end types may not support booleans, the formalization of this build-
ing block actually makes a distinction between boolean expressions and general expressions,
and requires the user to input the interpretation and translation for both boolean and general
expressions.
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4.1. Structure, Inputs, and Outputs of the Framework

inductively give the interpretation of these constructs and a translation
of them into Viper.

Apart from the above basic inputs, the building block also takes as
inputs a function that gives a finite free variable set for each expression
and primitive assertion. The building block will compute the free
variable set for any front-end assertion using this input, which will
further be used to express well-formedness of front-end statements.
The design of requiring the user to input the function that computes
free variable sets for expressions and assertions rather than directly
computing from their interpretation has two advantages: (1) it is easier
to require finiteness of the computed free variable set. With user
provided input function to compute free variables, we can directly add
conditions on the input function requiring finiteness of the computed
free variable set. However, if we remove this input and let the building
block to compute the free variables from the interpretations, then it
will be difficult to avoid the case where some assertions might have
infinitely many free variables, which might cause unsoundness issues
in the CSL rules used by the framework, and (2) it also gives flexibility
to the user to overestimate free variables of expressions and assertions.

Building block for translation of
types, values, and states
(the first building block)

Expressions Ep Translation for
and primitive assertions A, e€Epanda €4,

Interpretation for fv that computes the free variable set
e€Epanda € 4, fore € Epanda € A,

Building block for translation of expressions and assertions

Interpretation of all assertions fv that computes the free variable set
Translation of all for all assertions
assertions

Figure 4.2: The second building block.

3. Finally, using the building block we constructed in the second step,
we construct the last building block (which will be our framework)
that translates the front-end statements, as shown in Figure 4.3. It
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4.1. Structure, Inputs, and Outputs of the Framework

additionally takes as inputs the front-end’s primitive statements, the
CSL rules for them, and a translation of them.

Apart from the above basic inputs, the framework also takes as inputs
two functions fv and wr that compute finite free variable sets and
finite written variable set for primitive statements respectively, and a
well-formedness predicate wf of primitive statements.

The well-formedness predicate wf provides an interface for the user to
encode additional requirements on the front-end’s primitive statements.
wf additionally takes a type context as its input, which gives the variable
declaration context of the program to the well-formedness check of
statements. The type context input will be used in Section 4.4 when we
discuss conditions for the input primitive statements.

The functions fv and wr that compute free variable sets and written
variable sets for primitive statements will be used to compute the free
variable set and the written variable set for each composite statement.
The written variable computation is used for the translation of loops,
which nondeterministically assigns values to the written variables of
the loop body via havoc statements.

The framework has following constructs of statements from primi-
tive statements: the sequential composition, the loop, the conditional
branching, and the parallel composition. With all the above inputs,
the framework finally outputs CSL rules and a well-formedness predi-
cate wf for all front-end statements, a translation tr. of the front-end’s
composite statements into Viper, and a proof of the soundness of tr..

In each step, there are certain conditions that the inputs need to satisfy. We
will introduce them and discuss their necessity in proving the soundness
of the whole translation in the following sections. With these conditions
satisfied, the framework will be able to define a translation of front-end
statements to Viper, and prove the soundness of this translation.

Moreover, we require that the input translations of expressions, primitive
assertions, and primitive statements are executable. As a result of this
requirement and the finiteness of written variable sets for all front-end
statements (which can be derived from the finiteness requirement for wr of
primitive statements and the fact that the computation of written variable
sets for composite statements is a finite-step induction and only includes
executable operations), the translation of all all front-end statements to Viper
defined by the framework will be executable.
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Building block for translation of
expressions and assertions
(the second building block) Translation for ¢ € S,

CSLrules for ¢ € Sy, | fy and wr that compute the free variable set

Primitive statements Sp and the written variable set for ¢ € S,

Well-formedness predicate wf
forc €S,

Building block for translation of statements (the framework)

Well-formedness predicate wf for
CSL rules for all statements all statements

Translation tr¢ of Proof of soundness of tr,
all statements

Figure 4.3: The framework built in the last step.

4.2 Types, Values, and States

As shown in Figure 4.1, in this step, the translation of front-end types, values,
and states are constructed in the framework, given the definitions of the
front-end’s types, values, and heaps, the translation of them into Viper, and
a partial function have_inv from the front-end’s types and variable names
to Viper expressions.

We will split the introduction of the conditions into two parts: (1) the ones
for the translation of types and values in Section 4.2.1, and (2) the ones for
the translation of heaps in Section 4.2.2.

4.2.1 Conditions for Translation of Types and Values

We use try and tr; to denote the translation functions of the front-end’s values
and types respectively. A basic condition for tr, and tr; is the correctness.
Concretely,

(A1) If value v has type t in the front-end, then after the translation, the
Viper value tr, (v) should have Viper type tr(t).

As a simple example, type rational in our front-end in Section 2.2 is translated
into the real type in Viper. Therefore, the translation of any rational value in
the front-end should be of type real. Additionally, in order for the translation
to not lose any type information of the front-end, the type translation and
value translation inputs are required to be injective. That is,
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4.2. Types, Values, and States

(A2) For any front-end types t1,ta, tri(t1) = tre(t2) implies t; = to.
(A3) For any front-end values v1, vy, try(v1) = try(v2) implies v = vs.

For those front-end types of which the translation of the front-end values is
not surjective, the have_inv provides a Viper expression assertifying whether
a Viper value is a translation image of some front-end value of this front-end
type. That is,

(A4) If have_inv(t) is defined for some front-end type ¢, and gives a Viper
expression e for some variable x (i.e., have_inv(f)(x) = e), then for any
Viper state w”, {¢,w") v Bool True if and only if there exists some
front-end value v of type t, such that the value of x in w" is exactly
try (v). Otherwise, if have_inv(t) is not defined, then tr, restricted to
the values of type t is a bijection.

As an example, in our front-end in Section 2.2, the translation of the values
of types Int, Bool, and Ref is the identity, which is bijective. But rationals are
translated to reals. For this case,

have_inv(Rat)(x) £ 3a,b:Int.b #O0Ax = a/b.

Satisfying the expression have_inv(Rat)(x) means that the value of X in the
current Viper state is actually rational. With the help of the expression pro-
vided by have_inv, the assertion “Jx : Rat. x> = 2” in Example 3.6 will now
be translated into “3x : Real. (Ja,b : Int.b # 0 A x = a/b) A x> = 2”, which
preserves the semantics of the original assertion.

4.2.2 Conditions for Translation of Heaps

The heap translation function try, maps front-end heaps to Viper permission
heaps, where both of them are modeled as separation algebras for IDF
(introduced in Section 2.1.2). We can then construct the state translation
function try that translates front-end states to Viper states. trs translates the
store of the front-end state by translating the value of each variable, and
translates the heap of the front-end state using try,.

In order to preserve addition and stabilize structure and not to lose informa-
tion of the input front-end’s heap, try, is required to be homomorphic (i.e.,
preserving @) and injective, and must preserve the stabilize operation. That
is,

(A5) For any front-end heaps hy, hy, try(h1) #try(ho) if and only if hy #ho.
When hy #h,, trh(hl) ) tl‘h(hz) = trh(h1 & hz).

(A6) For any front-end heaps hy, hy, try, (h1) = try (h2) implies by = hy.
(A7) For any front-end heap #, stabilize(tr,(h)) = tr,(stabilize(h)).
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In order to prove that the translation of the separating conjunction of asser-
tions preserves the semantics given by the front-end, we require the following
condition:

(A8) For any front-end heaps hi,hy and Viper heap H, if tr,(h1) = H®
try (h2), then H is an image of tr,. That is, there exists some front-end
heap h, such that H = try, (h).2

Remark 4.1 One might want to express (A8) in a simpler way as follows:
(A8’) For any front-end heaps hy and hy, try(hy) > try(hy) implies hy = hy.

However, this is weaker than (A8). The reason is that the @ of a separation algebra
for IDF is not like the addition of numbers. In the latter, fixing any two numbers of
the equation a = b + c, the remaining number will be uniquely determined, while in
the former, fixing x and z in the equation x = y @ z does not uniquely determine y.
When assuming try(hy) = H & try, (ha), (A8) quarantees that H is the image of the
translation of some front-end heap. On the other hand, if we substitute (A8) with
(A8’), then we only get the following implication:

trh<l’l1) = HEBtrh(hQ) — trh(h1> ~ trh(hz)

(A:>8’) hy = hy = hy =h®hy for some h

(A;g trh(hl) = trh(h') S trh(l’lz).

The desired property would follow from this chained implication if H = tr,(h')
holds. However, as discussed above, H = try(h') is not derivable from try(h1) =
Ho trh(hz) and trh(hl) = trh(h’) ) trh(l’lz).

Moreover, the following conditions are required in order to prove that nor-
mal conjunction (A) and normal implication (—) preserve the backward
satisfiability property introduced in Section 3.2.1 respectively:

(A9) For any front-end heaps hy, h, and Viper heap H, if H > try(h;) and
H = try(hy), then there exists some front-end heap h such that h > h;
fori =1,2and H > try(h).

(A10) For any Viper heap H, if it is upper bounded by the translation of
some front-end heap hy, i.e., tr,(h,) = H, then its core is the translation
of some front-end heap. That is, there exists some front-end heap h
such that tr,(h) = |H].

Intuitively, (A9) expresses that the front-end heaps are closed under the
operation of taking supremum. (A10) is weaker than requiring that try
preserves | - | (which will further require / being the core of some front-end
heap), but is sufficient for our use.

2This condition cannot be implied from the homomorphism condition (A5). The reason is
that in (A5), both heap arguments for the Viper addition are translated from front-end, while
this is not guaranteed by the premise try, (1) = H & try, (hy) of the condition (AS8).
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4.3 Expressions and Assertions

As shown in Figure 4.2, in this step, the interpretation, the translation, and a
free variable set computing function of front-end expressions and primitive
assertions are given, and an interpretation, a translation, and a free variable
set computing function for all front-end assertions are output.

Let tre and tr, represent the translations of expressions and assertions respec-
tively, I and If represent the interpretations of expressions and assertions
in the front-end respectively, and IV and 1V represent the interpretations of
expressions and assertions in Viper respectively. The interpretation of expres-
sions is a partial function mapping from states to values. The interpretation
of assertions is a total function from states to boolean values.

The basic property we want for tre and tr, is that the semantics of the
expressions and assertions in the front-end is preserved in Viper. We express
this semantics-preserving property for tre as the following condition:

(A11) For any front-end expression e and state wf, 1Y (tre(e), trs(wf)) is
defined if and only if If (e, w") is defined. When they are both defined,
1Y (tre(e), trs(wh)) = try (I (e, w)).

In order to get the semantics-preserving property for tr,, we will conduct an
induction on the construction of the front-end assertions. The base case of
the induction is the following condition:

(A12) For any front-end primitive assertion A and state w?, tr,(A) is satisfied
at trs(wh) if and only if A is satisfied at w?, i.e., IV (tra(A), trs(wF)) =
IF(A, wh).

As discussed in Section 3.2.1, we require the backward satisfiability of as-
sertions for the translation to be sound. We will prove this property for all
front-end assertions inductively on the construction of the assertion. The
base case of the induction is the following condition:

(A13) All front-end primitive assertions are backward satisfiable.

In the induction step for separating conjunctions in proving the semantics-
preserving property of tr, (Lemma 5.24), we additionally require monotonic-
ity of the translated assertions. Informally, an assertion A is monotone, if w
satisfies A implies that any state larger than w also satisfies A.

The proof of monotonicity of translated assertions is also inductive, with the
base case expressed as the following condition:

(A14) For any front-end primitive assertion A, tr,(A) is monotone.

The induction step for normal implication additionally requires that the
translation of all front-end expressions should have a monotone interpretation.
Concretely,
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(A15) For any front-end expression e and Viper state wV, if I (tre(e), w) is
defined and evaluates to some value v, then I} (tre(e), ") is defined
and evaluates to the same o for any Viper state ¢V for which ¢" = w".

Moreover, the following condition that the translation of any front-end
expression is pure (i.e., the evaluation of the translated expression only
depends on the core of the state) is required for the induction step of normal
implication in proving backward satisfiability of front-end assertions:

(A16) For any front-end expression e and Viper state w", 1)/ (tre(e), w") is
defined if and only if 1Y (tre(e), |w"|) is defined. When they are both
defined, their values should be equal.

Remark 4.2 When 1Y (tre(e), |wV|) is defined, using the order relation w’ = |wV|
from (C1), (A16) becomes a special case of (A15). However, when 1) (tre(e), |wV|)
is not defined, we cannot derive that I) (tre(e), w") is neither defined from (A15)
and w" = |w"|, which is why we need the condition (A16).

Finally, for the user-provided function that computes free variable sets of
expressions and primitive assertions, we require that it indeed characterizes
(or overestimates) the free variables of an expression or a primitive assertion.
That is, for any variable x that is not in the set, changing its value should not
affect the evaluation of the expression or the assertion:

(A17) If x is not a free variable of an expression ¢, then for any front-end state
w' and any front-end value v, I} (e, wt) = If (e, wf (x — ©)), where the
notation w’ (x + v) is defined in Definition 2.12.

(A18) If x is not a free variable of an primitive assertion A, then for any front-
end state w! and any front-end value v, If (A, wf) = IF(A, wf (x = v)).

4.4 The Statements

As shown in Figure 4.3, in the last step of the construction, the framework
takes as inputs a well-formedness predicate wf, a free variable set computing
function fv, a written variable set computing function wr, a translation
function tr., and a set of CSL rules for front-end primitive statements. It
then outputs a well-formedness predicate wf and CSL rules for all front-end
statements, as well as a translation function tr. for all front-end statements
and a proof of soundness of tr..

We use T I, {P} c {Q} to denote a CSL rule input by the user for primitive
statement c and pre- and postconditions P and Q w.r.t. type context T. A
basic condition for the translation of primitive statements is its correctness
w.r.t. front-end CSL rules and Viper SL rules. Concretely, for a specific
front-end type context T, let tri(T) be its translation to Viper (the type
context translation function try. simply translates the type of each variable
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to Viper), P and Q be two Viper semantic assertions, and ¢ be a front-
end primitive statement that is well-formed w.r.t. T (denoted as wfr(c)), if
tree(T) Fypr {P} tre(c) {Q}, then T k-, {btr(P)} c {btr(Q)}, where btr is the
natural backward translation of semantic Viper assertions. Concretely, for a
semantic Viper assertion R, btr(R) is a semantic front-end’s assertion whose
representation set consists of the front-end states whose translation images
satisfy R. The actual condition we make in the framework is weaker than the
one above, in the sense that it only requires correctness in the case where P
and Q are monotone:

(A19) For any front-end type context T, front-end primitive statement c,
and any monotone semantic Viper assertions P and Q, if wfr(c) and

tri(T) Fyvpr {P} tre(c) {Q}, then T =, {btr(P)} c {btr(Q)}.

The reason why we only consider the case where the pre- and post-conditions
are monotone is that we will only deal with monotone assertions throughout
the soundness proof of the translation in the framework.

For the free variable set computing function fv and the written variable
set computing function wr, since we only use them in describing syntactic
side conditions of CSL’s parallel rule, the framework does not have any
requirements for them that are related to the operational semantics of front-
end statements, with the only exception that the well-formedness predicate
needs to check the consistency of the written variables with the type context.
Concretely, they have to be declared at the beginning of the program. The
following condition shows this requirement in the view of type contexts:

(A20) For any primitive statement ¢ that is well-formed w.r.t. type context T
(i-e., wir(c)) and any variable x € wr(c), T(x) should be defined.
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Chapter 5

Formalization of the Framework

In this chapter, we will formalize the whole framework that we introduced in
Chapter 4. Since the input of the framework only contains part of the front-
end, the framework will first make requirements of the remaining part of
the front-end. We describe these requirements in Section 5.1. We then define
the executable translation and the well-formedness requirements for front-
end statements in Sections 5.2 and 5.3, respectively. Before formally stating
and proving the soundness of the translation, we extend the conditions on
heaps in Section 4.2.2 to those on states in Section 5.4. Finally, we prove the
soundness of the translation in Section 5.5.

5.1 The Requirements of the Front-end

As shown in Figure 4.2, the input of the framework provides a set of expres-
sions Er and primitive assertions Ap. Then the framework has following
constructs of assertions from primitive assertions: the separating conjunction
(), the normal conjunction (A), the normal disjunction (V), the normal impli-
cation (—) with expressions as premises, the existential quantifier (d), and
expressions. Formally, the composite assertions in the framework have the
following form, which is exactly the same as the compositions of assertions
shown in Equation (2.6) of our front-end in Section 2.2.

Ap = Ay
| Ap x A
| Ap A Ap
| ApV A
| EF — Ap
| 3x : Tp. Ar
| Er
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Here Tr denotes the front-end types, as shown in Figure 4.1.

With the input of the framework providing the set of primitive statements S,
as shown in Figure 4.3, the framework has following constructs of statements
from the primitive statements: the sequential composition, the conditional
branching, the loop, and the parallel composition. Formally, the composite
statements in the framework have the following form, which is exactly tthe
same as the compositions of statements shown in Equation (2.8) of our
front-end in Section 2.2.

Spu=S5,
| Sk; Sk
| if Er then Sp else Sp
| while Er inv Afr do Sp
| {Ar} Se{Ar} || {Ar} Sr{Ar}

We use w Er A to denote that front-end state w satisfies front-end assertion A
in our framework. The interpretation of expressions and primitive assertions
are input into the framework as I} for general expressions and I} for primitive
assertions. Therefore, for primitive assertion A, w Fr A if and only if
IF(A,w) = True. The framework then requires the front-end to interpret the
compositions of assertions inductively as follows:

* w Fp A* B if and only if there exist front-end states « and B such that
x®p=w,aFrA and B Fr B.

w Fr AN B ifand only if w Fr A and w Ff B.
w Fr AV B if and only if w Fr A or w Fr B.

* wFpe— Aifand only if If (¢, w) is defined and equals some boolean
value b, and if b = True then w Er A.

w Fr dx : t. A if and only if there exists some front-end value v of type
t, such that w(x — v) Fr A, where the notation w(x — ©v) is defined in
Definition 2.12.

e For expression e, w Fr e if and only if IF (e, w) is defined and equals
boolean True.

Note that these requirements are equivalent to the inductive interpretation
rules in Figure 2.3 of our front-end in Section 2.2.

As shown in Figures 4.2 and 4.3, our framework takes as input a function
fv to give the free variables of expressions and primitive statements, and
also a function wr for written variables of primitive statements. Given these
functions, the framework computes free variables and written variables for
composite statements as follows, which will be used in defining the CSL
rules.
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5.1. The Requirements of the Front-end

Definition 5.1 (free variables and written variables) The free variable set fv
of front-end statements is computed inductively as follows:

e For primitive statement c, fv(c) is given by the input of the framework.
fv(cy; c2) = fv(cr) Ufv(cp).

fv(if e then ¢ else cp) = fv(e) Ufv(cy) U fv(cp).

fv(while e inv I do ¢) = fv(e) U fv(c).

fv({P1} c1 {Q1} | {P2} 2 {Q2}) = fv(c1) Ufv(ca).

The written variable set wr of front-end statements is computed inductively as
follows:

e For primitive statement ¢, wr(c) is given by the input of the framework.

e wr(cy; ¢2) = wr(cr) Uwr(ca).

wr(cy;
e wr(if e then ¢; else cp) = wr(cq) Uwr(cp).
wr(

o wr({P1}er {Qi} [[ {P2} c2 {Qa}) = wr(er) Uwr(ez).

Note that the inductive computation of fv and wr above is the same as the
inductive computation of free variables and written variables of composite
statements in Equations (2.12) and (2.14) for our front-end in Section 2.2.

while e inv I do ¢) = wr(c).

Finally, taking as input a set of CSL rules for primitive statements (as shown
in Figure 4.3), the framework defines CSL rules as follows:

Definition 5.2 (CSL rules) We use T Fcs. {P} ¢ {Q} to denote that the triple
{P} ¢ {Q} is CSL-provable w.r.t. front-end type context T, where P and Q are
front-end semantic assertions and c is a front-end statement.

The inference rules of -csy, are given in Figure 5.1.

As we did in the rules (IfFE) and (WhileFE) of our front-end in Section 2.2.4,
here in the rules (If) and (While) we also use e to represent both the expression
and its boolean interpretation!. Then except the rule (Prim) which is for
deriving CSL proofs for primitive statements from the input of the framework,
the remaining rules are the same as the corresponding rules in Figures 2.5
and 2.6 of our front-end in Section 2.2.

1In the Isabelle formalization of our framework, since we make a distinction between gen-
eral expressions and boolean expressions, the condition expression e in “if e then c; else c”
and “while e inv I do ¢” is required to be a boolean expression, and the symbol e appeared
at the positions of pre- and postconditions in the rules (If) and (While) represents the in-
terpretation of the boolean expression e (i.e., a partial function mapping states to boolean
values).
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THp{P}c{Q}
T l_CSL {P} C {Q}

(Prim)

T l_CSL {P} C1 {R} T I_CSL {R} Co {Q}
T besL {P} c1; c2 {Q}

(Seq)

e is well defined w.r.t. P

T l_CSL {P /\6} (o8] {Ql} T l_CSL {P/\ —|€} C2 {Qz}
T |_CSL {P} if e then C1 else Co {Ql V Q2}

(If)

T FesL {PANe} ¢ {P} P frames e e is well defined w.r.t. P
T FcsL {P} while e inv I do c {P A —e}

(While)

Ttes {A1} c1 {Bi}  Thcest {A2} c2 {Ba}
fv(cr) Nwr(cy) = @ fv(ca) Nwr(cy) = &
Vx € wr(cy).indep; (A1, x) and indep(By, x)
Vx € wr(cq).indep; (A, x) and indep(Bo, x)

T Fesy {Arx Ao} {P1}ci {Q1} || {P2} 2 {Q2} {B1 * B2}

(Par)

T |_CSL {P} c {Q}
R is self-framing ~ Vx € wr(c).indep;(R, x)

Tl_CSL {P*R}C{Q*R}

(Frame)

T FesL {P} ¢ {Q} P’ is self-framing Pl =1 P
T l_CSL {P/} C {Q}

(ConseqPre)

T Fest {P} c {Q} Q' is self-framing Q=r1Q
Thes {P} ¢ {Q'}

Figure 5.1: CSL rules of the front-end.

(ConseqPost)

5.2 The Executable Translation

We now formally define the translation from the front-end to Viper. The
translation of expressions and primitive assertions is given by the input of the
framework as tr. and tr,. So we are left to define the translation of assertions
and statements.

Definition 5.3 (translation of assertions) The translation of assertions tr, is de-
fined inductively as follows:

e For primitive assertion A, tro(A) is provided by the input.

o try(Ax B) =try(A) * tra(B).
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5.2. The Executable Translation

tra(A A B) = tra(A) Atra(B).
tra(AV B) = tra(A) V tra(B).
tra(e — A) = tre(e) — tra(A).

In order to translate Jx : t. A, we need to consider two cases:

1. The translation of the values of type t is a bijection, i.e., have_inv(t) is
undefined. Then try(3x : t. A) = 3x @ tr (). tra(A).

2. The translation of the values of type t is not surjective, i.e., when
have_inv(t) is defined. Let have_inv(t)(x) = e for variable x, then
tra(3x : £ A) = Ix s tre(8). (e A tra(A)).

e For front-end expression e, try(e) = tre(e).
Let’s discuss in more details about the translation of Jx : t. A.

We first show that if w Fy tra(3x: t. A), then there exists some front-end
value v of type t such that w(x — try(v)) Fy tra(A):

¢ In the case where the translation of values of type t is a bijection, if
w Fy try(3x : t. A), then by the interpretation of 3 in Viper (which
is the same as the rule (Exist) in our front-end in Section 2.2), there
exists some Viper value v’ of type try(t), such that w(x — v') Fy tra(A).
Moreover, the bijectivity ensures that there exists some front-end value
v of type t such that tr,(v) = v'.

* In the case where the translation of the values of type f is not surjective,
if w Fy tra(3x: t. A), then there exists some Viper value v’ of type
try(t), such that w(x — v') Ey e Atra(A), where e = have_inv(f)(x).
That is, w(x — ') Ey tra(A), and (e, w(x — ©')) |y Bool True. From
the framework condition (A4) in Section 4.2.1, the value of variable x
in state w(x — ), which is exactly ¢/, is the image of some front-end
value v of type t (i.e., v/ = try(v)).

Conversely, if there exists some front-end value v of type t such that
w(x — try(v)) Fy tra(A), then since try(v) has type tr¢(t) by the frame-
work condition (Al) in Section 4.2.1, no matter if the translation of the
values of type t is bijective, it is straightforward to show that w satisfies
tra(3x : t. A).

To summarize, we have the following result:

Lemma 5.4 (satisfaction of tr,(3x : t. A)) Viper state w satisfies tr,(3x : t. A)
if and only if there exists some front-end value v of type t such that w(x — try(v))
satisfies tra(A).

The translation function for statements consists of two parts. The first part
trM maps a front-end statement to a main Viper program. The second part
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trf maps a front-end statement to a finite set of Viper programs. Both parts
are computed inductively, as shown in Definition 5.5.

Definition 5.5 (translation of statements) trM is computed inductively as fol-
lows:

e For primitive statement c, ttM(c) is provided by the input.

trM(cy; c2) = trM(c1); trM(c2).

trM(if e then c; else ¢y) = if tre(e) then trM(c;) else trM(cy).

For loop ¢, =while e inv [ do ¢,

trM(c,) = exhale try(I) A (tre(e) V —tre(e));
havoc wr(c);
inhale tr,(I) A —tre(e).

For parallel composition ¢ = {P1} c1 {Q1} || {P2} c2 {Q2},

trM(c) = exhale tr, (P, * P,);

C
havoc wr(c);

inhale tr,(Q1 * Q7).

trL is computed inductively as follows:
e For primitive statement c, trf(c) = @.

o trf(cy; o) = trf(cy) UtrE(co).

trf (if e then ¢; else cy) = tri(cy) Utrf(cy).
e For loop c,, =while e inv [ do ¢,
trf (c) = trf(c)U
{inhale tr,(I) A tre(e);
' (c);

exhale tr,(I) A (tre(e) V —tre(e)) }.

For parallel composition ¢ = {P1} c1 {Q1} || {P2} c2{Q2},

trf(c) = trf(c1) UtrE (c)U
{inhale tr,(Py); tr}(c1); exhale tr,(Q1),
inhale tr,(P,); trM(c,); exhale tr,(Q2)}
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Let’s motivate the translation of loops and parallel compositions. In both
cases, we split the verification into multiple parts. The main program of the
translation trM of loops and parallel compositions abstracts over the precise
execution of the loop body and the threads by using the user-specified
assertions. Then, the trf part of the translation checks that the execution of
the loop body and the threads respects the user-specified assertions.

Concretely, trM abstracts the execution of the loop body and the threads as
a process of giving out the resource the excution acquires, choosing fresh
values for the variables the execution modifies, and then getting back the
resource the execution promises to return. These three steps are implemented
as exhale, havoc, and inhale statements, respectively.

The trf of the loop translates the inner code into a separate program, gives it
the resource that must hold to enter the loop as the precondition, and requires
the invariant as the postcondition to hold after a single round of execution of
the inner code?. That is, we verify each round of the loop by verifying trf of
the loop. The trf of the parallel composition translates each thread with the
user-specified pre- and post-conditions into a separate program. As a result,
we verify each thread separately by verifying trf of the parallel composition.

Note that in the translation of loops, we exhale not only the translation of
I, but also tre(e) V —tree(e) in tr and trf. As mentioned and discussed in
Section 2.2.4, this is a technique to to check that tr.(e) is defined. With such
technique, the main program of the translation of Example 2.23 will be

exhale x/y >0V —(x/y >0);
havoc y;
inhale —(x/y >0)

Since both (x/y > 0) and —(x/y > 0) imply y # 0, which is not guaranteed,
the “exhale x/y > 0V —(x/y > 0)” in Line 1 cannot verify.

5.3 Well-formedness of Front-end Programs

Recall that our goal is to show that if the translation of a front-end statement ¢
has a Viper SL proof using Viper SL rules described in Section 2.3, then there
is a CSL proof for ¢ using CSL rules described in Figure 5.1 in Section 5.1.
However, as shown in Example 5.6, the Viper SL proof is not sufficient to
generate a CSL proof. As a result, we need further well-formedness properties
on the front-end program.

2Since the loop body is translated to a separate Viper program in trf of the loop, local
variables are initialized to arbitrary well-typed values (rather than inherits the values of the
variables in the state before entering the loop in the main program) in our verification of this
program. As a result, when specifying the invariant, the user needs to include the information
of all the local variables that will be used in the loop.
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5.3. Well-formedness of Front-end Programs

Example 5.6 (Viper SL proof is not sufficient for a CSL proof) Consider the
example front-end statement and its translation (with the “inhale True” and
“exhale True” statements omitted since they have no effects on the programs) in
Figure 5.2.

1 X :=5
> exhale x=5

1 X =3
: 2y =X
=5 =3 '
> I x 3 exhale y=x
4 |y =x
5
6

1 havoc x, y
2 inhale x=5xy=x
3 exhale y=5

Figure 5.2: The front-end statement (at left) and its translation (at right).

As defined in Definition 5.5, the front-end parallel composite statement is translated
into three Viper programs. It is straightforward to see that all the three programs
have Viper SL proofs. However, we cannot apply the rule (Par) to the front-end
statement because the free variable set of the left hand side thread (which is {x})
is not disjoint from the written variable set of the right hand side thread (which is
{x,y}). Moreover, the front-end statement does not verify against its postcondition
y = 5 because both threads of the parallel composition assign to variable x, which
causes a data race.

We now start to define the well-formedness requirements for front-end state-
ments. Besides the well-formedness requirement of each separate statement,
some compositions (specifically, the loop and the parallel composition) also
generate extra well-formedness requirements. These extra requirements are
required for the premises of the corresponding CSL rules (the rules (While)
and (Par)) and cannot be derived from Viper SL proof of the translation.
Some of these requirements need to be checked semantically, while the others
can be checked syntactically. In order to make more requirements syntacti-
cally checkable, we require the user to provide as inputs of the framework a
function that computes free variables for expressions and primitive assertions.
We use this function to compute free variables of assertions, and further use
the function that computes free variables for assertions to define parts of the
extra requirements of parallel compositions.
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Concretely, with the function fv that computes free variable sets for expres-
sions and primitive assertions provided as the input of the framework, we
compute free variable sets for composite front-end assertions inductively as
follows (which is the same as the inductive computation of free variables of
composite assertions in Equation (2.10) for our front-end in Section 2.2):

e For primitive assertion A, fv(A) is provided by the input of the frame-
work.

e fv(AxB) =fv(AAB)=1fv(AVB) =fv(A)Ufv(B).

o fv(e — A) =fv(e) Ufv(A).

e fv(Ix:t A) =1fv(A)\{x}.

 For expression ¢, fv(e) is also provided by the input of the framework.

Using the framework conditions (A17) and (A18) in Section 4.3, it is straight-
forward to show by structural induction on assertions that the above compu-
tation indeeds characterizes free variables for assertions.

Lemma 5.7 (free variables of assertions) For any front-end type syntactic as-
sertion A, and x ¢ fv(A), indep;(A, x) holds for any type context T.

Now we can define the well-formedness requirements for each front-end
composition of statements.

Definition 5.8 (well-formedness of statements) We define well-formedness of
statements w.r.t. type context T (denoted as wir) inductively as follows:

e For primitive statement ¢, wfr(c) is provided by the input.
o wir(cy; ¢2) if and only if wir(c1) and wir(cz).
o wir(if e then ¢; else ¢y) if and only if wir(c1) and wir(cz).

e wir(while e inv I do ¢) if and only if wir(c), I is self-framing, and I
frames e.

o Wir({P1}c1 {Q1} || {P2} c2 {Q2}) requires the following four conditions:
1. wir(cq) and wir(ca).
2. All the pre- and post-conditions Py, Py, Q1, and Qy are self-framing.
3. wr(cy) is disjoint from fv(cyz), fv(Py), and fv(Q>).
4. wr(cyp) is disjoint from fv(cy), fv(Py), and fv(Qy).

Note that the inductive definition of wf above is the same as the inductive
definition of well-formedness of composite statements in Definition 2.21 for
our front-end in Section 2.2.
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Finally, we note that that in Definition 5.8, the extra well-formedness re-
quirements for the loop (i.e., I is self-framing and I frames ¢) need to be
checked semantically. The self-framedness requirement of P;, Qi, P, and
Q> of the extra well-formedness requirements for the parallel composition
need to be checked semantically as well. However, with the free variables
of assertions and statements and the written variables of statements com-
putable, the last two extra requirements (i.e., wr(cy) is disjoint from fv(cy),
fv(Py), and fv(Q,), and wr(cp) is disjoint from fv(cq), fv(P;), and fv(Q))
are syntactically checkable.

5.4 Translation of Front-end States

As described in Section 4.2.2, the translation of states trs operates separately
on the store and the heap. For the store part, we translate the value of each
variable. For the heap part, we use the heap translation function tr, that is
the input of the framework.

With the instantiation of states as separation algebras for IDF in Section 2.1.2,
it is straightforward to derive the following properties of the translation of
states using the conditions on the translation of heaps in Section 4.2.2.

Proposition 5.9 (properties of tr;) The following results hold:

(L1) For any front-end states wy, wy, trs(wy ) #trs(wy) if and only if wy # w,. When
w1 #wy, trs(wy) @ trs(wy) = trs(wy @ wo).

(L2) For any front-end states w1, wy, trs(wq) = trs(ws) implies w1 = wo.
(L3) For any front-end state w, stabilize(trs(w)) = trs(stabilize(w)).

(L4) For any front-end states w1, wy and Viper state wy, if trs(w1) = wy, @ trs(wn),
then w, is an image of trs. That is, there exists some front-end heap wy, such
that wy = trs(wy).

(L5) For any front-end states wq,wy and Viper state wy, if wy, = trs(wy) and
wy = trs(wn), then there exists some front-end state Wy such that wr = w;
fori=1,2and w, = trs(wf).

(L6) For any Viper state w,, if it is upper bounded by the translation of some
front-end state wy, i.e., trs(wy) = wy, then its core is the translation of
some front-end state. That is, there exists some front-end state wy such that
trs(wys) = |wy|.

Proof Note that all the operators on states (trs, #, &, =, core, and stabilize)
operate on the store and the heap selarately. As a result, we only need to
prove the results for the store part and then combine them with the results
for the heap part that come from the conditions in Section 4.2.2.
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Concretely, for the stores, because core and stabilize are identity mappings,
# and > are both equivalent to equality, and their translation tr, is injective
(implied by the condition (A3) that the translation of each variable’s value is
injective), the following results are trivial:

(R1) For any front-end stores 01,0, try(07) #tr,(02) if and only if oy #0».
When o1 #0, try(01) @ try(02) = try (01 © 02).

(R2) For any front-end stores 01,0, try(07) = tr,(02) implies 7 = 07.
(R3) For any front-end store o, stabilize(try(0)) = try(stabilize(c)).

(R4) For any front-end stores 01,0, and Viper store oy, if try(01) = 0, @
tr,(02), then 0, is an image of tr,. That is, there exists some front-end
heap oy, such that o;, = trg((rf).

(R5) For any front-end stores 01,07 and Viper store oy, if 0, > tr,(07) and
0y = try(07), then there exists some front-end store o such that of = 0
fori=1,2 and 0, = trg(af).

(R6) For any Viper store oy, if it is upper bounded by the translation of some
front-end store 0y, i.e., try(0) = 03, then its core is the translation of
some front-end store. That is, there exists some front-end store 0f such
that try(of) = |0 .

We then prove the results in the proposition one by one.

(L1): Let the store and the heap of state w; be 0; and h; respectively fori =1, 2.
Then trg(w) #trs(wp) < try(oq) #1tr,(02) and try, (hy) #trp (h) <
o #or and hi#hy <— wq#wr. When wq #w»,

trs(wr) @ trs(wy)
= (tro (1), trn(h1)) @ (tre(02), trn(h2))
= (trg (1) ® try(02), try (1) @ try (h2))
= (tto(01 B o), trn(ly B 12))  (by (R1) and (A5))
= trs(o1 ® oo,y ® hy)
= trs((01, 1) ® (02, h2))
= trs(w1 ® wy).

(L2): Let w; = (03, h;) for i = 1,2. Then

trs(wy) = trs(wy)
= tr,(01) = trg (o) Atry(hy) = try(h)
= nn=n/ANh=h (by (R2) and (A#6))
= w = wy.
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(L3): Let w = (o, h). Then

stabilize(trs(w))
= stabilize(try (o), trp (1))
= (stabilize(tr,(0)), stabilize(try(h)))
= (try(stabilize(c)), tr, (stabilize(h))) (by (R3) and (A7))
= try(stabilize(w)).

(L4): Let w; = (03, h;) for i = 1,2 and wy, = (0, hy). From trs(wy) =
Wy @ trs(wy) we know try(07) = 0, @ try(02) and try(hy) = hy @ try (ha).
Then we can get oy and hy satisfying tr,(0f) = 0, and try(hf) = hy
using (R4) and (A8), respectively. Combining oy and hy, we get the
required wy = (0f, his) that satisfies trs(wy) = wy.

(L5): Let w; = (03, h;) fori =1,2 and w, = (0v, hy). From w, = trg(w;) we
know o, = try(0;) and h, > try(h;) for i = 1,2. As a result, using
(R5) and (A9), we get of and h satisfying: o, = tr;(0f), 05 = o; for
i=1,2,hy = try(hf), and hy = h; for i = 1,2. Combining ¢ and ks, we
immediately get the wy = (07, hif) that satisfies all the requirements.

(L6): Let wy = (0p,hp) and wy = (0p,hy). From trg(wp) = w, we know
try(0p) = 0p and try(hy) = hy. Then using (R6) and (A10), we can
get of and hy with try(0f) = |op| and trp(hf) = |hy|. As a result,
the combination wy = (o, k) satisfies trs(wys) = (tro(0y), trn(hy)) =
(low], [hol) = |ewol- O

5.5 Soundness Proof of the Translation

Now that we have described the requirements of front-end and defined the
translation, we are getting to the core of the framework: the soundness
proof of the translation, which will be formally displayed in this section. As
discussed in Section 3.1, the whole proof is constructed in three parts and
our framework deals with the second one, i.e., converting the SL proof of
the translated Viper program into a CSL proof of the front-end program.
To be more concrete, the conversion works for well-formed front-end pro-
grams with user-given front-end pre- and post-conditions (these are syntactic
assertions). And since the translation consists of multiple Viper programs,
we require all of them to have SL proofs, where the main program has pre-
and post-conditions translated from the front-end program, and each of
the other programs has no precondition and some existentially quantified
postcondition. This is formalized in the following definition:

Definition 5.10 (SL proof of translation) A front-end statement c with front-
end syntactic pre- and post-conditions P and Q is SL provable in Viper w.r.t.
front-end type context T if:
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o trio(T) Fypr {Po} trM(c) {Q,}, where P, and Q, are the semantic interpre-
tation of try(P) and try(Q) respectively, and

* for each Viper program ct € trf(c), there exists some semantic Viper assertion
QF as the postcondition such that tri(T) Fypr {True} & {QF}.

Then our goal can be formalized by the following theorem:

Theorem 5.11 (soundness of translation w.r.t. SL and CSL proofs) Let c be
a front-end statement, T be a front-end type context, and P and Q be front-end
syntactic assertions. Let Py and Qy be the front-end semantic assertions that are
the interpretation of P and Q respectively. If c is well-formed w.r.t. T, and c
with precondition P and postcondition Q is SL provable in Viper w.r.t. T, then

These {Pr}c {Qr}-

The rest of this section is devoted to proving this theorem. We first describe
the proof strategy and the main challenge in Section 5.5.1. Next, in Sec-
tion 5.5.2, we introduce some necessary definitions and proofs for resolving
the challenge. After the preparation, in Section 5.5.3, we propose and prove
the frame backward translation lemma that resolves the challenge. Finally,
we finish the proof of Theorem 5.11 in Section 5.5.4.

5.56.1 The Proof Strategy and Main Challenge

To prove the main result (Theorem 5.11), we want to use structural induction
on front-end statements. However, the theorem does not yield a helpful
induction hypothesis. For example, in the sequential composition case, the
Viper SL proof produces an intermediate Viper semantic assertion R as the
postcondition of the first part of the program and the precondition of the
second part of the program. Yet the induction hypothesis is not strong
enough to make use of R, since it requires that both pre- and postconditions
of the Viper SL proof are translated from front-end syntactic assertions. As a
result, we need to extend the concept “SL provable” to a wider range of pre-
and post-conditions and strengthen the theorem.

Definition 5.12 (SL provability with Viper semantic assertions) Let ¢ be a
front-end statement, P, and Q, be two Viper semantic assertions, and T be a front-
end type context. ¢ with pre- and postconditions P, and Q, is Viper annotated SL
provable w.r.t. T if:

L4 trtC(T) l_VPR {Pv} tréw(c) {Qv}/ and

* for each Viper program ct € trf(c), there exists some semantic Viper assertion
QF as the postcondition such that tr(T) Fypr {True} cf {QF}.

If we replace the premise “c with precondition P and postcondition Q is SL
provable in Viper w.r.t. T” with “c with precondition P, and postcondition
Qo is Viper annotated SL provable w.r.t. T” in Theorem 5.11 where P, and
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Q, are the semantic interpretation of tr,(P) and tr,(Q), then the front-end
semantic assertions Py and Qy in the conclusion “T t-csp {Pr} ¢ {Qy}” will
be the backward translation of P, and Q,. Here backward translation of
Viper semantic assertions is defined as follows:

Definition 5.13 (backward translation of Viper semantic assertions) Let A
be a Viper semantic assertion. The backward translation of A is a front-end semantic
assertion, denoted as btr(A) and defined as: for any front-end state w, w satisfies
btr(A) if and only if trs(w) satisfies A.

A possible extension of Theorem 5.11 is then: if ¢ is well-formed, and ¢ with
pre- and postconditions P and Q is Viper annotated SL provable w.r.t. T,
then T tcgp. {btr(P)} c {btr(Q)}. However, this extension which permits all
possible Viper semantic assertions as P and Q turns out to be too strong to
prove. Luckily, the translation of front-end assertions results in monotone
Viper assertions, and we only need to strengthen Theorem 5.11 to Viper
semantic pre- and postconditions P and Q that are monotone.

In the following, we define the monotonicity of assertions formally.

Definition 5.14 (monotonicity of assertions) A semantic assertion (for Viper
or a front-end) is monotone if, if a state w satifies the assertion, then any larger
state (w.r.t. the order of the states as a separation algebra for IDF) also satisfies the
assertion.

We can now state a stronger version of the main theorem (Theorem 5.11):

Theorem 5.15 (strengthened soundness theorem) Let ¢ be a front-end state-
ment, T be a front-end type context, and P, and Q, be two Viper semantic assertions.
If

(P1) P, and Q, are monotone.

(P2) cis well-formed w.r.t. T.
(P3) c with P, and Q, is Viper annotated SL provable w.r.t. T.

Then T Fcgr, {btr(Py)} ¢ {btr(Qy)}.

We will prove Theorem 5.15 by induction on the structure of the statement
c. Now the induction hypothesis just requires monotonicity of the pre- and
postconditions of the Viper SL proof, which makes the proof of the theorem
possible (e.g., in the sequential composition case where the Viper SL proof
produces an intermediate Viper semantic assertion R, now we only need to
make R monotone to satisfy the requirements of the induction hypothesis).

In the induction proof of Theorem 5.15, the main challenge lies in dealing with
the loop and the parallel composition cases. In particular, we need to fill the
gap of pre- and postconditions between the front-end triple derived from the
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rule (While) or (Par) and the front-end triple in T Fcg, {btr(P)} ¢ {btr(Q)}
for which we want to derive a CSL proof. For the following, we describe the
challenge in the parallel composition case. The challenge is analogous for
the loop case.

Challenge Let T be a front-end type context and ¢ = {Pi} c1 {Q1} ||
{P,} ¢ {Q2} be a front-end parallel composite statement. For simplicity,
we assume that ¢ does not modify any local variables. Therefore, the main
program of the translation is given by

trM(c) = (exhale tr,(P; * P;); inhale tr,(Q; * Q2)).

We want to prove T Fcgp {btr(P)} ¢ {btr(Q)}, where P and Q are two
monotone Viper semantic assertions. From the theorem’s premises and the
induction hypothesis, we can prove the following facts:

* a Viper SL proof of tr¥(c) of the form

tre(T) Fypr {P} exhale tr,(P; * P); inhale tr,(Qq * Q2) {Q}. (5.1)

o Thcst {P;} ¢; {Q;}® for i = 1,2 by applying the induction hypothesis
and using the Viper SL proofs of the programs in trf(c) (the detailed
derivation will be shown in Section 5.5.4). From these CSL proofs of cq
and ¢y and using the rule (Par), we can further derive

T |_CSL {P1 * Pz} C {Ql * Qz} . (52)

Let’s analyze the challenge in this situation from the view of the operational
semantics of the front-end and Viper.

From the Viper SL proof in Equation (5.1), we know that the execution of
“exhale tr,(P; * P»); inhale tr,(Q; * Q2)” from any Viper state w; satisfying
P will terminate at some state satisfying Q without any errors. In order to
execute exhale tr,(P; * ), Viper needs to split w;, into three parts: one to
satisfy tr,(Py), one to satisfy tra(P2) (recall that tr, (Py * P2) = tra(Py) * tra(P2)),
and the other remains as the frame after the exhale statement.

On the other hand, by the soundness of the CSL rules w.r.t. the front-end’s
operational semantics, if we could prove T tcgp, {btr(P)} ¢ {btr(Q)}, then
starting from any front-end state w; satisfying btr(P) and executing the front-
end statement ¢ would terminate at some state satisfying btr(Q) without
any errors. From the CSL proof in Equation (5.2) we know that executing ¢

3Since the pre- and postconditions of a CSL proof are semantic assertions, the symbols P;
and Q; in the pre- and postconditions of this CSL proof actually represent the interpretation
of the user-specified syntactic assertions P; and Q);.
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requires P; x P,. Therefore, the front-end needs a similar split of w ¢ as the
above split of w, in Viper. Concretely, the front-end needs to split wy into
three parts: one to satisfy P;, one to satisfy P,, and the other remains as
the frame that will not be modified throughout the execution of the parallel
composition c.

However, the existence of the split of the state in Viper does not imply that in
the front-end. As shown in Example 3.4 in Section 3.2.1, with the permission
model mismatch between the front-end and Viper, it is possible that Viper is
able to split the state while the front-end is not. This issue makes the desired
T Fcsp {btr(P)} ¢ {btr(Q)} unprovable, and as shown in Example 3.4, it
indeed causes the translation to be unsound.

The next two sections will be devoted to the definitions and proofs that
resolve this issue.

5.56.2 Preparation for Proving the Frame Backward Translation
Lemma

As introduced in Section 3.2.1, the backward satisfiability is the key property
that we require to avoid the unsoundness issue that appears because of the
permission mismatch in the challenge in Section 5.5.1.

Definition 5.16 (backward satisfiability) A front-end syntactic assertion A is
backward satisfiable if: for any Viper state w, which is not larger than the
translation of some front-end state wy, if wy, Fy tra(A), then there exists some
front-end state wy, such that w¢ Fr A and w, = trs(wy).

The backward satisfiability of the assertion P; * P, will be the key to resolve
the challenge in Section 5.5.1. Since it can be any syntactic assertion in the
front-end, we need to prove that all the front-end syntactic assertions are
backward satisfiable. We will prove by structural induction on the assertions.
Since the normal conjunction and normal implication cases additionally
require monotonicity of the assertions, we first prove that all the front-end
syntactic assertions have a monotone interpretation.

Lemma 5.17 (monotone assertion interpretation) All front-end syntactic as-
sertions have a monotone interpretation.

Proof We again use structural induction on the front-end syntactic assertion
A.

Base Case A,: A is a primitive assertion.

Assume that w Fr A and ' = w. Then by (A12), trs(w) Fy tra(A). By
(L1) and the definition of >, trg(w’) > trs(w). Using (A14), we know
that trs(w’) Fy tra(A) as well. Finally, using (A12) again gives us the
fact that «’ Fr A.
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Base Case Er: A is an expression e.

Assume that w Fr e and w’ > w. This means that I (e, w) is defined
and evaluates to boolean value True. Then by (All), tre(e) also eval-
uates to True at state trs(w)*. Moreover, by (L1) and the definition of
=, trs(w') = trg(w). As a result of (A15), we know that tre(e) eval-
uates to True at trs(w’) as well. Finally, by (A11) again, we get that
If(e,w') = True, which further implies that w’ Fr e as well.

Inductive Case *: A = Aj * A, with the induction hypothesis being that A;
and Aj; both have monotone interpretations.

Assume that w Fr A1 * Ay and w’ = w. Then there exist « and B such
that « @B = w, « Fr Ay, and B Fr A;. By the definition of =, we
can find ¢ such that w’ = w & J. By associativity of &, we get that
w=(adP)Ds=ad(BDJ). Since BH I > B, by monotonicity of
Ay’s interpretation and B Fr Ay, we know that § & 6 Fr Ay. Combining
with the facts that « Fr A; and that w’ = a & (B & J), we immediately
know that w’ Fr A; * Aj.

Remark 5.18 In the proof of this case, we only use the monotonicity of the
interpretation of Ay. Actually, a monotone interpretation of either Ay or A is
sufficient to prove this case.

Inductive Case A\: A = A; A\ Ay, with the induction hypothesis being that
Aj and A both have monotone interpretations.

Assume that w Fr A1 A Ay and «w’ > w. Then w satisfies both A; and
Aj. By the induction hypothesis, «w' also satisfies both A7 and Aj. As a
result, w’ Fr A1 A As.

Inductive Case V: A = A; V Ay, with the induction hypothesis being that
Aj and Aj; both have monotone interpretations.

Assume that w Fr A1V Ay and «’ > w. Then w satisfies either A; or
Ap. Without loss of generality, assume w Fr Aj. Then by the induction
hypothesis that A; has a monotone interpretation, w’ Fr Ap. Therefore,
w’ t:F Al V Az.

Inductive Case —: A = ¢ — A, with the induction hypothesis being
that Ap has a monotone interpretation.

“Here we assume that front-end boolean value b is translated identically to Viper boolean
value b. This assumption is not required if we make a distinction between general expressions
and boolean expressions. For example, in the Isabelle formalization of our framework, e here
is a boolean expression, and the semantics-preserving condition of the framework for boolean
expressions requires that front-end boolean expression e, evaluates to some boolean value b
at front-end state w if and only if tre(e;) evaluates to the same b at Viper state trs(w). As a
result, the fact that the boolean expression e here evaluates True at w immediately implies
that tre(e) evaluates to True at trg(w).
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Assume that w Fr e — Ag and &’ = w. Then we know that I (e, w)
is defined and that if If (¢, w) = True then w Fr Aj. Using the same
argument as in the “Base Case E”, we can prove that If (e, ') is also
defined, and If(e,«w’) = If(e,w). As a result, if If(e,w’) = True,
we still know that w Fr Ap, which further implies w’ Fr Ay, by the
monotone interpretation of Ay guaranteed by the induction hypothesis.
Combining these facts, we finally know that w’ Fr e — A,.

Inductive Case 3: A = dx : t. Ap, with the induction hypothesis being that
Ap has a monotone interpretation.

Assume that w Fr 3x : t. Ag and w’ = w. Then there exists some value
v of type t, such that w(x — v) Fr Ap. Note that w’ > w implies that
they have an equal store, and «’ has a larger heap than w. Therefore,
w'(x — v) has the same store as w(x — v). Since the modification of
variable x does not change the heap. The order relation between the
heaps of w’ and w is preserved by w’(x — v) and w(x — v). As a result,
w'(x — v) = w(x — v). Since Ap has a monotone interpretation by the
induction hypothesis, w’'(x — ©v) Fr Ag. Therefore, ' Fp Ix : t. Ag. O

Now we prove that all the front-end syntactic assertions are backward satisfi-
able.

Lemma 5.19 (backward satisfiability) All front-end syntactic assertions are
backward satisfiable.

Proof Use structural induction on the front-end syntactic assertion A.
Base Case A,: A is a primitive assertion.

The goal is exactly what the condition (A13) states.
Base Case E: A is an expression e.

Fix some front-end state w, and Viper state w, with trs(wp) > wy
and IY (tre(e),w,) = Bool True. Then by (L6), we know there exists
some front-end state wy with trs(wf) = |wy|. By the axiom (C1) of
PCM with cores, w, = trs(wf). Moreover, by the condition (A16),
1Y (tre(e), |wp]) = IV (tre(e),wy) = Bool True. Finally, by the condi-
tion (A11), If (e,wy) = True, which further implies that wy Fr e.

Inductive Case x: A = A; * Ay, with the induction hypothesis being that A;
and A, are both backward satisfiable. In this case and the “Inductive
Case —”, we will also use the following fact about separation algebras
for IDF which is not hard to prove.

Fact 5.20 (compatibility for smaller elements) For a separation algebra
for IDF P and x,y € P, if X' #y' for x' = x and y' = y, then x#y and
X ey —xdy.
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Fix some front-end state wy, and Viper state w, with trs(wp) = w, and
that w, Fy tra(A; x Ay) = tra(Aq) * tra(Az). Then there exist a, and
Bo» such that a, @ By = wy, &y Fy tra(A7), and B, Fy tra(Az). Note
that w, = a,. By the transitivity of >~ as a partial order, we know
trs(wp) = &y, which allows us to use the induction hypothesis that A;
is backward satisfiable to get a front-end state ay with &y = trs(af) and
as Fp A1 Using the same argument, we get B¢ with B, = trs(8s) and
Br Fr Az. Then, as a result of Fact 5.20, we get trs(zxf) #trs(ﬁf) from
o # By, and wy = &y @ By = trs(as) @ trs(By). Therefore, using (L1), we
know that w¢ = ay @ By satisfies w, = trs(af) O trs(Bs) = trs(wy) and
an ':1: A1 * A2 (from le ':p Al and le ':F Az)

Inductive Case A\: A = A; A\ Ay, with the induction hypothesis being that
A7 and A, are both backward satisfiable. In this case we will also use
the fact that A; and A, have monotone interpretations.

Fix some front-end state wj;, and Viper state w, with trg(w;) > w, and
that w, Fy tra(A; A Ay) = tra(A1) Atra(Az). Then w, satisfies both
tra(A1) and try(Az). For either i = 1,2, we can get a front-end state w;
with w; Fr A; and w, > trs(w;) using the induction hypothesis that
A; is backward satisfiable. Then by (L5), we know there exists some
wy that wy, = trs(wf) and wy = w; for both i = 1,2. Finally, using
monotonicity of the interpretation of A;, we know that w¢ Fr A; for
both i = 1,2. Therefore, wy Fr A N As.

Inductive Case V: A = A; V Ay, with the induction hypothesis being that
A7 and A, are both backward satisfiable.

Fix some front-end state w;, and Viper state w, with trg(wy) = w, and
that wy Fy tra(A1V Ap) = tra(Aq) Vtra(Az). Then w, satisfies either
tra(A7) or tra(Az). Without loss of generality, assume w, Fy tra(A1),
then by the induction hypothesis that A; is backward satisfiable, there
exists some wy such that wy Fr A; and w, = trs(wys). Therefore,
wy Fr A1V As.

Inductive Case —: A = ¢ — A, with the induction hypothesis being
that Ay is backward satisfiable. In this case we will also use Fact 5.20
and the fact that Ay has a monotone interpretation.

Fix some front-end state w, and Viper state w, with trs(wp) = wy
and that w, Fy tra(e — Ag) = tre(e) — tra(Ap). Then we know
that 1) (tre(e), wy) is defined, and if 1Y (tre(e), w,) = Bool True then
wy Fy tra(Ag). This case is a bit tricky, in that if 1) (tre(e), wy) =
Bool True, although we can find Wy such that Wy Fr Ay, we cannot
promise that If (e, w ¢) is defined. Such wy is not enough to satisfy
e — Aq. To ensure that If (e, wy) is defined while preserving the
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relation wy = trs(w f), we add the backward translation of the core of
wy to the wy that the induction hypothesis about Ag gives us.

Concretely, we consider the following two cases.

e [V (tre(e),w,) = Bool False: Then this case becomes the same
as the “Base Case E”. Concretely, by the axiom (C1) of PCM
with cores, w, = trs(ws). Then by (A16), 1) (tre(e),|ws]) =
1Y (tre(e),w,) = Bool False. Moreover, (L6) guarantees the ex-
istence of front-end state wy such that trs(w¢) = |wy|. Then by
(A11), I (e, wf) = False. As a result, wy Fr e — Ay.

e [V (tre(e),wy) = Bool True: Now we know that w, Fy tra(Ag). As
a result, using backward satisfiability of Ag provided by the induc-
tion hypothesis, we get front-end state w} such that w, = trs(w})
and w} Fr Ag. Moreover, we obtain w, such that trg(w.) = |wy|
from (L6). Note that w,#|w,|. By Fact 5.20 (and the reflexiv-
ity of >), we then know trs(a)}) #irs(we) and wy = wy B |wy| =
trs(w}) @ trs(we). Therefore, we find the front-end state wy as
w} @ w. It satisfies that w, >~ trs(w}) @ trs(w,) = trs(wy). More-
over, by (A16), I (tre(e), |wy|) = 1Y (tre(e),wy) is defined. By
(A15) and that trs(wy) = trs(w}) ® |wo| = [wy|, we know that
IY (tre(e), trs(wy)) = 1Y (tre(e), |wy|) is also defined. Finally, by
(A1), I (e, w f) is defined. Combining with the fact that w; Fr Ay,
we eventually conclude that wy Fp e — Ay.

Inductive Case 3: A = dx : t. Ap, with the induction hypothesis being that
Ay is backward satisfiable.

Fix some front-end state wy, and Viper state w, with trs(wy) > w, and
that w, Fy tra(3x : t. Ag). Then by Lemma 5.4, there exists some front-
end value v of type t, such that w,(x — try(v)) Fy tra(Ap). Note that
trs(wp) = w, implies that

trs(wp(x = v)) = (trs(wp)) (x = try(v)) = wy(x = try(v)).  (5.3)

Then, using the induction hypothesis that A is backward satisfiable,
we get w} such that w} Fr Ao and wy(x — try(v)) = trs(w}). This is
almost what we want, except that we want the order relation between
the front-end state and w, rather than w,(x — try(v)). As a result,
we want to change the value of variable x in w}. Luckily, wy, gives
us a good choice of the value of x, as trs(wp) > w, means that the
translation of its store is exactly the store of w,. Therefore, we pick
the store of wy, and the heap of w} to construct our front-end state wy
(assume wy, = (03, hy) and w} = (UJ’(, h}), then w¢ = (o3, h})). Now we
prove that w, = trs(wy) and wy Fr 3x @ t. Ag:
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¢ Since the heap of wy is the same as a)}, and the heap of w, is
the same as wy (x — try(v)), using the relation wy(x — try(v)) =
trs(w}), we know that the heap of w, is not smaller than the
translation of the heap of wy. For the store, note that trs (wp) = wy
implies that trs(w;) and w, have an equal store. Moreover, wy uses
the store of wy, which implies that its translation has the same
store as trs(w; ). Therefore, trs(wy) has the same store as w,. With
the relation of the store part and the heap part of trs(w f) and wy,
we then conclude that w, *= trg(w f).

* Note that wy(x — try(v)) = trg(w}) implies that their stores are
equal. Moreover, Equation (5.3) implies that trs(w;(x — ©v)) also
has the same store as wy(x > try(v)). As a result, the translated
states (whose stores are the translation of the stores of the front-end
states) of w} and wy(x — v) have equal stores. By (R2), wy(x — v)
and w} have the same store. Since wy inherits wj’s store, the store
of wj is also that of w¢(x — v). Finally, because wy inherits the
heap of w}, we get that w}; = w¢(x — v). Since w} Fr Ag and v is
of type t, we eventually conclude that wy Ff Jx : t. Ap. O

In addition to the backward satisfiability, we also need that the transla-
tion of all front-end syntactic assertions to preserve the semantics of their
interpretation in the front-end, as defined in Definition 5.21.

Definition 5.21 (semantics-preserving of the translation tr,) The translation
of a front-end syntactic assertion A preserves its semantics if and only if: for any
front-end state w, w Fr A if and only if trs(w) Fy tra(A).

The semantics-preserving property isn’t as trivial as it seems to be. For
example, A x B is translated to tr,(A) * tr,(B), which is satisfied as long as
the translated state can be split into two Viper states that satisfy tr,(A) and
tra(B) respectively. However, it is not guaranteed that the split exists in the
front-end as well, as in the following example.

Example 5.22 (semantics of separating conjunctions changes) Let the front-
end use a rational permission model while assume that Viper uses a real permission
model. Let assertions

P = (acc(v.p,l) x0.p > 0%0.p° < ;) — acc(x.f,v.p),
P, = (acc(v.p,l) 0 <ovp<1x(l—0v.p)*> ;) — acc(x.f,v.p)

as the two assertions in Example 3.4 in Section 3.2.1. Assume that they are translated
to exactly the same form in Viper. As a result, in both front-end and Viper, Py and
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P, have the interpretation the same as acc (x.f, \/g> and acc (x.f,l — %),

respectively. Consider the front-end state w that has 1 permission to the heap
location x.f. Then it is translated to a Viper state that also has 1 permission to x.f.
In Viper, trs(w) can easily satisfy try(Py) * tra(P2) by splitting its permission to

x.f. However, this is not possible for w in the front-end, since \@ is irrational, and

thus is not an expressible permission value. Therefore, w does not satisfy Py * Ps.

In order for tr, to preserve semantics, we need backward satisfiability of the
front-end syntactic assertions, which has been proved in Lemma 5.19, and
monotonicity of the translated assertions, which is given by the following
lemma:

Lemma 5.23 (monotonicity of translated assertions) For any front-end syn-
tactic assertion A, tra(A) is monotone.

Proof Asin Lemma 5.17, we use structural induction on A. The proofs for
the inductive cases are the same as in Lemma 5.17, while the two base cases
are directly proved from the conditions (A14) and (A15). O

We then prove the semantics-preserving lemma.

Lemma 5.24 (semantics-preserving of tr,) For any front-end syntactic asser-
tion A, tra(A) preserves its semantics. That is, for any front-end state w, w Fp
A = trs(w) Fy tra(A).

Proof Use structural induction on A.
Base Case A,: A is a primitive assertion.

This case is proved by the condition (A12).
Base Case E: A is an expression e.

This case is proved by the condition (A11).

Inductive Case x: A = Aj x Ay, with the induction hypothesis being that
tra(A1) and tra(Az) preserve semantics. In this case we will also use
the facts that tr,(A7) is monotone and that A, is backward satisfiable.

Fix some front-end state w. In order to prove that w Fr A; x Ay <=
trs(w) Fy tra(Aypx Ay) = tra(Ay) *tra(Az), we need to show that
w Fp A1x Ay = trs(w) Fy tra(Aq) #tra(Az), and that trs(w) Fy
tra(Aq) xtra(Ax) = w Fr Ay * Ap.

* Assume w Fr Aj * Ap. Then there exist « and p such that w =
a® B, a Fp A1, and B Fr Az. Then trs(a) Fy tra(Aq) and trs(B) Fv
tro(Az) by the induction hypothesis. Moreover, by (L1), trs(w) =
trs(a) @ trs(B). As a result, trg(w) Fy tra(Aq) * tra(Az).
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e Assume trs(w) Fy tra(Aj1) * tra(Az2). Then there exist Viper states
a, and B, such that trs(w) = ay, @ By, a0y Fy tra(A1), and By Fy
tro(Az). To get a split in the front-end, we need to modify a,
and B, such that they both have preimages in the front-end. The
way we achieve this is by increasing &, using the monotonicity
of tro(A;) and decreasing B, using the backward satisfiability
of Aj. Concretely, since trs(w) = By, there exists some front-
end state B¢ such that B, = trs(ﬁf) and By Fp Aj. Let J be the
difference between B, and trs(B¢) (i.e., By = 6 @ trs(Bs)). Then
by associativity of &, trs(w) = ay, @ (6 trs(,Bf)) = (0, ®O) D
trs(B f). Moreover, by (L4), there exists some front-end state a f
such that trs(a f) = 0, ®J = ap. As a result of monotonicity
of tra(A1), trs(as) Fy tra(A1), which further implies that af Fr
Aj by the induction hypothesis that tr,(A;) preserves semantics.
Since trs(w) = trs(as) @ trs(By) implies w = ay @ B¢ by (L1), we
eventually conclude that w Fr Aq x Aj.

Remark 5.25 This technique of increasing one part and decreasing
the other part when dealing with separating conjunctions will be used
again in step 5 of the proof of the frame backward translation lemma
(Lemma 5.26), and in the “Case Heap Assignment” of the proof of the
condition (A19) for the instantiation of the framework in Section 6.2.

Inductive Case A\: A = A; A\ Ay, with the induction hypothesis being that
tro(A1) and tr,(Az) preserve semantics. Then for any front-end state
w,

wFEr A1 NA;
<— wkr A and wFEfr A;
> trs(w) Fy tra(A;) and trg(w) Fy tra(A1)
= trs(w) Fy tra(Ag) Atra(A) = tra(A1 A Ay).

Inductive Case V: A = A; V Ay, with the induction hypothesis being that
tro(A1) and tr,(Az) preserve semantics. Then for any front-end state
w,

wFr A1V A
<~ wkrAjorwkr Ay
<= trg(w) Fy tra(Aq) or trg(w) Fy tra(Az)
<= trg(w) Fy tra(Aq) Vira(Ay) = tra(A1 V Ap).

Inductive Case —: A = ¢ — A, with the induction hypothesis being
that tr, (Ap) preserves semantics.
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Fix any front-end state w. We prove that w Fr e — Ay <= trs(w) Fy
tra(e — Ap) = tre(e) — tra(Ao).
o Ifwkpe— Ap, then If (¢, w) is defined and If (¢, w) = True =
w Fr Ap. By the condition (A11), I) (tre(e), trs(w)) is also defined,
and IY (tre(e), trs(w)) = Bool True if and only if IF (e, w) = True.
Moreover, w Fp Ay <= trs(w) Fy tra(Ao). Therefore, we
have 1Y (tre(e), trs(w)) = Bool True = trs(w) Fy tra(Ap), from
which we then conclude that trs(w) Fy tra(e — Ap).

o If try(w) Fy tre(e) — tra(Ag), then IV (tre(e), trs(w)) is defined,
and 1Y (tre(e), trs(w)) = Bool True = trg(w) Fy tra(Ay).
Again by the condition (A11), If (e, w) is defined and I} (e, w) =
True <= I/(tre(e),trs(w)) = Bool True. Moreover, w Fr
Ay <= trs(w) Fy tra(Ap). Therefore, we get If'(e,w) =
True — w Ffr Ay, from which we conclude that w Fre — Ap.

Inductive Case 3: A = dx : t. Ag, with the induction hypothesis being
that tr,(Ap) preserves semantics. Then for any front-end state w, by
Lemma 5.4,

w ':1: dx : ¢ Ao
< Jv:t.w(x— v)Fr A
< Ju:ttrs(w(x — ) = (trs(w))(x — try(v)) Fy tra(Aop)
> trs(w) Fy tra(3x : £ Ap). O

5.5.3 The Frame Backward Translation Lemma and the Proof

Now we state the frame backward translation lemma that resolves the chal-
lenge in Section 5.5.1.

Lemma 5.26 (frame backward translation) Let T be a front-end type context, c
be a front-end statement, Py and Qo be two front-end syntactic assertions, and P
and Q be two Viper semantic assertions. Assume the following:

(AS1) tri.(T) Fypr {P} exhale tr,(P); havoc wr(c); inhale tr,(Qp) {Q}.

(AS2) T bcs, {Pr} ¢ {Qf}, where Py and Qg are the semantic interpretations of
Py and Qg respectively.

(AS3) P and Q are monotone.
Then T Fcgp, {btr(P)} ¢ {btr(Q)}.

In the proof, we will need to make an assertion monotone by taking the
closure of the set of satisfied states w.r.t. >.
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Definition 5.27 (monotonization) The monotonization of a semantic assertion
A, denoted as M(A), is defined as: for any state w, w satisfies M(A) if and only if
there exists some state ¢ with w > @, such that ¢ satisfies A.

It is straightforward to show that the operator M indeed makes the assertion
monotone.

Proposition 5.28 For any assertion A, M(A) is monotone.

We finally prove the frame backward translation lemma (Lemma 5.26).

Proof We prove the lemma in the following steps:
1. Derive intermediate Viper semantic assertions.

Using the SL rule for sequential composition, from (AS1) we obtain
Viper semantic assertions R, and S, such that

trtC(T) Fvpr {P} exhale tl‘a(Po) {RU} , (5.4a)
tre(T) Fypr {Ro} havoc wr(c) {Sy}, (5.4b)
trtC(T) Fver {Sv} inhale tra(Qo) {Q} . (5.4¢)

Moreover, using the inversion rule (Lemma 2.24) for exhale and
inhale and Proposition 2.28 in Section 2.4 about the inversion rule
for a sequence of havoc statements, we know that P = Ry, * tra(P),
Sy = Fwr(c) : tre(T)(wr(c)). Ry, and Q = Sy * tra(Qo).-

2. Monotonize R, and S,.

Let Mg = M(Ry) and Mg = 3wr(c) : tr(T)(wr(c)). Mg. It is straight-
forward to show that Ms = M(S,) (in other words, the monotonize
operator M commutes with the existential quantifier J).

We now show that the entailment P = R, * tra(Py) and equality
Q = Sy x tra(Qo) are both preserved. Thatis, P = Mg * tra(Py) and
Q= Mg=x tra(Qo).

¢ Fix some state w and assume w satisfies P. Then w satisfies R, *
tra(Py), which further implies that there exist « and f satisfying
a @ B = w, a satisfies R, and B satisfies tra(Py). By reflexivity of
=, & = a. So a satisfies Mg. Therefore, w satisfies Mg * try(Pp).
We conclude that P = Mg * tra(P).

¢ Using the same argument as above, we know Q == Mg * try(Qp).
Therefore, to prove Q = Mg * tra(Qp), we only need to show
the other direction of implication (i.e., Mg *tr,(Qo) = Q),
which is as follows. Fix some state w and assume that it satisfies
Mg * tra(Qop). Then there exist &’ and B such that w = &’ & B, &’
satisfies Mg, and f satisfies tro(Qp). By the fact Mg = M(Sy),

74



5.5. Soundness Proof of the Translation

there exists a satisfying &’ > « and « satisfies S,. As a result of
Fact 5.20, we know that a#p and w = o’ @ B = a @ B. Moreover,
a @ B satisfies Sy, * tra(Qp) = Q. Since Q is monotone by (AS3),
we know that w also satisfies Q. As a result, we conclude that
Ms *tra(Qo) = Q.

3. Backward translate Mg and Ms.

Let Ry = btr(Mg) and S¢ = Jwr(c) : T(wr(c)). Ry. Note that with
the type mismatch between the front-end and Viper described in Sec-
tion 3.2.2, S¢ is not exactly the backward translation of Ms. Instead, in
the following, we will prove

Fix any front-end state w that satisfies Sy. This means that for all
variables x € wr(c), there exists some front-end value v, of type T(x),
such that w(x = vy [ x € wr(c)) satisfies Ry = btr(Mg), where w(x —
vy |x € wr(c)) is obtained by changing the value of each variable
x € wr(c) to vy in w. As a result, trs(w(x — vy |x € wr(c))) =
(trs(w))(x — try(vy) | x € wr(c)) satisfies M. Note that try(vy) has
type tri(T)(x) for each x. Therefore, trs(w) satisfies Mg = 3wr(c) :
trie(T) (wr(c)). Mg, which further implies that w satisfies btr(Mg) by
the definition of btr.

Remark 5.29 In the next step of the proof we will use S¢ rather than btr(Ms)
as the frame R to use the rule (Frame). The fact “Sy == btr(Ms)” then
resolves the effect in Example 3.5 in Section 3.2.2 that “havoc x” erases the
knowledge of the front-end type of x in the state before the havoc: although
the type information of x before “havoc x” is lost in Viper (which is reflected
here as that the postcondition S, (recall S, = Fwr(c) : trye(T)(wr(c)). Ry)
of “havoc wr(c)” in Equation (5.4b) only quarantees existence of value vy
of type tryc(T)(x) for each x € wr(c)), we can still obtain the front-end
type of the existing x back from the backward translation of the precondition
(here the precondition is Ry = btr(M(Ry))). As a result, using the stronger
Sy = 3wr(c) : T(wr(c)). Ry instead of btr(M(S,)) resolves this effect of
type mismatch in Example 3.5.

4. Use the rule (Frame) to add an assertion describing the frame to the
pre- and post-conditions in (AS2).

In order to satisfy the premises of the rule (Frame), we need to choose a
self-framing assertion that is independent of all the written variables in
c for well-typed states w.r.t. the type context T. We choose the assertion
Sy that we derived in step 3. Note that Sy satisfies the independence
requirement, because of its quantification over the written variables in
c.
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To use the rule (Frame), we still need to show that S is self-framing.
To prove it, we start with R,. Fact 2.27 guarantees that R,, which is the
postcondition of the triple in Equation (5.4a), is self-framing.

The monotonize operator M, the backward translate operator btr, and
the existential quantifier 3 all preserve self-framedness, as shown in
the following lemmas:

Lemma 5.30 (M preserves self-framedness) If A is self-framing, then so
is M(A).

Proof Fix a state w. We need to show that w satisfies M(A) if and only
if stabilize(w) satisfies M(A).

If w satisfies M(A), then there exists some state ¢ such that w > ¢
and ¢ satisfies A. By the axiom (52) of separation algebras for IDF,
we know that stabilize(w) > stabilize(¢). Moreover, by the fact that
A is self-framing, stabilize(¢) also satisfies A. Therefore, stabilize(w)
satisfies M(A) by the definition of M.

If stabilize(w) satisfies M(A), then by monotonicity of M(A) and the
fact w > stabilize(w) from the axiom (S1) of separation algebras for
IDF, we immediately get that w also satisfies M(A). O

Lemma 5.31 (btr preserves self-framedness) If A is self-framing, then
so is btr(A).

Proof Fix any front-end state w. We need to show that w satisfies
btr(A) if and only if stabilize(w) satisfies btr(A). In fact, we have,

w satisfies btr(A)
<= try(w) satisfies A
<= stabilize(trs(w)) satisfies A (by self-framedness of A)
<= trs(stabilize(w)) satisfies A (by (L3))
<= stabilize(w) satisfies btr(A).

This concludes the proof. O

Lemma 5.32 (3 preserves self-framedness) If A is self-framing, then so
is dx : t. A.

Proof Fix any front-end state w. We need to show that w satisfies
dx : t. A if and only if stabilize(w) satisfies dx : t. A. Note that the
stabilize operator of states works separately on the store and the heap,
and its function on the store is the identity mapping. As a result,
assume w = (0, h), then

stabilize(w(x — v))
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= stabilize(o(x — v), h)

= (stabilize(o(x — v)), stabilize(h))
= (0(x + v), stabilize(h))

= (o, stabilize(h))(x — v)

= (stabilize(w))(x — v).

Therefore,

w satisfies Ix : t. A
<= Jv:t.w(x— v) satisfies A
<= Ju: t.stabilize(w(x — v)) = (stabilize(w))(x — v) satisfies A
<= stabilize(w) satisfies Jx : t. A.

This concludes the proof. O

As a result, R = btr(Mg) = btr(M(Ry)) is self-framing. Then, using
an induction on the finite list wr(c) and applying Lemma 5.32, we get
that S¢ = Jwr(c) : T(wr(c)). Ry is self-framing as well, and we can
finally apply the rule (Frame) to T Fcsp. {Pr} ¢ {Qf} in (AS2) and get

. Use the rules (ConseqPre) and (ConseqPost) to conclude the proof.

Recall that we want to prove T tcg. {btr(P)} ¢ {btr(Q)}. Since P
and Q are self-framing by Fact 2.27 and (AS1), and btr preserves self-
framedness by Lemma 5.31, btr(P) and btr(Q) are self-framing. In
order to get T Fcgr. {btr(P)} ¢ {btr(Q)} from Equation (5.6) using the
rules (ConseqPre) and (ConseqPost), we are left to show btr(P) =7
PrxSp and Qf xSy == btr(Q). In the following we prove them
separately.

* btr(P) =1 Pr* Ss: We first use backward satisfiability of Py to
show btr(P) == Ry * Py:

Proof Fix some front-end state w; that satisfies btr(P). Then
trs(wy) satisfies P. By P == Mg * tra(Fy), trs(wy) also satisfies
Mg * try (D). As a result, there exist Viper states ¢, and B, such
that trs(wr) = @» © Bo, @y satisfies Mg, and B, satisfies tra(P).

Now we use the same technique of increasing one part of the state
and decreasing the other part as in the proof of the “Inductive
Case *” of Lemma 5.24. Concretely, by backward satisfiability
of Py (and trs(wf) = ¢» B By = Pu), we obtain front-end state
Bf such that B, = trs(B¢) and Bs Fr Po. This means that there
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exists some Viper state ¢ as the difference of B, and trs(By¢), i.e.,
Bo = 6 @ trs(Bf). Further using associativity of PCMs, we get
that trs(ws) = ¢u @ (0 D trs(Br)) = (@0 D) © trs(By). (L4) then
guarantees that ¢, @ ¢ is the image of the translation of some
front-end state ¢ Iz As a result, by monotonicity of Mg, ¢, satisfies
Mg, and trs(@f) = @ © 6 = o, we get trs(¢y) satisfies Mg, which
further implies that ¢ satisfies btr(Mg) = Ry.

To summarize, we get wy = @5 @ By (from trs(wy) = trs(¢f) ©
trs(Bs) and (L1)), ¢f satisfies Ry, and B Fr Py (i.e., Bf satisfies
Pyr). Therefore, wy satisfies Ry x Pr. This concludes the proof that
btr(P) — Rf *Pf' 0

Then, by Proposition 2.13, we reduce the goal to Ry * Py =1
P« Sy. To be consistent with Ry * Pr, we rewrite Py S¢ to S¢ * Py.
This rewriting is justified by commutativity of the separating
conjunction, which is easy to prove. In order to further remove
the separating conjunction and reduce the goal to Ry = S¢, we
prove the following lemma:

Lemma 5.33 (=1 of components of separating conjunctions)
IfA=—r1 A, then Ax B =1 A’ % B.

Proof Fix some state w that is well-typed w.r.t. T and satisfies
A x B. Then there exist « and 8 such that w = a @ B, « satisfies A,
and p satisfies B. As a result, w and « have the same stores. So
« is also well-typed w.r.t. T. By A =1 A’, we then know that «
satisfies A’ as well. As a result, w also satisfies A’ * B. O

The proof also works for the stronger entailment —>-. That is, we
have

Lemma 534 IfA = A',then AxB — A’ % B.
We will use Lemma 5.34 later in the proof.

We now prove Rf ==t S;, where we recall Sy = Jwr(c) :
T(wr(c)). Ry. Fix some state w that is well-typed w.rt. T and
satisfies Ry. Then for any variable x € wr(c), the value of x in w is
of type T(x) ((A20) guarantees that T(x) is defined, which implies
that variable x has to have some value in the well-typed state w).
The existence of such value proves that w satisfies 3x : T(x). Ry.
We can then prove that w satisfies Sy by an induction on the finite
list wr(c).

Qf * Sf =1 btr(Q): We prove the stronger Q¢ * S = btr(Q).
Using Equation (5.5) proved in step 3 and Lemma 5.34, we get
Qf xSy = Qs xDbtr(Ms). As a result, we reduce our goal to
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proving
Qf *btr(Mg) - btl‘(Q) (5.7)

Recall Q = Mg * tra(Qo) = tra(Qo) * Mg proved in step 2. Note
that tr, preserving the semantics of Qp implies that btr(tr,(Qo))
is exactly the interpretation of Qo in the front-end, i.e., Q. The
three terms in Equation (5.7) are then the backward translation
of the three terms in tr,(Qp) * Ms = Q, respectively. Therefore,
we want to see how the separating conjunction would change in
the backward translation of assertions. Concretely, we have the
following lemma.

Lemma 5.35 For Viper semantic assertions A, B, and C, if A = B*C,
then btr(B) x btr(C) = btr(A).

Proof Fix any front-end state w that satisfies btr(B) * btr(C), then
we obtain a and f such that w = a @ B, « satisfies btr(B), and
satisfies btr(C). By the definition of btr, we get that trs(a) satisfies
B and tr,(B) satisfies C. Moreover, by (L1), trs(w) = trs(a) & trs(B).
So w satisfies Bx C = A. Again by the definition of btr, we
conclude that w satisfies btr(A). O

Remark 5.36 The other direction of entailment btr(A) = btr(B)
btr(C) is not guaranteed to hold for general A, B, and C. In order to
have this directly of entailment, i.e., to preserve the equality, we would
need monotonicity held by one of B and C, and a similar property as
backward satisfiability held by the other. The proof is then similar to the
“Inductive Case *” in the proof of Lemma 5.24.

As a result of Lemma 5.35 and Q = tr,(Qp) * Mg proved in
step 2, we immediately show Equation (5.7) by Qf * btr(Ms) =
btr(tr,(Qp)) *btr(Ms) = btr(Q), which concludes the whole
proof. O

5.5.4 Proving the Soundness Theorem

Recall Theorem 5.15.

Theorem Let ¢ be a front-end statement, T be a front-end type context, and P, and
Qo be two Viper semantic assertions. If

(P1) P, and Q, are monotone.
(P2) cis well-formed w.r.t. T.
(P3) c with P, and Q, is Viper annotated SL provable w.r.t. T.

Then T Fcgr, {btr(Py)} ¢ {btr(Qy)}.
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We are now ready to prove it.

Proof We prove the theorem by structural induction on c.
Base Case S,: c is a primitive statement.
This is directly proved by the condition (A19).
Inductive Case Sequential: ¢ = c;; c2. The induction hypothesis is:

(IH) For i = 1,2, for arbitrary monotone Viper semantic assertions P
and Q, if ¢; is well-formed w.r.t. T, and c; with P and Q is Viper
annotated SL provable w.r.t. T, then T cgp, {btr(P)} ¢; {btr(Q)}.

From the premise (P3), we get an SL proof for tr(c) = trM(cy); trM(cy)
as
trtC(T) Fvpr {Pv} tréw(cl); tré\A(CZ) {Qv} , (5.8)

and proofs for each statement c, € trf(c) = trf(c;) Utrf(cy) with True
as precondition and some semantic postcondition w.r.t. tr(T). In
order to use (IH) of ¢; for i = 1,2, which requires Viper annotated
SL provability of c;, we now lack the SL proof for tr(c;). We will
then construct it. Using the inversion rule (Lemma 2.24) for sequential
composition, from Equation (5.8) we obtain an intermediate Viper
semantic assertion R such that

tI‘tC(T) |_VPR {Pv} tré\A(Cl) {R} ’ (59&)
trie(T) Fvpr {R} tr¥(c2) {Qo} - (5.9b)
In order to apply (IH), we want that R is monotone. Although this is

not promised to be true for the R that is originally generated by the
Viper’s proof, the following fact allows us to monotonize it.

Fact 5.37 (monotonizing pre- and post-conditions) For any Viper type
context T, Viper semantic assertions P and Q, and Viper statement c, if

T l_VPR {P} Cc {Q}, then T l_VPR {M(P)} Cc {M(Q)}

Applying to Equations (5.9a) and (5.9b), and note that monotonizing
an already monotone assertion does not change it, we get

trie(T) Fvpr {Po} tr¥(c1) {M(R)},
tree(T) Fypr {M(R)} tr"(c2) {Qu}-

We can now conclude that ¢; with P, and M(R), and ¢, with M(R) and
Q, are both Viper annotated SL provable w.r.t. tr(T). Since P,, M(R),
and Q, are all monotone, and well-formedness of ¢ w.r.t. T implies that
both ¢; and c; are well-formed w.r.t. T, we can now apply (IH) on ¢;
and c; to get

T Fes {btr(Py)} e1 {btr(M(R))},
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T Fegr {btr(M(R))} (o)) {btr(Qv)} .

Applying the rule (Seq) then gives
T Fesr {btl‘(Pv)} C1; C2 {btr(QU)} .

Inductive Case If: ¢ = if e then c; else ;. The induction hypothesis in
this case is:

(IH) For i = 1,2, for arbitrary monotone Viper semantic assertions P
and Q, if ¢; is well-formed w.r.t. T, and c; with P and Q is Viper
annotated SL provable w.r.t. T, then T tcgp, {btr(P)} ¢; {btr(Q)}.

From the premise (P3), we get an SL proof for trM(c) as
trtC(T) I_VPR {Pv} if tl‘e(E) then tl‘évl(cl) else tréVI(CZ) {Qv}/ (510)

and proofs for each statement ¢, € trf(c) = trf(c;) Utrf(cy) with True
as precondition and some semantic postcondition w.r.t. tri.(T). As in
last case, we want to use (IH) of ¢; for i = 1,2, which requires Viper
annotated SL provability of ¢;. With proof for each ¢, € trf(c;) with
True as precondition and some semantic postcondition w.r.t. tri.(T),
we now lack the SL proof for tr(c;), which We will then construct.
Using the inversion rule (Lemma 2.24) for conditional branchings, from
Equation (5.10) we obtain B; and B, such that

(I1) Qy, = B1V By,
(I2) tre(e) is well defined w.r.t. P,, and
(I3) two proofs

trie (T) Fypr {Py Atre(e)} tréVI(cl) {B1}, (5.11a)
tI‘tC(T) Fver {Pv VAN ﬁtre(e)} tré\A(Cz) {Bz} . (5.11b)

In order to apply (IH), we again need to monotonize the pre- and
post-conditions by Fact 5.37.

Note that (A15) guarantees that both tre(e) and —tre(e) are mono-
tone, and in the proof of Lemma 5.17, we actually show that normal
conjunction preserves monotonicity. As a result, the preconditions
in Equations (5.11a) and (5.11b) are both monotone. Then applying
Fact 5.37 on them gives us

tI‘tC(T) l_VPR {Py A tre(e)} tréVI(cl) {M(Bl)},
trtC(T) Fvpr {Pv A ﬁtre(e)} tré\A(CQ) {M(Bz)} .
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We can then apply (IH) to get

T Fesy {btr(Py Atre(e))} c1 {btr(M(By))}, (5.12a)
T l_CSL {btr(Pv N —tre (8))} C2 {btr(M(Bz))} . (512b)

Now we need to connect these backward translated assertions with the
front-end assertions for the rule (If). Let’s start with the preconditions.

It is straightforward to prove
Proposition 5.38 btr(A A B) = btr(A) Abtr(B).

As a result, btr(P, A tre(e)) = btr(P,) Abtr(tre(e)) = btr(Py) Ae, and
btr(P, A —tre(e)) = btr(Py,) Abtr(—tre(e)) = btr(P,) A —e, where the last
equalities in these two equations come from (A11) that the translation
of expressions preserves their semantics in the front-end.

For the postconditions, it is straightforward to prove the following two
results.

Proposition 5.39 M(AV B) = M(A) vV M(B).
Proposition 5.40 btr(AV B) = btr(A) V btr(B).

As a result,

btr(M(By)) V btr(M(By))
= btr(M(By) V M(By)) (by Proposition 5.40)
= btr(M(B;1 V By)) (by Proposition 5.39)
= btr(M(Qo)) (Qu=B1V By)
= btr(Qy) (M(A) = A for monotone A)

To apply the rule (If), we are now left to prove its premises “e is well
defined w.r.t. btr(P,)”. This is not hard to derive from (I2) and the
condition (A11) that the translation of expressions preserves their se-
mantics in the front-end. As a result, the rule (If) with Equations (5.12a)
and (5.12b) gives

T Fcsr {btr(P,)} if e then ¢; else c; {btr(Q,)}

as required.

Inductive Case While: ¢ = while ¢ inv I do ¢;. The induction hypothesis
in this case is:

(IH) For arbitrary monotone Viper semantic assertions P and Q, if ¢¢
is well-formed w.rt. T, and ¢f with P and Q is Viper annotated SL
provable w.r.t. T, then T -cs {btr(P)} c; {btr(Q)}.
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From the premise (P3), we get

(J1) an SL proof for trM(c) as

tre(T) F {P, } exhale try(I) A (tre(e) V —tre(e));
havoc wr(c); (5.13)
inhale tr,(I) A —tre(e) {Qo},

(J2) proofs for each statement ¢, € trf(cs) C trf(c) with True as pre-
condition and some semantic postcondition w.r.t. tri.(T), and

(J3) an SL proof for tr¥(cs) and some Q' as

trie(T) = {True} inhale try(I) A tre(e);
tr(cs); (5.14)
exhale tr, (1) A (tre(e) V —tre(e)) {Q'}.

With the proofs for ¢, € trf(cs), in order to use (IH) of ¢; which
requires Viper annotated SL provability of cf, we now lack the SL proof
for trM(c 7). Although Equation (5.14) looks similar to what we want,
it is not easy to directly move the inhaled and exhaled assertions to
the positions of pre- and postconditions. The reason is that when we
try to apply the inversion rule (Lemma 2.24) on Equation (5.14) and
get some assertions R and S such that tr.(T) Fver {R} trM(cs) {S}
and tr(T) Fypr {S} exhale try(I) A (tre(e) V —tre(e)) {Q'}, S may be
stronger than what we want. Since there are no Viper SL rules that
refine the pre- or postconditions as the rules in Figure 2.6 do, we are
not able to adjust S to what we want. As a result, we instead refine
the postcondition in the CSL proof. Concretely, we prove the following
auxiliary lemma:

Lemma 5.41 Let T be a front-end type context, ¢ be a front-end statement
that is well-formed w.r.t. T, and P and Q be two Viper semantic assertions.
Assume the following:

(LP1) For any monotone Viper semantic assertions P’ and Q', the Viper
annotated SL provability of ¢ with P’ and Q" w.r.t. T implies

T |_CSL {btr(P’)} C {btl‘(Q/)} .

(LP2) P and Q are monotone.
(LP3) btr(Q) is self-framing.
(LP4) Vc, € trf(c), there exists Q, such that tri(T) Fypr {True} ¢, {Qp}-
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(LP5) There exists some Qg  such that

tri(T) Fypr {True} inhale P; tr¥(c); exhale Q {Q,}.

Then T bFcsp {btr(P)} ¢ {btr(Q)}.

Proof From (LP5), using the inversion rule (Lemma 2.24) for sequential
composition, we obtain R and S such that

trye(T) Fypr {True} inhale P {R},
trtC(T) |_VPR {R} tI'éVI(C) {S},
tre(T) Fver {S} exhale Q {Q4}.

Monotonizing the pre- and postconditions, we get

tric(T) Fypr {True} inhale P {M(R)}, (5.15a)
trie(T) Fyver {M(R)} tr(c) {M(S)}, (5.15b)
tree(T) Fypr {M(S)} exhale Q {M(Qy,)}. (5.15¢)

Using the inversion rule (Lemma 2.24) for inhale, we further get
M(R) = True * P = M(P) = P (it is straightforward to prove that for
any assertion A, True x A = M(A)), where the last equality comes from
monotonicity of P in (LP2). Therefore, Equation (5.15b) becomes

trie(T) Fvpr {P} tr(c) {M(S)}.

Combining with (LP4), we conclude that c¢ is Viper annotated SL prov-
able with monotone assertions P and M(S) w.r.t. T. As a result of (LP1),
we get

T Fes {btr(P)} ¢ {btr(M(S))}. (5.16)

Finally, we want to use the rule (ConseqPost) to refine the postcondition
and conclude the proof. Since the self-framedness of btr(Q) is provided
by (LP3), we are left to show btr(M(S)) = btr(Q).

Using the inversion rule (Lemma 2.24) for exhale, from Equation (5.15¢)
we get M(S) = Qx M(Qy). Furthermore, as M(Q;) = True and
Q is monotone by (LP2), Lemma 5.34 gives Q * M(Q;) = Qx*True =
M(Q) = Q. Therefore, M(S) = Q. We eventually conclude
btr(M(S)) = btr(Q) by the following proposition which is easy to
prove.

Proposition 542 If A = B, then btr(A) = btr(B).

Applying the rule (ConseqPost) to Equation (5.16), we directly get
T Fesp {btr(P)} ¢ {btr(Q)} as required. O
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5.5. Soundness Proof of the Translation

We want to apply Lemma 5.41 with ¢ being cy, P being tra(I) A tre(e),
and Q being tr,(I) A (tre(e) V —tre(e)).

By Propositions 5.38 and 5.40, we know that btr(P) = btr(tr,(I)) A
btr(tre(e)) and btr(Q) = btr(tra(I)) A (btr(tre(e)) V btr(—tre(e))). Fur-
thermore, by Lemma 5.24 and the condition (A11), btr(try(I)) = I,
btr(tre(e)) = e, and btr(—tre(e)) = —e, where we use I and e also to
denote the interpretation of them. As a result, btr(P) = I Ae and
btr(Q) = I A (e V —e).

Now we check the premises of Lemma 5.41:

e The well-formedness of ¢ £ comes from the well-formedness of c.
As a result, (LP1) is satisfied from (IH).

* Monotonicity of tr,(I) is from Lemma 5.23, while that of tre(e) and
—tre(e) comes from (A15). Moreover, as the proof of Lemma 5.17
shows, A and V preserve monotonicity. Therefore, tr,(I) A tre(e)
and try(I) A (tre(e) V —tre(e)) are monotone, satisfying (LP2).

* [ is self-framing by well-formedness of c. Moreover, I frames e. It
is then not hard to prove that btr(Q) = I A (e V —e) is self-framing.
As a result, (LP3) is satisfied.

¢ (LP4) can be derived from (J2).

¢ We use Equation (5.14) as (LP5).
As an application of Lemma 5.41, we then get

T FcsL {IAe} Cf {IA(EV—!E)}. (5.17)

Now we want to apply the rule (While) with P being I A (e V —e). Note
that then (I A (eV —e)) Ae = I Ae. So Equation (5.17) can be used as
one of the premises. For the others, e is naturally well defined w.r.t.
I A (e V —e), and it is straightforward to prove that I A (e VV —e) frames

e from I frames e, which comes from well-formedness of c. As a result,
the rule (While) gives us

Thes, {IN(eV=e)} c{IN(eV—e)A—e}, (5.18)
where the postcondition (I A (eV —e)) A —e = I A —e.

Note that the exhaled and inhaled assertions in Equation (5.13) are
exactly the translation of the pre- and post-conditions in Equation (5.18).
Combining these two proofs with the premise that P, and Q, are
monotone, we finally can apply the frame backward translation lemma
(Lemma 5.26) to get

T Fcsp {btr(P,)} while e inv I do cf {btr(Q,)}

as required.
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5.5. Soundness Proof of the Translation

Inductive Case Parallel: ¢ = {Pi}c1 {Q1} || {P2} 2 {Q2}. The induction

hypothesis in this case is:

(IH) For i = 1,2, for arbitrary monotone Viper semantic assertions P
and Q, if ¢; is well-formed w.r.t. T, and ¢; with P and Q is Viper
annotated SL provable w.r.t. T, then T Fcgr {btr(P)} ¢; {btr(Q)}.

From the premise (P3), we get
(K1) an SL proof for trM(c) as
tre(T) - {P,} exhale tr, (P * P);

havoc wr(c); (5.19)
inhale tr,(Q1 * Q2) {Qy},

(K2) for i = 1,2, proofs for each statement ¢, € trf(c;) C trf(c)
with True as precondition and some semantic postcondition w.r.t.
tric(T), and

(K3) for i =1,2, an SL proof for trM(c;) and some Q! as
trye(T) F {True} inhale tr, (P;);
trM(c;); (5.20)
exhale tr,(Q;) {Q}}.

For i = 1,2, we want to apply Lemma 5.41 with ¢ being c¢;, P be-
ing tr,(P;), and Q being tr,(Q;) to derive T Fcs. {Pi} ¢; {Q;}. The
premises of the lemma are checked as follows:

* By well-formedness of ¢, we know c¢; is well-formed, which to-
gether with (IH) provides satisfaction of (LP1).

* By Lemma 5.23, tr,(P;) and tr,(Q;) are monotone. Therefore, (LP2)
is satisfied.

* We have btr(tr,(Q;)) = Q; by semantics-preserving property of Q;
(Lemma 5.24). Moreover, Q; is self-framing by the well-formedness
requirement of c (specified in Definition 5.8). Therefore, (LP3) is
satisfied.

¢ (LP4) is provided by (K2).
* We use Equation (5.20) as (LP5).

Therefore, the application of Lemma 5.41 gives

T '_CSL {Pl} Ci {Q,} . (521)
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5.5. Soundness Proof of the Translation

Moreover, by Lemma 5.7 and well-formedness requirement of ¢ speci-
fied in Definition 5.8, the other premises in the rule (Par) are all satisfied.
As a result, the application of the rule (Par) on Equations (5.21) for
i=1,2 gives

Thest {Pr*Pa} {Pr1} e {Q1} || {P2} 2 {Qa2} {Q1%Q2}.  (5:22)

Finally, note that the exhaled and inhaled assertions in Equation (5.19)
are exactly the translation of the pre- and postconditions in Equa-
tion (5.22). As a result, combining these two proofs with the premise
that P, and Q, are monotone, we can apply the frame backward trans-
lation lemma (Lemma 5.26) to get

T Fese {btr(Po)} {Pr} c1 {Qu} | {P2} e2 {Q2} {btr(Qo)}

as required.

This concludes the proof of Theorem 5.15. O

Finally, let’s recall the desired soundness theorem (Theorem 5.11), which
directly follows from Theorem 5.15:

Theorem Let ¢ be a front-end statement, T be a front-end type context, and P
and Q be front-end syntactic assertions. Let Py and Qy be the front-end semantic
assertions that are the interpretation of P and Q respectively. If c is well-formed
w.r.t. T, and c with precondition P and postcondition Q is SL provable in Viper w.r.t.

T, then T bFcgr, {Pf} c {Qf}

Proof By Lemma 5.23, tr,(P) and tr,(Q) are monotone, and by Lemma 5.24,
P¢ and Qy are exactly btr(tr,(P)) and btr(tr,(Q)). Therefore, applying The-
orem 5.15 with P, = try(P) and Q, = tra(Q) immediately concludes the
proof. O
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Chapter 6

Instantiation of the Framework

In this chapter, we instantiate the framework defined in Chapters 4 and 5 with
the front-end described in Section 2.2. We first describe the instantiation of
the inputs of the framework in Section 6.1. Then, in Section 6.2, we complete
the instantiation of the framework by proving that our instantiation of the
inputs satisfy all the conditions introduced in Chapter 4 of the framework.

6.1 Instantiation of the Inputs

We describe the instantiation of the inputs for the three building blocks in
Section 4.1 respectively.

Instantiate The First Building Block

The first building block, which consists of the translation for front-end types,
values, and states as shown in Figure 4.1, requires the definitions of the
front-end’s types, values, and heaps, the translation of these components into
Viper, and a function have_inv as the inputs.

The types and values are Ty and V described in Equations (2.1) and (2.2)
in Section 2.2.1. The heaps are instantiated as the permission heaps with
a rational permission model (as introduced in Section 2.1.1). Concretely, a
front-end permission heap is a pair of a permission mask m : L — [0,1] N Q
and a partial heap h : L — V. Here L represents the set of heap locations.
As introduced in Section 2.2.2, our front-end (and also Viper) represents a
heap location by a pair (r, f) (denoted as r.f) where r is a non-null reference
and f is a field identifier.

Recall the definitions of compatibility (#), partial addition (&), core (]-]),
stable, and stabilize operations of front-end states (which are the same as the
definitions of these operations of Viper states) presented in Section 2.1.2:
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6.1. Instantiation of the Inputs

(my, hy) # (mg, hy) if and only if: VI € L, m1(I) + my(I) <1, and if both
hy(1) and hy(1) are defined, then hy (1) = hy(I).

(my,h1) @ (my, hy) is defined if and only if (7, hy) # (my, hy), and equals
(m,h) where

m(l) = my(1) + ma(D),

n(l) = hi(l), if hi(1) is defined,
"~ | ha(l), otherwise.

|(m,h)| = (0r, h), where 0y, is defined as 0. (/) = O for any heap location
I €L

stable(m, h) if and only if for any ! that h(!) is defined, m(I) > 0.

stabilize(m, h) = (m, hs) where

(D) = {h(l), if m(1) >0,

undefined, otherwise.

It is straightforward to prove that these definitions satisfy all the axioms of
separation algebras for IDF, and thus front-end states (and also Viper states)
are a separation algebra for IDE. Under these definitions, as we described
in Section 2.1.2, we have the following equivalent characterization for the
partial order relation = of front-end (and also Viper) permission heaps:

Proposition 6.1 (characterization for >~ of permission heaps) For any per-
mission heaps (m,h) and (m',1'), we have: (m,h) = (m',h') < VI € L,
m(l) > m'(l) and if h'(1) is defined, then h(l) is also defined and h(l) = H'(1).

The translation of front-end types is the identity for all types except that the
type Rat in the front-end is translated to the type Real in Viper.

Similarly, the translation of front-end values is the identity, except that
rational values are translated to real values.

L

try (Int n)
try (Bool b) = Bool b,
try (Ref 1) = Ref [,

Int n,
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6.1. Instantiation of the Inputs

try(Rat r) = Real 7.

The translation of front-end permission heaps operates separately on the
permission mask and the partial heap. The translation of the permission mask
is the identity, while the translation of the partial heap translates the value
at each heap location using the function tr, defined above. Concretely, for
a front-end permission mask m and a partial heap h, try,(m, h) £ (m, trp(h))
where we use tr}, to represent the translation of front-end partial heaps. For
any front-end partial heap h, try(h) is defined as follows: for each heap
location I € L, trp(h)(!) is defined if and only if /(I) is defined, and when

they are both defined, tr, (h)(I) £ try (h(1)).

Since the translation of values of all the types except the rational type is
bijective, the have_inv function for these types is undefined. For the rational
type, have_inv(Rat)(x) £ (3a,b: Int.b #0Ax = a/b).

Instantiate the Second Building Block

The second building block, which consists of the translation for expressions
and assertions as shown in Figure 4.2, requires the definitions of front-end
expressions and primitive assertions, their interpretation and their transla-
tion to Viper, and a function fv that computes the set of free variables for
expressions and primitive assertions as the inputs.

The expressions and primitive assertions are Ef and A, described in Equa-
tions (2.3) and (2.5) in Section 2.2.1. The interpretation of expressions is
defined in Definition 2.15 in Section 2.2.2. The interpretation of primitive
assertions is defined in Figure 2.2 in Definition 2.16 in Section 2.2.2. The
translation of front-end expression is the identity, with the only exception
that rational literals are translated to real literals:

tr.(Rat 7) £ Real 7,

tro(Int n) £ Int n,

tr.(Bool b) £ Bool b,

(

(

tre (Ref Null) Ref Null,
(x) =
(
(
(
(e

-+~

Te
uop e) £ uop tre(e),
tre(e; bop e3) = tre(e1) bop tre(en),

tre

e1?er: 63) tro(eq) 2 tre(en) : tre(es),

f) = tre(e).f.

The translation of a front-end primitive assertion (recall that our front-end
only has one kind of primitive assertion: the acc predicate acc(e.f, p)) simply

tre

tre(e
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6.2. Proof of the Instantiation

translates each of its components:
tra(acc(e.f), p) = acc(tre(e).f, tre(p))-

The set of free variables for front-end expressions is defined in Definition 2.17
in Section 2.2.3, and the set of free variables for front-end primitive assertions
is defined as Equation (2.9) in Definition 2.18 in Section 2.2.3.

Instantiate the Last Building Block

The last building block, which consists of the translation of statements as
shown in Figure 4.3, requires the definition of front-end primitive statements,
the associated CSL rules, their translation to Viper, two functions fv and wr
that compute the sets of free variables and written variables for primitive
statements, and a well-formedness predicate wf as the inputs.

The primitive statements are S, that consists of assignments to local variables,
assignments to the heap, and allocating new heap locations, as we described
in Equation (2.7) in Section 2.2.1. The CSL rules for these primitive statements
consist of the rules in both Figures 2.4 and 2.6. We recall them in Figure 6.1.!

The translation of variable assighments and heap assignments just translates
each component, while the alloc statement is translated to a sequential
composition of havoc and inhale statements:

trs(x 1=e) = x 1=tre(e)
trs(e.f 1=¢€') 2 tre(e).f 1= tre(e)

trs(x :=alloc(fy,..., f,)) = havoc x; inhale ‘(;191 acc(x.f;, 1)
=

Finally, the functions fv and wr for primitive statements are defined as in
Equations (2.11) and (2.13) in Section 2.2.3, respectively. The well-formedness
predicate for primitive statements is defined as in Definition 2.21 in Sec-
tion 2.2.3.

6.2 Proof of the Instantiation

In this section, we prove that our instantiation of the inputs of the framework
presented in Section 6.1 satisfies the conditions of the framework introduced
in Chapter 4.

1Unlike the front-end CSL rules defined in Definition 2.22, which also include the rules
for composite statements in Figure 2.5, the CSL rules for primitive statements and as the input
to the framework only include the rules in Figure 2.4 and the structural rules in Figure 2.6.
To make a distinction, we use T Fpg {P} ¢ {Q} to represent the front-end CSL rules in
Definition 2.22, and T F, {P} ¢ {Q} to represent the CSL rules that are the input to the
framework.
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6.2. Proof of the Instantiation

A is self-framing
e is well defined w.r.t. A A frames e

(PrimAssignVar)
Tk, {A} x :=e {Alx —e]}
P=Axef N P is self-framing
¢’ is well defined w.r.t. P P frames ¢’
(PrimAssignField)

Tty {P}ef :=¢ {Ple.f — €]}

- (PrimAlloc)
T+, {True} x :=alloc(fi,..., fu) {@1 acc(x.fi,l)}

Ty {P} c{Q}
R is self-framing  Vx € wr(c).indep(R, x)

Tty {P*R}c{Q*R}

(PrimFrame)

TH,{P}c{Q} P isself-framing P =P
Tk, {P,} c{Q}

(PrimConseqPre)

T+, {P} c{Q} Q' is self-framing Q=rQ
Thp{P}c {Q/}

Figure 6.1: CSL rules for primitive statements.

(PrimConseqPost)

Most conditions are trivially satisfied for our instantiation of the inputs.
In the following we only show some interesting proofs for a subset of the
conditions; all conditions have been formally proven in Isabelle.

For the first building block that consists of the translation of front-end types,
values, and states, we prove the conditions (A8), (A9), and (A10).

(A8) For any front-end permission heaps &y, h; and Viper permission heap
H, if try(h1) = H @ try(hy), then H is an image of tr,. That is, there
exists some front-end permission heap #, such that H = tr, (h).

Proof Let h; = (m;, g;) for i = 1,2 and H = (M, G), where m; and m;
are front-end permission masks (i.e., the permission amount to each heap
location is rational), M is a Viper permission mask (i.e., the permission
amount to each heap location is real), g1 and g, are front-end partial heaps,
and G is a Viper partial heap. Then by the definition of tr}, in Section 6.1 and
try (h1) = H @ try,(h2), we know that VI € L, m;(I) = M(I) + my(l) and

G(I), if G(1) is defined,

6.1
trp(g2)(1), otherwise. 6D

trp(81)(1) = {
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6.2. Proof of the Instantiation

In order to prove that H is an image of tr,, we need to show that: VI € L,
M(1) is a rational number in the interval [0, 1], and if G(I) is defined, then it
is in the image of tr,. We prove them separately in the following.

e Since mi(l) and my(I) are both rationals, M(I) = my(l) — my(l) is
also rational. Moreover, as the permission amount to / in the Viper
permission heap H, M(I) naturally has its value in the interval [0, 1].

e If G(I) is defined, then by Equation (6.1), we immediately know that
G(I) = trp(g1)(I) = try(g1(I)) is the image of front-end value g(!) by
the value translation function tr,. ]

(A9) For any front-end permission heaps hy, h; and Viper permission heap
H, if H = try(h1) and H = try,(hy), then there exists some front-end
permission heap h such that i > h; fori = 1,2 and H > try(h).

Proof Let h; = (m;, g;i) for i = 1,2 and H = (M, G), where m; and m;
are front-end permission masks, M is a Viper permission mask, g; and
g2 are front-end partial heaps, and G is a Viper partial heap. From H =
try(h;) = (m;, trp(g;)) and Proposition 6.1, we know that for any heap location
€L, M(I) > m;(l), and if g;(I) is defined, then G(I) is also defined and
G(l) = try(gi(l)). As a result, if both g1(I) and g»(I) are defined, then
try(g1)(1) = G(I) = try(g2)(I). Further by the injectivity of tr, (which is
straightforward), we get g1(I) = g2(1).

We construct the front-end permission heap / with the maximum permission
between my and mjy, and the partial heap of & is the union of g; and g».
Concretely, let h = (m, g), where for each heap location € L,

m(l) = max(my (1), ma(1)),

(l) _ gl(l), if gl(l) is defined,
s = (1), otherwise.

Then VI € L, m(l) > m;(1), and if g;(I) is defined, then g(I) = g;(I) (fori =1
this is direct from the definition of g. For i = 2, if ¢1(!) is also defined, then
as shown above, we have g(I) = g1(I) = g(1); if g1(I) is not defined, then
g(1) = g2(1) follows the definition of g). As a result of Proposition 6.1, we
have h > h; fori =1,2.

Moreover, from M(I) > m;(l) for i = 1,2 derived above, we have M(l) > m(I).
And note that by the definition of g, g(/) is defined if and only if at least
one of ¢1(I) and g»(!) is defined, and g(I) equals the defined one. Therefore,
trp(g) (1) equals the translation of the value of the defined one of g;(/) and
g2(1). Since G(I) also equals the translation of the value of the defined one
of g1(I) and g»(I) as derived above, we have G(I) = trp(g)(!). Then by
Proposition 6.1, we know that H = (M, G) = (m,trp(g)) = try(h), which
concludes our proof. O
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(A10) For any Viper permission heap H, if it is upper bounded by the
translation of some front-end permission heap hy, i.e., try(hy) = H,
then its core is the translation of some front-end permission heap.
That is, there exists some front-end permission heap heap h such that
trn(h) = [H|.

Proof Let h, = (my, gp) and H = (M, G), where m;, is a front-end permission
mask, M is a Viper permission mask, g; is a front-end partial heap, and G is
a Viper partial heap. From tr,(h,) = H and Proposition 6.1, we know that
for any I € L, if G(I) is defined, then G(I) = trp(g;)(I) = try(gs(1)). That is,
G is the translation of some front-end partial heap g defined as: VI € L,

g(l) = {gb(l)' if G(I) is defined,

undefined, otherwise.

Then choose h = (0r,g). It is straightforward to show that try(h) = |H]|,
which concludes the proof. O

With all the conditions for the first building block proved, we can now use
all the conditions and results about front-end types, values, states, and their
translations try, try, and trs stated in Chapters 4 and 5.

For the second building block that consists of the translation for expressions
and assertions, we prove the condition (A13).

(A13) All front-end primitive assertions are backward satisfiable.

Proof The only class of primitive assertions in our front-end is of the form
acc(e.f,p), where e and p are front-end expressions. By the definition of
backward satisfiability (Definition 5.16), to show that acc(e.f, p) is back-
ward satisfiable, we fix any front-end state w;, and Viper state w, such that
trs(wp) = wy and wy Fy tra(acc(e.f, p)) = acc(tre(e).f, tre(p)), and need to
find some front-end state wy such that w¢ Fr acc(e.f, p) and wy, = trs(wy).

Let wy, = (0w, hy), where the permission heap h, = (my, g,). From w, Fy
acc(tre(e).f, tre(p)), by the interpretation of acc in Viper (which is the same
as the two rules in Figure 2.2 except that the interpretations of expressions are
of Viper and all the rationals become reals), we know that there exist some
reference r and real number v such that (tre(e), wy) |y Ref r, (tre(p), wo) Jv
Real v, v > 0, and if v # 0 then r # Null and m,(r.f) > v.

To construct the desired wy, we use (L6) to obtain the preimage of the core
of w, whose translation evaluates the expressions tre(e) and tre(p) to the
same results as w,. Then we add the precise permission amount to the heap
location r.f.

Concretely, by (L6) and trs(wy) = wy, there exists some front-end state w,
such that trs(w.) = |wy|. In our instantiation, it is straightforward to show
that the permission mask of w, is 0.
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It is straightforward to prove that (A16) and (A11) hold for our instantiation.
As a result, we get (tre(e), |wy|) v Ref r and (tre(p), |wo|) v Real v using
(A16), and further (e, w.) I Ref r and (p, wc) s Rat v using (A11). Now we
consider the two cases v =0 and v > 0:

* If v = 0, then by the rule (AccZero), we already have w, Fy acc(e.f, p).
And since w, = |wy| = trs(wc), we can conclude the existence of wy
with w, and conclude the proof.

e If v > 0, then r # Null. The fact (p,w.) 7 Rat v further implies that
v is a rational number. As a result, let wy be the state obtained by
adding v permission amount to r.f in w, (from m,(r.f) > v we know
that v < 1. Therefore, adding v permission amount to some heap
location in w, whose permission mask is 0;, does not cause excess of
the permission to any heap location). That is, denote w, = (o¢, (01, 8c)),
then wy = (oe, (mf, Qc)) where

el = {v, ifl=rf,

0, otherwise.

It is straightforward to show that wy preserves the evaluation of ex-
pressions e and p in w,. That is, (¢, wy) | Ref r and (p, wy) |} Rat .
As a result, by the rule (AccPos), we have w f = £ acc(e.f, p). Moreover,
VI € L, my(l) > my(l) (for I # r.f, this is trivial since m¢(I) = 0; for
I = r.f, we have my(l) > v = my(l)), and if the partial heap of trs(wy)
at heap location I (try(gc)(!)) is defined, then by w, = |w,| = trs(w,),
8u(l) is also defined and gy(I) = trp(gc)(I). As a result of Propo-
sition 6.1, w, > trs(wf). We can thus conclude the proof with the
front-end state wy we constructed as above. O

With all the conditions for the second building block proved, we can now
use all the conditions and results about front-end expressions and assertions,
and their translations tre and tr, defined in Chapters 4 and 5.

For the last building block that consists of the translation of statements, we
prove the condition (A19).

(A19) For any front-end type context T, front-end primitive statement c,
and any monotone semantic Viper assertions P and Q, if wfr(c) and
tri(T) Fvpr {P} tre(c) {Q}, then T =, {btr(P)} c {btr(Q)}.

Proof We prove the three cases of primitive statements respectively.

Case Variable Assignment: ¢ = (x :=¢). Then

tre(c) = (x i=tre(e)).
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Using the inversion rule (Lemma 2.24) for variable assignments in
Viper (the Viper SL rule for variable assignments is similar to the
rule (AssignVar), except that the evaluation of expressions is in Viper),
from tr.(T) Fypr {P} tre(c) {Q} we obtain

* P and Q are self-framing.

e tre(e) is well defined w.r.t. P.
e D frames tre(e).

* Q= Plx > tre(e)].

Now we want to use the rule (PrimAssignVar) for the front-end variable
assignment statement c. Let us check its premises:

¢ Using Lemma 5.31, we get self-framedness of btr(P).

e It is straightforward to derive that e is well defined w.r.t. btr(P)
from the fact that tre(e) is well defined w.r.t. P, using the con-
dition (A11) that the translation of expressions preserves their
semantics in the front-end.

e It is straightforward to derive that btr(P) frames e from the fact
that P frames tr.(e) using the condition (A11) that the translation
of expressions preserves their semantics in the front-end, and the
result (L3) of tr.

As a result of the rule (PrimAssignVar), we get
T+, {btr(P)} c {btr(P)[x — e]}.

Finally, we want to user the rule (PrimConseqPost) to adjust the post-
condition. For this purpose (and since self-framedness of btr(Q) is
guaranteed by self-framedness of Q derived above and Lemma 5.31
that btr preserves self-framedness), we need to show that btr(P)[x —
e] =1 btr(Q).

In this paragraph, we prove the stronger result btr(P)[x — ¢] =
btr(Q). Fix any front-end state w that satisfies btr(P)[x — e]. Then
there exist wy and v such that btr(P)(wy) holds (then P(trs(wp)) holds
by the definition of btr in Definition 5.13), (¢, wo) I}f vand w = wo(x
v). By the condition (A11) that the translation of expressions preserves
their semantics in the front-end, we get (tre(e), trs(wp)) Jv try(v). As a
result, trs(w) = (trs(wp))(x +— try(v)) satisfies Q = P[x — tre(e)]. By
the definition of btr in Definition 5.13, w satisfies btr(Q).

Applying the rule (PrimConseqPost) then gives us
T+, {btr(P)} c {btr(Q)}

as required.
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Case Heap Assignment: ¢ = (e.f :=¢'). Then

tre(c) = (tre(e).f :=tre(e')).

Using the inversion rule (Lemma 2.24) for heap assignments in Viper
(the Viper SL rule for heap assignments is similar to the rule (As-
signField), except that the evaluation of expressions is in Viper), from
tre(T) Fypr {P} tre(c) {Q} we obtain a semantic Viper assertion R
such that

e P =Rxtre(e).f .

¢ P is self-framing.

e tr.(e') is well defined w.r.t. P.

e D frames tre(e’).
e Q = Pltre(e).f > tre(e)].
Similarly to the “Case Variable Assignment”, we want to use the

rule (PrimAssignField) for the front-end variable assignment statement
c. In order to check its premises, we first need to find a front-end

semantic assertion Ry such that btr(P) = Rf*e.f s . To show
the equality we will prove separately Ry *e.f R btr(P) and

btr(P) = Ryxe.f 5 _ to conclude btr(P) = Ry *e.f - _. The former
entailment is easy, while for the latter, we will again use the technique
of increasing one part of the state and decreasing the other part as in
the proof of the “Inductive Case *” of Lemma 5.24 in Section 5.5.2. For
this purpose, we first need to monotonize R. Let R, = M(R). For the

following we prove btr(P) = btr(R,) *e.f 5 _ (i.e., we choose btr(Ry)
as the Ry).

* We first prove btr(R,) *e.f s _ = btr(P): since P is monotone
(promised by the premise of (A19)), it is straightforward to show

that P = Rxtre(e).f s _ = Ry x tre(e).f -5 _. Then by Lemma 5.35,
we directly get btr(R,) xe.f B = btr(P) (it is straightforward
to show that btr(tre(e).f s ) =ef ).

e We then prove btr(P) = btr(R,) *e.f B fix any front-end
state w that satisfies btr(P). Then we know that trg(w) satisfies
P = Ry xtre(e).f Y Then there exist Viper states a;, and B, such
that trs(w) = ay @ Bo, ap satisfies Ry, and B, satifies tre(e).f N

Next, note that e.f s exactly the interpretation of acc(e.f, 1),
which is backward satisfiable. As a result, we obtain some front-

end state B that satisfies e.f 2 _and Bo = trs(Bs). Let d be the
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Case

difference between f, and trs(B¢) (i.e., B = ¢ @ trs(By)). Then
by associativity of PCMs, trs(w) = ay © (6 © trs(Br)) = (a0 @
) @ trs(Bf). By (L4), there exists some front-end state a such
that trs(as) = a, © 6. Then by monotonicity of R, = M(R) and
that a, satisfies R,, we get that trs(as) also satisfies R,, which
means « satisfies btr(R,). Together with w = ay @ B¢ (from

trs(w) = trs(as) @ trs(Bs) and (L1)) and that B satisfies e.f o
we know that w satisfies btr(Ry) * e.f s _. This concludes the
proof of btr(P) = btr(R,) *e.f N
Next, similarly to the “Case Variable Assignment”, we can show that
btr(P) is self-framing, ¢’ is well-defined w.r.t. btr(P), and btr(P) frames

¢/, which together with btr(P) = btr(R,) *e.f s _allow us to apply
the rule (PrimAssignField) to get

T+, {btr(P)} ¢ {btr(P)le.f — ¢']}.

Finally, similarly to the “Case Variable Assignment”, we can show
that btr(Q) is self-framing, and btr(P)[e.f +— ¢'] = btr(P[tre(e).f —
tre(¢’)]) = btr(Q), which allow us to apply the rule (PrimConseqPost)
to get

T+, {btr(P)} c {btr(Q)}

as required.

Allocation: ¢ = (x :=alloc(fy,..., fs)). Then
tr.(c) = (havoc x; inhale é}l acc(x.f;, 1)).
From the rule (PrimAlloc) we have
Tt {True} c {i(:’i)l acc(x.fi, 1)} . (6.2)

In order to get T F, {btr(P)} c {btr(Q)} from it, we want to use a
similar approach as steps 3, 4, and 5 in the proof of Lemma 5.26: adjust
the pre- and postconditions by first deriving a front-end assertion
as the frame to apply the rule (PrimFrame), and then applying the
rules (PrimConseqPre) and (PrimConseqPost).

We first choose the front-end assertion that we will use as the frame to
apply the rule (PrimFrame). Let Rf = Jx : T(x).btr(P). Since P, which
is the precondition of the Viper SL proof tri.(T) Fypr {P} trc(c) {Q},
is self-framing by Fact 2.27, by Lemmas 5.31 and 5.32, Ry is also self-
framing. Moreover, R £ satisfies the independence requirement of the
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rule (PrimFrame) because of its quantification over wr(c) = {x}. As a
result, applying the rule (PrimFrame) to Equation (6.2) gives us

T, {M(R))} {élacc(x.fi,l) *Rf}, 6.3)

where we note that True x A = M(A) for any assertion A. Moreover,
it is straightforward to prove that A = M(A) for any assertion A.
Together with the fact we showed above that Ry is self-framing, we can
apply the rule (PrimConseqPre) to Equation (6.3) and get

THy {Rf}c {Rf * é@l acc(x.ﬁ,l)} , (6.4)

where we rewrite ®}'_; acc(x.f;, 1) * Rf to Ry * ®}L; acc(x.f;, 1) in the
postcondition since the separating conjunction is commutative.

To adjust the precondition to btr(P), we use the rule (PrimConseqPre)
again. Since P, the precondition of the Viper SL proof tri.(T) Fypr
{P} trc(c) {Q}, is self-framing by Fact 2.27, and btr preserves self-
framedness as stated in Lemma 5.31, btr(P) is self-framing. Therefore,
to apply the rule (PrimConseqPre), we are left to prove btr(P) =7
Ry = Jx : T(x).btr(P): fix some state w that is well-typed w.rt. T
and satisfies btr(P). Then the value of x in w is of type T(x) (well-
formedness of ¢ guarantees that T(x) is defined, which implies that
variable x has to have some value in the well-typed state w). The exis-
tence of such value immediately proves that w satisfies R¢. Therefore,
btr(P) =1 Ry = Jx : T(x).btr(P), and we can apply (PrimConseqPre)
to Equation (6.4) and get

T+, {btr(P)} c {Rf * é)l acc(x.fi, 1)} : (6.5)

To adjust the postcondition to btr(Q), we want to use the rule (PrimCon-
seqPost). Since Q, the postcondition of the Viper SL proof tr.(T) Fypr
{P} trc(c) {Q}, is self-framing by Fact 2.27, and btr preserves self-
framedness as stated in Lemma 5.31, btr(Q) is self-framing. There-
fore, to apply the rule (PrimConseqPost), we are left to prove Ry *
@, acc(x.f;, 1) =1 btr(Q). For the following, we prove the stronger
result R¢ * ®_; acc(x.f;, 1) = btr(Q):

Proof Using the inversion rule (Lemma 2.24) for havoc and inhale
statements and the sequential composition, from the Viper SL proof
tree (T) Fypr {P} tre(c) {Q} we get
n
Q= (Fx : tre(T)(x). P) % & acc(x.f, 1).
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It is straightforward to prove that

btr (él acc(x.f;, 1)) = .(:)1 acc(x.fi, 1).
1= 1=
Moreover, we prove in the next paragraph that
Ry = 3x: T(x).btr(P) = btr(Ix : tre.(T)(x). P).
Fix any front-end state that satisfies Ry, then there exists some front-
end value v of type T(x) such that w(x — v) satisfies btr(P). Then
trs(w(x — v)) = (trs(w))(x — try(v)) satisfies P, which implies
that trg(w) satisfies Jx : tri(T)(x). P. By the definition of btr (Def-

inition 5.13), w satisfies btr(3x : tri.(T)(x). P), which concludes the
proof of Ry == btr(3x : tric(T)(x). P).

As a result, we have
Ry * i(_in<)1 acc(x.f;, 1)
= btr(Ix : try(T)(x). P) é1 acc(x.fi, 1) (by Lemma 5.34)
i=
= btr ((Elx st (T) (x). P) * éi)l acc(x.fi, 1)> (by Lemma 5.35)
= btr(Q). O

Then, applying the rule (PrimConseqPost) to Equation (6.5), we finally
get
T+, {btr(P)} c {btr(Q)}

as required. O
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Chapter 7

Discussion and Conclusion

In this thesis, we developed a general framework for proving the soundness
of CSL-based front-ends in the Isabelle theorem prover [9]. In contrast to
Arlt’s approach [8], which directly connects the front-end’s and Viper’s
operational semantics, our framework makes use of the existing sound CSL
for front-ends and SL proof representation of Viper programs, and proves
sound the translation by converting Viper SL proofs to front-end CSL proofs.

Our framework abstracts over many aspects of the front-end, including front-
end types, values, states, expressions, primitive assertions, and primitive
statements, by taking these components and their translation to Viper as in-
puts and imposing minimal conditions on the inputs. From these inputs, our
framework allows the front-end to use many common SL assertion connec-
tives in its assertion language, and control structures for front-end composite
statements. With further requirements on the semantics of the assertion
connectives and the CSL rules of the control structures, the framework is able
to output an executable translation of the front-end to Viper and a proof of
the soundness of the translation.

Finally, we also instantiated our framework with a concrete CSL based front-
end in Isabelle, which shows that our framework is of practical use.

7.1 Comparison with the Previous Approach

Unlike Arlt’s approach [8], which proves sound the translation of front-ends
to Viper by directly connecting the front-end’s and Viper’s operational seman-
tics and converting an execution in Viper to one in the front-end, we make
use of the existing sound CSL for front-ends and SL proof representation of
Viper programs and prove the soundness of the translation by converting
Viper SL proofs to front-end CSL proofs. Both approaches have their own
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advantages and disadvantages. We list the strengths and weaknesses of our
approach compared with Arlt’s approach [8] in the following.

Strengths

Being able to hide low-level details behind SL rules, our approach simplifies
the soundness proof of the translation. For example, as shown in Example 3.3,
the solution of Example 3.2 using our approach is much simpler and more
straightforward. It does not need to consider how to choose a feasible one
from the many correct Viper executions and convert it to an execution in
the front-end, which the solution using Arlt’s approach has to do. Instead,
the solution using our approach derives a front-end CSL proof by directly
converting the pre- and postconditions of the Viper SL proof.

Moreover, hiding the low-level details also allows the proof to focus on and
emphasize the key challenges. For example, our proof in Section 5.5 focuses
on converting the pre and postconditions of Viper SL proofs back to the
front-end, and defines the properties and proves the auxiliary lemmas to
ensure the existence of a feasible conversion.

Weaknesses

Our approach abstracts the front-end and Viper by the front-end CSL and
Viper SL. This abstraction prevents the soundness proof of the translation
from using the features that are captured in the low-level details of the
front-end and Viper but are abstracted out by the front-end CSL or Viper SL.
For example, in concrete Viper, verification of the statement “inhale I A e”
implies that I frames e, while a Viper SL proof of the statement does not.
As a result, to prove sound the translation of the loop “while e inv I do ¢”,
we have to enforce “I frames e” in the well-formedness requirement of the
statement, while it is actually impled by the verification of the translation in
Viper.

7.2 Future Work

Despite the generality of our framework, it still has some limitations and can
be further improved. We list some of the limitations and possible improve-
ments here.

General type translation. Our framework takes care of many type mis-
matches between front-ends and Viper (such as the mismatch between the
front-end’s rational type and Viper’s real type) by imposing certain condi-
tions on the translation of front-ends to Viper. However, there are still some
common type mismatches that are not supported by our framework since
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they violate the conditions required by the framework. For example, a front-
end could have natural numbers, or bounded integers; both types could be
encoded using the larger type Int, but this violates the semantics-preserving
condition (A11) of the framework presented in Section 4.3. As a concrete
example, the expression x — 1 where x is a variable containing a natural
number or a bounded integer is undefined when x takes the value 0 in the
front-end. However, in Viper, x — 1 evaluates normally to —1 when x takes
the value 0. This brings further challenges in the translation of assignments.
For example, if we translate the assignment “x :=x — 1” in the front-end
language to “x :=x —1” in Viper, it would be unsound, since the assignment
trivially verifies in Viper, while it runs into an error when x takes the value 0
in the front-end.

In order to support more type mismatches and provide more generality, one
could try to weaken the conditions on the inputs of the framework while
adjusting the translation of the front-end to Viper at the same time, such that
the conditions are still strong enough to prove sound the translation.

Further extension of the assertion language. Our framework abstracts over
front-end primitive assertions by taking them as input, and allows many
common SL connectives. Nevertheless, there are still some constructs that
are not supported by our framework, such as separating implications and
recursively-defined predicates.

Getting rid of non-syntactic well-formedness requirements in the final
theorem. For loops and parallel compositions, our framework imposes
additional well-formedness requirements on the front-end program. Some of
these requirements are semantic. As a result, we are not able to generate an
executable tool that does both the well-formedness check and the translation,
such that as long as the tool does not report any well-formedness issues about
the front-end program and the translation of the front-end program is verified
by Viper, the front-end program will be correct. It would thus be highly
beneficial if we could make all the well-formedness requirements syntactic,
since this would enable a static automatic check of well-formedness of front-
end programs, and we would then have the executable tool described above,
such that if the tool does not report any errors and produces a translation
that is verified in Viper, then the front-end program is correct.

More complete translation. The type mismatch between front-ends and
Viper makes our translation incomplete in some cases, as shown in Exam-
ple 3.5 in Section 3.2.2. Modifying the translation to make it more complete
would also be a possible improvement for our framework.
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Supporting more front-end features. Although the abstraction of our frame-
work over the many aspects of front-ends allows it to characterize a wide
range of practical front-ends, there are still some restriction imposed by the
framework on the front-end. For example, our framework requires the front-
end to declare all the local variables at the beginning of the program. One
could thus improve the framework by allowing local variable declarations.
Moreover, one could also add static types for fields, which do not exist in
the current framework. Finally, support for more advanced CSL features
and constructs (e.g., resource invariants and conditional critical regions used
by O’Hearn [2] and Brookes [14]) would also be a possible extension to our
framework.
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