YUSHUO XIAO

HYPERWANDS

PRACTICAL WORK PROJECT REPORT

Supervised by Thibault Dardinier



CONTENTS

Introduction 3
Preliminaries 7
Desirable Properties 11
Hyperwands for Rust 15
Going Beyond Rust 24
Conclusion € Future Work
Discussion of Prusti 38

Index 42

36



1 INTRODUCTION

Proving that a program is correct stands as one of the most important
and compelling tasks in computer science and software development.
This procedure, referred to as program verification, usually employs
various program logics to reason about the behavior of a program.
Hoare logic [1] is one of the earliest program logics trying to achieve
this goal and has become the basis of many verification methods. Sep-
aration logic [2] is an extension of Hoare logic to reason about heap-
manipulating programs and has gained increasing importance because
of its effectiveness in expressing memory locations as resources. Sepa-
ration logic features two main connectives, the separating conjunction
*, and the separating implication — (also called the magic wand). A
heap o (e.g., a partial function from heap locations to values) satisfy-
ing A * B is defined as

cEA*xB 2 3J0j0p,0p00p=0A0sl=ANop =B

where o is the join of two heaps. The definition of * means that the
heap o can be divided into two disjoint heaps 04 and op which sat-
isfy A and B, respectively. The separating implication (magic wand)
operator A — B, is defined as

cEA%X £ Vou,0loaNoaEA=oceosEX,

where o L o4 denotes the disjointness of o and o 4. This definition
intuitively says that if a heap o is extended with another disjoint heap
o4 that satisfies A, then the resultant heap (o ® 04) satisfies X. The
magic wand has been shown to be useful for example when traversing
recursive data structures (e.g., a linked list), where it can be used to
specify properties of partial data structures.

While magic wands are powerful tools to verify programs, they
also have limitations that could be overcome with a more generalized
version of magic wand, as we illustrate with the following use case.

Using magic wand to verify Rust programs. For Rust pro-
grams, magic wands can accurately describe the behavior of a function

We present formal definitions in
Chapter 2.
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that returns a mutable reference [3]. Consider the following Rust pro-
gram that contains the definition of a struct Point and a function foo
that takes a mutable reference of a Point, changes the y-coordinate to
5, and returns a mutable reference to the xz-coordinate.

1 struct Point {

2 x: 132,
3 y: 132,
4 ¥

6 // ensures i32(result) * (132(result) —x Point(p) A p.y = 5)
7 fn foo<'a>(p: &'a mut Point) -> &'a mut i32 {

8 P.y = 5;
9 &mut p.x
10 }

Then, consider the following Rust code that calls foo.

1 fn main() {

2 let mut p = Point { x: 1, y: 2 };

3 let x = foo(&mut p); // p is borrowed into x.

4 *x = 10;

5 // At this point, we are done using the borrow x,

6 // and p can be used freely from now.

7 assert!(p.y == 5); // Will this assertion succeed?
s

By the reference semantics of Rust, p will only be accessible after the
last use of the reference x. So after we get the borrowed reference
x, we can change the value of the z-coordinate of p but not of the
y-coordinate, and the value of p.y will remain 5 until further assign-
ments. In other words, we can exchange the validity of reference x for
the permission of the Point object stored in p and the fact that p.y is
equal to 5. This is exactly what a magic wand can express, as shown
in the post-condition of the function foo. The wand is later applied
(giving up the reference x and getting back the ownership of the Point
object p) immediately after the borrow x expires. Prusti [3], a veri-
fier for Rust, uses this encoding for functions that return a reference.
It encodes the magic wand as a post-condition for the function and
applies the wand when the returned reference expires.

However, for Rust programs that involve more complex borrowing
situations, an ordinary magic wand is not expressive enough to prove
fine-grained properties. Consider the following example.

1 fn foo<'a, 'b, 'c, 'x:'at+'b, 'y:'b+'c>

2 (x: &'x mut Point, y: &'y mut Point)

3 -> (&'a mut i32, &'b mut i32, &'c mut i32)
a o

5 // result.0 borrows from x.

6 // result.2 borrows from y.



7 // result.l can borrow from both x and y.

8

10

11

12

13

14

15

16

17

18

}

The following code calls this function.

fn main() {
let mut x = Point { x: 1, y: 2 };
let mut y = Point { x: 3, y: 4 };
let (a, b, ¢) = foo(&mut x, &mut y);
*a = 1;
*b = 2;

// At this point, we are done using a and b.

// x can be accessed from now on.

// -- What if we want properties of x guaranteed
// by foo at this point? --

X.x = 3;

X.y = 4;

*c = 5;

// At this point, we are done using both b and c.
// y can be accessed from now on.
y.x = 6;
vy =7;
}

While the lifetime system in Rust is expressive enough to accept the
above program, magic wands are not powerful enough to express prop-
erties like “as soon as the borrows a and b expire, some property X
holds, and, as soon as the borrows b and c expire, some property Y
holds”. The fact that b appears in both statements prevents us from
expressing the property with two magic wands, since separation logic
resources are not duplicatable. The best we can do with a magic wand
is something like “after the borrows a, b, and c all expire, both prop-
erties X and Y hold”, which can only be applied after the statement
xc = 5. This conservativeness makes assertions that should hold fail.
This verification issue arises in Prusti as it uses the latter encoding.
In this project, we want to explore a separation logic construct that is
expressive enough to specify the former property.

Intuitively, the example above can be specified with a “wand” with
richer structure.

'a: i32(result.0)
Point(x) :'x

'b:  i32(result.1)
Point(y) :'y

c: i32(result.2)

We call this type of assertions hyperwands. Instead of having only one
left-hand side and one right-hand side as in ordinary magic wands, a
hyperwand is represented as a bipartite graph, with possibly multiple
left-hand sides and right-hand sides and arbitrary connection between
the two parts. On both sides are separation logic predicates. One
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should be able to apply the hyperwand partially by only providing
a subset of left-hand-side states. Specifically in this example, the
hyperwand is specified as the postcondition of the function foo, and
passed to the caller main. The main function will partially apply this
wand as soon as one left-hand side expires, and when a right-hand
side is “freed”, it can reclaim the resources and start using them. This
precisely captures the semantics of the lifetime annotations in Rust.
The capabilities of hyperwands look promising. Many aspects of
the hyperwand were unknown to us at the beginning of this project,
such as a definition of the hyperwand in terms of heaps. Furthermore,
implementing the hyperwand in an automated program verifier will
undergo some design choices, such as how the graph above should be
represented in a textual language. In this practical work project, we
explored some of these aspects and this report documents the progress
that has been made.

Contributions. In this project, we made the following contribu-

tions.

e We motivate a new separation logic connective, the hyperwand, and
give desired properties that hyperwands should have.

e We define hyperwands in several different ways with varied flexibil-
ity.

e We discuss the advantages and drawbacks of various definitions
of hyperwands. Especially, we show that one of the definition is
suitable for the verification of Rust programs.

Outline of the report. In Chapter 2, we give basic separation logic
notions and hyperwand notations. In Chapter 3, we introduce the
desired properties of hyperwands which serve as a guideline for finding
the right definition. In Chapter 4, we give the first few definitions
which are suitable for the verification of Rust programs. In Chapter 5,
we try to give a more generalized definition of hyperwands. Chapter 6
concludes the report.



2 PRELIMINARIES

This section introduces existing concepts in previous works such as
separation algebra and abstract separation logic, which will be useful
in later chapters to give formal general definitions of hyperwands. This
section also defines notations that will be used later. The definitions
on separation algebra and abstract separation logic are mainly taken
from Calcagno et al. [4].

2.1 Separation Algebra

Definition 2.1 (separation algebra). A separation algebra is a partial
commutative monoid (PCM)! (2, e, u).

The definition of a separation algebra is given in an abstract sense.
We explain the concept with a concrete model—the heap model. In
the definition, ¥ is the set of all possible states?. Two disjoint states
can be added together, with the e operation. u is the unit of the
PCM, i.e. the empty heap.

From the definition of a separation algebra, some related notations
are induced.

Notation 1 (L). a L b <= aeb is defined. We say that a and b are
compatible if a L b.

Notation 2 (X). a < b <= J¢, aec = b. Wesay that a is a
substate of b if a < b.

Notation 3 (=). a = b <= b =< a. We say that a is a superstate of b
if a = b.

Notation 4 (©). If a < b, the difference between b and a, b © a, is
defined by the state3 z that satisfies a ® 2 = b.

Notation 5 (D).

n

@ai:aloagon-oan.

i=1
If any of the addition in the summation sequence is undefined, the
final result is undefined.

! See Calcagno et al. [4] for the formal
definition of a PCM. We explain the
intuition of a PCM below.

2 The word “state” here refers to

any concrete model for memory. e.g.
RAM model, fractional permission
model, etc. From now on, when ever
we use the word “state”, we refer to
some element in the abstract PCM
(X). We refrain from using terms such
as “heap state” and “heap” to avoid
being concrete about the underlying
model.

3 Such a state is unique because of
cancellativity.
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Notation 6 (split). Let @; be a finite list of n states. If

n

Bo-n

i=1
then we say that a; splits the state a.
Predicates are subsets of the set of all possible states X.

Definition 2.2 (predicate). A predicate P is an element from the
powerset P(X), i.e., P € P(X).

Notation 7. We use italic uppercase Latin letters (A, B, C, P, @,
X,Y, Z,...) to represent predicates appearing in magic wands and
hyperwands, and use lowercase Latin letters a, b, ¢, ... to denote
states. A lowercase letter is used to represent a state that satisfies the
predicate written with the uppercase counterpart. For example, a is a
state that satisfies A, etc.

Notation 8. A predicate is a set of states. So we can use o € P to
denote the state o is in the set P. For clarity, we also use the “E”
symbol to denote the same concept, i.e.

oEP < oceP

2.2 Abstract Separation Logic

In our development of hyperwands, we do not use any specific memory
model, rather we use an abstract model to describe resources. Magic
(hyper-) wands talk about resources, so it is a natural choice to use
separation algebra to describe resources. In this report, the left-hand
sides and right-hand sides of a hyperwand are predicates over some
state model (32, o, u).

Before starting exploring hyperwands, we first introduce the basic
standard separation logic connectives—separating conjunction and
separating implication (i.e., magic wands).

Definition 2.3 (separating conjunction).
cEA*xB < Jab, aeb=0,aF A b[E B.
Remark 2.1. An alternative way of describing Definition 2.3 is
AxB={aeb|ac A bec B}.

We refrain from using it since it could be cumbersome and hard to
read.



Definition 2.4.
1<i<n
Definition 2.5 (separating implication).
cEA%*X < Va,aloNaEFA = aeoc | X.

Definition 2.6 (footprint). If o = A - X, o is called a footprint of
the wand A = X. The same terminology applies for hyperwands.

Notation 9. The precedence of * is higher than that of —. i.e.

A+ X Y — A= (X=xY).

2.8 Notations for Hyperwands

Hyperwands are bipartite graphs. Left-hand sides and right-hand sides
are the two parts of the bipartite graphs. Each right-hand side is
written with a star next to it. Below is an example of a hyperwand.

A X
B Y
C Z

Notation 10. In this report, left-hand sides are represented by upper-
case italic Latin letters: A, B, C, .-, and right-hand sides are repre-
sented by X, Y, Z,---.

W, V,--- are used for shorthand for hyperwands.

Notation 11. If not mentioned otherwise, hyperwands in this report
have n left-hand sides and m right-hand sides. The index variable ¢

ranges over 1 < ¢ < n, and j ranges over 1 < j < m.

Notation 12. If A is a left-hand side, conn(A) represents the set
of right-hand sides that is connected to A with an edge. If X is a
right-hand side, conn(X) represents the set of left-hand sides that is

connected to X with an edge.

Hyperwands are meant to be applied one left-hand side at a time.
When a hyperwand is applied with a left-hand side, that left-hand side
and all edges connected to it are removed; dangling right-hand sides

are not removed or separated?.

Notation 13 (applying hyperwand). We write W(A) for the hyper-
wand W with one left-hand side A applied. For example,

PRELIMINARIES 9

In this report, the operator %k must
range over a finite set of predicates.

Sometimes, a right-hand side may be
dangling, 1. e., it is not connected to
any left-hand side. If the right-hand
side is still written with a star, it is
still consider part of the hyperwand
and not a separate part, as shown
below.

A * X

B ——Y
When necessary, we also use a dashed
frame box to indicate the boundary of
the hyperwand, as shown below.

41t is possible that dangling right-
hand sides can be separated with
separating conjunction under some
definitions. However, it is considered
as a property of dangling right-hand
sides in that specific definition rather
than part of the application.
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Notation 14. Sometimes, two or more left-hand sides are identical.
In that case, the left-hand side predicate A in W(A) still refers to one
single left-hand side, rather than all left-hand sides which are identical
to A. One can assume every left-hand side and every right-hand side is
implicitly labeled. Here, the notation is slightly informal, but it does
not negatively affect understanding of the theorems and proofs in this
report.

Notation 15.

* X,
L e e e e e e - - - -~ J
Notation 16.
r-----=-=-=-= A
| X4 |
| |
7777777 | _X |
A= {X;} e 1A *
7777777 | |
| |
| X,
] -

Notation 17. The notation {4} - {X,} represents a hyperwand
with left-hand side set {A4;} and right-hand side set {X,}, and arbi-

trary connections.

Notation 18 (dangling right-hand side).

represents a single hyperwand, which is formed by adding a dangling
right-hand side to the hyperwand W.

Notation 19 (separate hyperwands).

represents a single hyperwand, which is formed by taking the disjoint
union of the left-hand-side set and the right-hand-side set of V and W,
respectively, without adding any edges between them.



3 DESIRABLE PROPERTIES

As motivated in Chapter 1, a hyperwand should satisfy some prop-
erties to make them useful in practice. In this section, we state more
formally what these properties are. Not all properties are equally im-
portant. One could still package and apply useful hyperwands with
only a subset of these properties. Below, we state every property that
is useful in some way, including why they could be useful and why
they could be potentially irrelevant.

3.1 Inductive Pattern
Definition 3.1. A definition is said to satisfy the inductive pattern, if
AxW = W(A),

where A is a left-hand side of W.

All definitions should satisfy the inductive pattern since it is the
“skeleton” of all useful properties, in the sense that other properties

are stated on a partially applied hyperwand. For example, we expect
It is particularly important to note

that the shape
* X ! * X

| |
| |
A
A yio= Y Y
'B ! ;B< | B<
| Z\ | Z\ Z

represents a hyperwand by itself.
The fact that X is not connected to
any left-hand side does not make it
separate in any sense.

the following separation logic formula to hold.

3.2 Degenerate Cases

We want hyperwands to generalize magic wands. When a hyper-
wand is in certain shapes, it should be equivalent to a magic wand,
or merely separating conjunction. However, it is not clear which cases
should be equivalent to what magic wands and there might not be a
single best solution.

First, if a hyperwand has no left-hand sides, it should be equivalent
to a separation conjunction of all right-hand sides.



12 HYPERWANDS

Definition 3.2. A hyperwand definition satisfies the 0-n equivalence,
if the following holds.

If a hyperwand has exactly one left-hand side and one right-hand
side, it should be equivalent to a normal magic wand.

Definition 3.3. A hyperwand definition satisfies the 11 equivalence,
if the following holds.

F--==--
|
L

These two degenerate cases are clear. In other words, every hy-
perwand definition should satisfy these two properties. However, the
situation is less clear for the following two cases.

Definition 3.4. A hyperwand definition satisfies the 1-n equivalence,
if the following holds.
| il
A (X} e AKX
1
Note that this equivalence might not be strictly necessary, because
it can be expressed with a normal magic wand (the right-hand side is

the separation conjunction of all X;). However, we will also describe in
the next two chapters how it affects the expressiveness of hyperwands.

3.8 Full Release

A hyperwand that only satisfies inductive pattern is useless because
one gets nothing but another (useless) hyperwand by applying the
hyperwand with a left-hand side. A basic property every useful hyper-
wand must have is full release.

Definition 3.5. A hyperwand definition is said to satisfy full release,
iff

S
| = X xW. Note that full release implies 0-—n
rW ! equivalence.

This property is inspired by Rust and is one of the most impor-
tant motivations of hyperwands. The reason we need hyperwands is
that we want to get back some right-hand sides after only partially
applying the hyperwand. If a right-hand side is “fully released” from
all left-hand sides, that right-hand side predicate is expected to be
“freed”. Full release is necessary for hyperwands to be useful in practi-
cal scenarios.



3.4 Wand Separation

Another important property to have is wand separation, which is
defined below.

Definition 3.6. A hyperwand definition is said to satisfy wand sepa-
ration, iff

F-- -
i ;}V i =V W.
A

Intuitively, wand separation means if a hyperwand consists of two
disconnected parts, they can be split with a separating conjunction.
It could be useful, for example, by splitting a disconnected hyper-
wand and giving the resources represented by two separate wands to
two different threads (although a concrete use case that requires this
property is yet to be found).

While the property is good to have, it is not useful for the Rust
reborrow scenario, because a reborrow never expires inside another
function, albeit we pass the borrow to that function. Consider the
abstract Rust code below.

let (x, y) = (some data)
let (a, b, ¢) = f(&mut x, &mut y)

a
X
b (the post-condition of the function)
kY
[}

[b expires]
a ——kX
(the new hyperwand after b has been applied)
c—=xY
let p = borrow(a)
[a expires here]
(note that it is not possible that a expires inside the function
borrow)
let q = borrow(c)
[c expires here]
(similarly, it is not possible that c expires inside the function
borrow)

In this code snippet, the function £ borrows x and y as mutable ref-
erences, and returns three references a, b, and ¢, which creates a re-
borrow relationship represented by the hyperwand after line 2. These
three references must expire in the same scope the code snippet is in.
It is neither possible to pass it to another function and make it expire
there, nor to leak it to outside the current scopel.

A possible use case of wand separation is that after a hyperwand is
partially applied, we want to pass two separate remaining parts to two

DESIRABLE PROPERTIES 13

Followed directly by the definitions,
wand separation is stronger than full
release. In other words, any definition
that satisfies wand separation satisfies
full release.

L As we can see in the following non-
compiling Rust code snippet, it is
not possible to leak a reference to the
outside of the scope that owns the
value.
let r: &mut i32
{
let x =1
r = &mut x
¥

*r = 2



14 HYPERWANDS

concurrent threads and they need to apply the wands individually. For
example, if we hold the wand

We might want to separate A -+ X and C' - Y and pass them to two
concurrent threads, which can then use resources from A and C' and
then apply them to get X and Y, respectively.



4  HYPERWANDS FOR RuUST

Rust verification is the main motivation for this project. The veri-
fication of a type of function in Rust, called reborrow function, has
particular interest in the use of wands.

We have already shown how normal magic wands can be used to
verify simple reborrow functions in Rust and also why hyperwands
are desirable to verify more complex reborrow functions in Chapter
1. In this chapter, we describe the restrictive subset of Rust that we
consider, propose a working definition for this subset and then extend
the definition to (hopefully) cover the complete Rust language.

4.1 A Restrictive Subset of Rust

In this section, we consider the subset of Rust where structs do not
have references as fields and build a hyperwand definition for it. This
is the same restriction as in Prusti [3]. By imposing this restriction,
we do not allow a struct to borrow from two values simultaneously!.
Therefore, every left-hand side of the hyperwand packaged by the
reborrow function connects to exactly one right-hand side on every
individual execution, which makes hyperwands very restrictive (but
enough for the restrictive Rust subset). This property is better under-
stood with the following example.
struct Point {
x: 132,
y: 132

fn foo<'a, 'b, 'c, 'x:'a+'b, 'y:'b+'c>
(pl: &'x mut Point, p2: &'y mut Point)
-> (&'a mut i32, &'b mut i32, &'c mut i32)

{
(&mut pl.x,
if rng.gen::<bool>() { &mut pl.y } else { &mut p2.y },
&mut p2.x)

}

The function foo takes two mutable references of Point as argu-

LTt is still possible to borrow from dif-
ferent values on different executions,
as we will show later.
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ments, and returns three mutable references of 132. The first and
third returned references are just pl.x and p2.y, respectively. The
second return value, depending on the value returned by a random
number generator, is either pl.y or p2.x. If we consider all possible
execution traces, the second returned reference may borrow from ei-
ther arguments. However, if we only consider one concrete execution,
it can only borrow from exactly one argument.

In this particular example, we might want to package the hyper-

wand
a
pl
b .
p2
C

However, considering only a single execution, the actual shape of the
hyperwand is either

> pl * S pt
or b»
> P2

In the Rust setting (or in general every setting that satisfies wand
separation), they are equivalent to

@) (axb-pl)*(c=p2) and ® (a—-pl)x(b*c—xp2),

respectively. A workaround to express the post-condition if we do not
have hyperwands is to make foo return an additional Boolean value,
indicating if the post-condition is (a) or (b). By this way, we support
the function foo with existing Viper facilities. However, this method
violates information hiding enforced by the Rust lifetime annotation.
To abstract this information away, we want to use a hyperwand to
overapproximate all possible shapes derived from the function body.
We thus propose the following definition of the hyperwand for Rust.

Definition 4.1 (fized-fized hyperwand). o = {A;} = {X;} iff 355

splits o, 3 g; € conn(4;), such that
Va;, Vj, Vi, i € conn(X;) = a; F4;) =
gje @ai is defined = o o @ai = X;.
9i=J gi=j

While seemingly complex, this definition builds on a simple and
intuitive idea. This definition says that, to package a hyperwand under
the fized-fixed definition, one needs to assign to each left-hand side
a right-hand side (the g; array in the definition), to which the state
supplied for the left-hand side is given. Even if a left-hand side might
be connected to multiple right-hand sides, the left-hand-side states do

not split for a given valid footprint (a; is never split in this definition,
which is not the case in the next chapter).

For sake of simplicity, we use the
name of the variable (e.g. a, b, p1)
to denote the predicate of the corre-
sponding resource.

Note that we require o; only to be
compatible with the left-hand-side
states assigned to X;. This is im-
portant to make full release and
separation hold for this definition.
We also explored another weaker def-
inition. Specifically, we require the
left-hand-side states a; to be com-
patible with the whole footprint o.
This restriction makes the definition
not satisfy full release and wand sep-
aration. We provide a more detailed
discussion in Chapter 5, where we also
formalize this weaker version, but for
a definition called lhs-self. The thing
to notice is that there also exists a
weaker fized-fized definition (or all
definition based on split of the states
in general) which we left out here.



We now see how this definition works in action using the Rust

example above. Suppose the first branch is taken. Then the footprint

of the hyperwand o is the borrow of p2.x. There exists a split of o:
35;: 01 =90, oy = {p2.x}.
Also, we can assign a right-hand side to each left-hand side.
Jg; €com(4;): gi=1, g2=1, g3 =2.

Then, we need to show that given any compatible @;, for each right-
hand side X}, if all connected left-hand sides are satisfied by corre-

sponding a;, then the sum of all assigned a; plus the split of the foot-

print o; satisfies X;. The assignment relation and the footprint split

are demonstrated in Figure 4.1. In this example, the property above is

trivial to show.

In fact, if we do not allow references to appear in struct declara-
tions, this definition is sufficient to capture all Rust reborrow func-
tions. Indeed, a Rust type can be seen as a tree, and a reborrow is

merely a subtree of the lender type. The packaged magic wand is very

similar to the magic wands used to express ownership of partial data
structures.

the lender reference (right-hand side)

footprint the reborrowed reference (left-hand side)

For a Rust function that takes references as arguments and returns

(reborrowed) references, the arguments are represented by the entire
tree in Figure 4.2 and the returned reference is colored in gray. Each
returned reference may potentially borrow from different “trees” but
for any execution trace it can only borrow from one “tree” (the sit-
uation illustrated in Figure 4.3 cannot occur). The right-hand sides
of the hyperwand specified by a reborrow function are the “trees”,
and the left-hand sides are the gray subtrees. The footprint of the
hyperwand is just the part which is not covered in gray. It satisfies
Definition 4.1 because the split of the footprint is fixed, and we can
assign each gray area to the “tree” where it is borrowed from.

4.1.1  Translating reborrow functions into Viper

The support of hyperwands has not been implemented in Viper
yet. However, to support only the Rust use case, we can make a

HYPERWANDS FOR RUST 17

1.x
zl'y>kpl (02 = 2)
b2y __#p2 (02 = {p2.x})

Figure 4.1: The assignment relation
when the first branch is taken.

Figure 4.2: Demonstration of a rebor-
row relation in Rust.
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ZXW endK

lightweight extension to Viper using existing magic wand facilities.

We notice that in the Rust use case, the shape of the reborrow re-
lation is fixed under the same code path. Therefore, we can specify
which (normal) magic wands to package on every possible code path,
each of which must be a subshape? of the final hyperwand. In this hy-
pothetical extension of Viper, we could do something like the following
for the function foo3.

fn foo<'a, 'b, 'c, 'x:'at'b, 'y:'b+'c>
(pl: &'x mut Point, p2: &'y mut Point)
-> (&'a mut i32, &'b mut i32, &'c mut i32)

a
post-condition: b
3 p2J
c
{
if rng.gen::<bool>() {
(&mut pl.x, &mut pl.y, &mut p2.y)
a
>:< pl
package the hyperwand b
k p2
c /
}
else {
(&mut pl.x, &mut p2.x, &mut p2.y)
a
\:< pl
package the hyperwand b
o
c
}
(Every path packages a subshape of the hyperwand. The original
hyperwand is packaged.)
}

In this Rust function (or the Viper equivalence), the user first speci-
fies the hyperwand they want to package as a post-condition. Then, on
every path, a subshape of the specified hyperwand must be packaged.
Since on each branch, the packaged hyperwand is just a conjunction
of multiple normal magic wands, we could reuse Viper facilities for
magic wands and package normal magic wands instead. At the end

Figure 4.3: The situation that is
not possible in the subset of Rust

in question. One cannot create a
reference out of two borrowed values
simultaneously.

2 A subshape of a hyperwand is

just the hyperwand where we have
removed some edges.

3 We modify the code to an equivalent
version so that every possible code
path is clear.
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of the function, the “package” of the hyperwand can be seen as an
“overapproximation” of all magic wands packaged on each path, and
no additional work needs to be done to claim the post-condition. The
overapproximation is correct because we can always add edges to a
hyperwand and the footprint still remains valid under fized-fized defi-
nition.

This package method shows the essence of the use of hyperwand
in Rust—we deliberately forget some information to abstract the
information away. As a result, we cannot express the property

pl.y ==b || p2.x ==

after all three left-hand sides are applied. This is a fundamental limit
of our hyperwand model. Indeed, every right-hand side in our hyper-
wand is a predicate, whose validity must be verified only by a single
state. Appendix A.2 gives another example explaining why this kind
of specification might be desirable.

4.1.2  Properties of fized-fixed Definition

The fixed-fixed definition, being restrictive, enjoys several useful and
important properties.

Theorem 4.1. Fized-fived hyperwands satisfy the inductive pattern.
Theorem 4.2. Fized-fived hyperwands satisfy full release.
Theorem 4.3. Fized-fived hyperwands satisfy wand separation.

These results have not been formally mechanized yet. However, we
are fairly confident about these claims and we have a proof on paper
for a more permissive definition (Section 4.2).

4.1.8  Automation

Our final discussion on this definition is about the difficulty of au-
tomation. The ultimate goal of automation includes automatically
inferring a proper footprint for the hyperwand. For now, we only con-
sider checking if a given footprint satisfies the hyperwand. It turns
out that checking this definition is straightforward. If the split of the
footprint and the assignments of left-hand sides (g;) are all given, it
is trivial to check the satisfiability of each right-hand side. The fact
that it is easy to automate makes the fixed-fixed definition potentially
useful.

Besides, in the Rust scenario, we are even able to implicitly infer
the footprint automatically, using the method introduced in Section
4.1.1 to package normal magic wands instead.
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4.2 Complete Rust

In the previous section we provided a hyperwand solution for reborrow
functions in a restrictive subset of Rust. Specifically, we do not allow
references to appear in struct definitions. This restriction makes sure
every returned reference borrows from exactly one argument in any
reborrow function. However, this property does not hold for all Rust
programs. In this section, we try to lift this restriction and support a
more complete subset of the Rust language.

In Definition 4.1, we state that each left-hand side must be assigned
to a right-hand side, and the state provided to the left-hand side is
“allocated” entirely to the assigned right-hand side. In this definition,
the state given to satisfy one left-hand side will not be truly split even
if the left-hand side is connected to more than one right-hand side.
Instead, it represents possible choices the left-hand side is assigned
to. This definition does not faithfully reflect the semantics of Rust
if we allow references in struct. In the simplest form, a struct can
store two mutable references to 132, and we define a function where
two mutable references are taken as arguments and one owned struct
is returned, storing both references, as shown in the following code

snippet.
struct Data<'a>
{
x: &'a mut i32,
y: &'a mut i32,
}

fn pack_mut<'a> (x: &mut i32, y: &mut i32) -> Data<'a>
{

Data { x: x, y: v }
}

The function pack_mut specifies a hyperwand shape shown in Fig-
ure 4.4. The only left-hand side, represents the struct that is going
to expire when the lifetime 'a ends. The left-hand side contains the
resources (ownership) of both arguments, and each right-hand side
represent one input argument. Definition 4.1 is not sufficient for this
use case anymore, since the state provided to the left-hand- side needs
to be split and allocated to each right-hand side.

To capture this scenario, we introduce another more flexible defini-
tion of hyperwand.

Definition 4.2 (fized-self hyperwand). o = {A;} = {X;} iff. 375
splits o, 3 split functions f;, such that

L P fitas) =q
J

x
'a<
y

Figure 4.4: The hyperwand shape of
the Rust function pack mut.



2. V]7 .7¢ COIIII(AZ‘) = fZ(a7]) = U;
3. Va;, Vj, (Vi, i € conn(X;) = a; = 4i) =
oje @ fi(a;, j) is defined = o @ @ filas, j) = X;.

Intuitively, the difference between Definition 4.1 and Definition 4.2
is simply that the latter allows splitting of left-hand states. To sat-
isfy the definition, one needs to come up with a split function for each
left-hand side, and when the left-hand side is applied, the function
is used to determine which part of the state supplied is distributed
to connected right-hand sides. For the i-th left-hand side A;, f; is its
split function. When the i-th left-hand side is applied with a state a;,
the state is supplied to f; for each right-hand side, and we obtain a se-
ries of states: f;(a;, 1), fi(a:,2), ..., fi(a;,m). Property 2 states that
among all these states, if some right-hand side X; is not connected to
the left-hand side A;, then the split must be empty state (the unit u).

We believe that Definition 4.2 is sufficient to capture all Rust re-
borrow functions in theory. However, in practice, it is not clear how
we should encode the Rust references as predicates (the left-hand sides
and right-hand sides), especially if we allow references fields in struct
definitions. See Appendix A for a discussion about the current limita-
tion of Prusti on this issue.

4.2.1 Properties

Definition 4.2, despite being more flexible than Definition 4.1, still
enjoys the same properties.

Theorem 4.4. Fized-self hyperwands satisfy the inductive pattern.
Theorem 4.5. Fized-self hyperwands satisfy full release.

If a right-hand side is dangling, then no left-hand sides can con-
tribute to it, and its share of the split of the footprint satisfies it. The
remaining part of the hyperwand, is satisfied by the original footprint
o, minus the part of the footprint that the dangling right-hand side
takes.

Theorem 4.6. Fized-self hyperwands satisfy wand separation.

Proof. Suppose we have the following hyperwand (denoted as W)
under the fixed-self definition.

A} e {XG)
0 IEL{?Q::'T,{?},J

Then we have the split of the footprint o, and the split functions for
left-hand sides fi. The split of the footprint naturally sorts into two
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Recall that u is the unit of the PCM.

When proving full release for some
definition, it is very important that
one not only verifies that the dan-
gling right-hand side is satisfied by
some state, but also verifies that the
remaining part satisfy the rest of the
hyperwand. Forgetting to verify this
is one of the most common reasons in
this project that a wrong conclusion is
drawn.
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groups. The first group contains the split of the footprint for X;, and
the second group contains the split of the footprint for Y;. We claim
that the sum of the first group is a valid footprint of the hyperwand
{A;} - {X,}, and the sum of the second group is a valid footprint
of the hyperwand {B;} -+ {Y;}. Due to symmetry, we only prove the
first claim.

Having the footprint for the hyperwand {A;} ---= {X,}, now we
need to give split functions for the left-hand sides. The split functions
are identical to those of the hyperwand V. Now we prove the validity
of the footprint and the split functions.

First, it is clear that point 1 and 2 in Definition 4.2 hold. Now we
prove point 3. Fix a list of states @; provided to A;. Point 3 is an
implication with two antecedents

Vi, i € conn(X;) = a; = 4;, and
o;e @ fila;, ) is defined

If they hold for the new footprint and the split functions we con-
structed for the hyperwand {A;} -—-= {X;}, they also hold for the
original footprint o and the split functions for W, since the split func-
tions are exactly the same. Hence, we can derive the consequence
using the definition on W, getting

oje @ fi(au]) ':ﬁxcd—sclf {Al} ””” * {X]}

Theorem 4.6 also implies that fixed-self hyperwands satisfy full

release.

4.2.2  Automation

Checking whether a given state is a valid footprint of a hyperwand
under Definition 4.2 in the most general setting is not trivial. It is
not clear how to express a split function in an automated verifier.
However, in some use cases of Rust, if we are able to precisely describe
the resources on the left-hand sides, it is not necessarily difficult to
make the split. For example, in the hyperwand in Figure 4.4, the
resources described by the left-hand side are precisely the integers
x and y, which correspond to the two right-hand sides. In this case,
there is only one state that satisfies the left-hand side, and the split is
fixed. Expressing this split is a much easier task to do.
Another idea? is to express the split with predicates. For each left- 4 Felix Wolf proposed this idea in the
hand side, we add a list of predicates that add up to that left-hand final presentation of this project.
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side predicate, and each of the predicates describes a split from this
left-hand side to a right-hand side it is connected to. Consider the
following hyperwand.

acc(x.b,%) && x.b==>acc(x.f)
acc(x.b) && acc(x.f) <:::

acc(x.b,%) && 'x.b==>acc(x.f)

under the empty footprint. We can express the split using the two
right-hand sides. So, the check becomes verifying if the separation
conjunction of the two right-hand sides is equivalent to the left-hand
side. This example is a special case where the footprint is empty and
the wand is of 1-n shape. How to express the split using this approach
in more complex hyperwands still needs to be explored.
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In the previous chapter, we presented a hyperwand definition that
potentially covers all reborrow scenarios in Rust in theory. However,
as we will see below, the definition surprisingly does not satisfy some
properties that one might expect to satisfy. On the other hand, it
also remains unclear if these properties should hold. Also, there exist
plenty of hyperwand examples that satisfy the inductive pattern and
wand separation, but are not covered by previous definitions. These
wands are also potentially useful. In this chapter, we will have a look
at several more definitions of hyperwand.

5.1 Splitting the Footprint Depending on Left-Hand States

Definition 4.1 and 4.2 are very restrictive. In Definition 4.1, each left-
hand side needs to be assigned to a single right-hand side, and does
not allow true split of states. In both Definition 4.1 and 4.2, the split
of the footprint is fixed before applying any left-hand-side states. This
feature makes these two definitions violate I-n equivalence, which we

demonstrate with the following example.

acc(x.b,%) && x.b ==> acc(x.f) && !x.b ==> acc(x.g)
acc(x.b) < L
acc(x.b,5) && !'x.b ==> acc(x.f) && x.b ==> acc(x.g)
To satisfy the 1-n equivalence property, this hyperwand should be For simplicity, we denote the left-hand

side as A, and the two right-hand
sides as X and Y, respectively.

equivalent to A -« X x Y.

From the definition of separating conjunction, we can easily see
that the wand A - X x Y is satisfied by the footprint acc(x.f) &&
acc(x.g). However, the split of the footprint depends on the state
supplied for the left-hand side. Indeed, if the value of x.b is true, X
will get the permission to x.f and Y will get the permission to x.g.
On the other hand, if the value of x.b is false, then X will get the
permission to x.g and Y will get the permission to x.f instead. As
a result, we are unable to split the footprint before we know the left-
hand state. Therefore, the hyperwand A —« {X, Y} does not hold for
this footprint under Definition 4.1 and 4.2.

Should the normal magic wand A = X xY and the hyperwand A —x



{X,Y} be equivalent? In other words, should 1-n equivalence hold for
the hyperwand definition? That is a design choice we have to make.
On the one hand, one could argue that letting them be equivalent
demonstrates a nice generalization of normal magic wand. On the
other hand, why would we need another construct to express the same
thing when A = X * Y can already be expressed with a normal magic
wand?

Nevertheless, allowing the split of the footprint to depend on left-
hand-side states makes the definition strictly more expressive since
the split can just ignore the left-hand-side information and make a
fixed split as in previous definitions. In this section, we are going to
explore a potential definition for hyperwands that satisfies the 1-n
equivalence, and discuss problems with this new definition?!.

Definition 5.1 (lhs(weak)-self (restrictive compatibility) hyper-
wand). o = {Ai} = {X;}iff. 3 footprint split functions 77,
I split functions f;, such that

1. V@; compatible with o, GB oj(@) 2o A
J
(Vi, ai = A) = (Poj@) =0 |;
J

2. i ¢ conn(X;) = o;(-) is constant with respect to a;;

: @fxa,j) = q

w

4. Vj, j ¢ conn(4;) = fi(a,j) =u;

5. Va; compatible with o, V7,

(VZ, iECODD(Xj) - a; 'ZAZ) — Uj(aii). @fi(ai,j) 'ZX]

Intuitively, the definition above says that a footprint o satisfies a
hyperwand, if and only if there exist footprint split functions for o,
such that () o; depends on only the left-hand sides that X is con-
nected to (point 2), (%) the split is always valid provided that the given
@; is compatible with o (point 1), and (*%) the split satisfies similar
properties as in Definition 4.2 (point 3, 4, and 5).

Point 5 is slightly different than in previous definitions. In this
definition, we require the left-hand-side states @; to be compatible
with o, which is a stronger requirement. Definitions that have this
pattern have restrictive compatibility in their names.
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L 'We mentioned in Section 4.1 that for
every definition we give, there exists a
weaker definition that does not satisfy
the good properties. We are going to
see how the definition is formulated
and why it is the case
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5.1.1 Properties

1—n equivalence
We write lhs(weak)-selff as the

Theorem 5.1. shorthand for the name “lhs(weak)-
self (restrictive compatibility)”.
o ':lhs(weak)fselfp‘ A —x {X]} = o A * X;. Similar shorthands also apply later.

J

Proof. Fix a, such that a L o and a = A. By properties 1 and 3, there
exist split functions o, and f, such that

@ oj(a) =0 and @ f(a,j) = a. (5.1)

J

Let z; = oj(a) e f(a,j). From (5.1), it follows that (D, z; = o e a.
Finally, from property 5,

z; =o0j(a)e f(a,j) F X;.

Hence,

ceal= >|<Xj

The converse of Theorem 5.1

oz |: A — * Xj —— O ‘:lhs(weak)—selfR A —x {Xj}
J
holds under some conditions.
We now try to prove the above proposition. From the left-hand side
of the implication, we know that for any compatible state a such that

alE A,
U.a':*Xj.

From the definition of separating conjunction, we know that we can
split the state (o @ a) into T;, with z; = X;. However, it is important
to note that (o e a) is a single state in the PCM (3, o, u), thus there
is no way to convert a split of the entire state into two splits of two
substates. In other words, we do not know if there exists a split of o
and a split of a such that the addition of these two split is the split T;.
However, we observe that such splits usually exist. Or more gener-
ally, the many useful PCMs satisfy cross-split.

Definition 5.2 (cross-split). aeb=zANced =2z = Jac,ad,be,bd, The definition takes from the paper

by Dockins et al. [5]. The authors

acead =aANbcebd =bANacebc=cAadebd=d. mention that, “There are reasonable
separation logics that have mod-
Under the assumption that the underlying PCM satisfies cross-split, els where disjointness, cross-split,

and/or infinite splittability are false.”
but do not provide examples. How-
ever, based on our observation, such
separation algebras are not needed in
our use cases.

the converse of Theorem 5.1 holds.



Theorem 5.2. If the PCM (X, e,u) satisfies cross-split,

g ': A >I< Xj =0 ):lhs(weak)fselfR A — {Xj}
J

Wand separation

Definition 5.1 gives us 1-n equivalence. However, it violates the prop-
erty of wand separation.

Example 5.1. Let

Aéacc(x.b,%),
Xéacc(x.b,%) && (x.b==>acc(x.f)) && (!x.b==>acc(x.g)),
Yéacc(x.b,%) && ('x.b==>acc(x.f)) && (x.b==>acc(x.g)).

Then, the following footprint of the hyperwand is valid:

However,
acc(x.f) && acc(x.g) F(AxX)*x(A—~Y).

The issue? arises from the fact that the two left-hand sides of this
hyperwand are highly entangled. When we consider the hyperwand as
a whole, because of the compatibility restriction in the definition, we
have to provide compatible states for left-hand sides. As a result, we
can reason about the hyperwand with all the global information, and
say that the value of x.b must be either true or false. Therefore, we
can construct split functions for the footprint, and split the footprint
depending on the left-hand-side states.

However, when we consider the two separate wands as two unre-
lated entities, problems arise. Most importantly, we lose the informa-
tion that the two left-hand sides are actually completely related, and
we cannot perform the split before knowing the left-hand-side states.
This prevents us from getting two separate wands with their own dedi-
cated footprints.

Full release

Worse, Definition 5.1 does not even satisfy full release, which is an
essential property to have. It arises from the same reason as wand
separation. The only difference is that now the left-hand sides are
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2 When we say “issue”, we do not
mean it is necessarily a negative
problem of this definition, but some
important properties that one needs
to consider when dealing with it.
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entangled with the footprint instead of other left-hand sides. Notice
that in Definition 5.1, the validity of the split

P oj@) <o
J
needs to hold only if the supplied @; is compatible with the footprint
0. We can construct a hyperwand whose left-hand-side states are fixed

by the footprint, but are unconstrained if the footprint gets split and

the constraint does not exist for the remaining wand anymore.

Example 5.2. The example is constructed by “applying” one left-
hand side of the hyperwand in Example 5.1.
Let

A
X
Yéacc(x.b,%) && (!'x.b==>acc(x.f)) && (x.b==>acc(x.g)).

acc(x.b,%),

[I>

acc(x.b,%) && (x.b==>acc(x.f)) && (!x.b==>acc(x.g)),

the following footprint of the hyperwand is valid:

acc(x.f) && acc(x.g) &&

!
|
lhs(weak)—selfR® |
|

acc(x.b,%) && x.b == true

The allocation of acc(x.f) and acc(x.g) to the right-hand side X or
Y is fixed due to the value of x.b being true. However,

acc(x.f) && acc(x.g) &&
EXx(AxY).
acc(x.b,%) && x.b == true

This is because the permission to x.f and x.b is allocated to X, but
nothing about the value of x.b is given to A—~«Y . Therefore, acc(x.g)
is not a valid footprint of the wand A =« Y.

The fact that lhs(weak)-self® hyperwands do not satisfy full release
makes this definition useless, since one cannot get anything useful
from the definition of the hyperwand.

5.2 Improving the Definition

Definition 5.1 does not satisfy wand separation and full release. How-
ever, we can tweak the definition a bit to obtain these good properties.
The key is to make sure that the split functions of the footprint are
always a “strict split” whatever states are provided to them, even if
the states do not satisfy the corresponding left-hand sides. The formal
definition is given below.
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Definition 5.3 (lhs(strict)-self (restrictive compatibility) hyper-
wand). o = {A;} = {X,} iff. 3 footprint split functions 5,
I split functions f;, such that

1. Va, @aj(aﬁ) = o;

J

2. i ¢ conn(X;) = o;(-) is constant with respect to a;;
P filag) = a
J

4. V]7 ]¢ COHH(Ai) = fZ(aa]) = U

w

5. Va; compatible with o, V7,
(Vi, i € com(X;) = a; = A;) = o;(a) e @fi(ai,j) =X

The only thing changed from Definition 5.1 is point 1. For refer-
ence, we put point 1 of Definition 5.1 below.

V@; compatible with o, @ 0j(@;) % o and
J
Vi, ai | 4i) = @Uj(fi) =0
J

The difference is that, Definition 5.1 only requires that the split func-
tions @; to be a real split if provided a; are compatible with each other
and the footprint . However, Definition 5.3 requires the split func-
tions to give a strict split for any provided states. This forces the split
functions to give a “natural split” by providing some unsatisfied states
(e.g., empty states), and thus enables a fixed split if the hyperwand
shape consists of two unconnected parts.

This improvement is a solid step towards the goal of satisfying full
release and wand separation. However, this definition still does not
satisfy these two properties. This is a consequence of point 5 of Def-
inition 5.3. This requirement states that, only if the left-hand-side
states a; are compatible with the footprint o, then the sums of the
corresponding states satisfy the right-hand sides. However, if we sep-
arate a disconnected hyperwand into two parts, the set of compatible
states for the left-hand sides expands, and this definition is not strong
enough to guarantee the satisfiability of the right-hand sides.

To illustrate this issue, we use the following example.

Example 5.3. Consider the following hyperwand
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with the footprint
acc(x.b,%) && x.b == true && acc(x.f).

We do not need the permission to x.g in the footprint because the
bottom right-hand side only needs to be satisfied if the left-hand side
is compatible with the (whole) footprint, which means that we do not
need to consider the case where the value of x.b is false. However, if
we want to prove wand separation (full release) for this hyperwand, we
need to prove that the magic wand

acc(x.b,%) —*acc(x.b,%) && x.b==>acc(x.f) && !'x.b==>acc(x.g)

is satisfied by the footprint acc(x.f) which is clearly untrue.

The core of this problem is that when we separate a (hyper-)wand
out of a hyperwand, we only consider the part of the footprint which is
allocated to the separate part, and more left-hand-side states become
compatible as a result. These states are not covered by the original
definition for the hyperwand.

5.8 Improving the Definition Again

To address the problem mentioned in the previous section, we need to
modify Point 5 as follows.

VGTU v]? (VZ, 'L‘GCOHH(XJ') = a; ':Al) —

oj(a;) e @ fi(a;, j) is defined = o(a;) o @ filai, §) = X, (5.2)

For reference, point 5 of Definition 5.3 is as follows.
Va; compatible with o, V j,
(Vi, i € comn(X;) = a; = A;) = o;(a) e @fi(ai,j) = X;.
The change gives us the following permissive compatibility defini-
tion.

Definition 5.4 (lhs(strict)-self (permissive compatibility) hyper-
wand). o = {Ai} = {X;} iff. 3 footprint split functions 77,
I split functions f;, such that

L v, (P oy(@) = o;
J

2. i ¢ conn(X;) = o;(-) is constant with respect to a;;

3. (P fila,d) = g
J
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4. V]7 .7¢ COIIII(AZ‘) = fZ(a7]) = J;
5. Va;, Yj, (Vi, i € conn(X;) = a; = 4;) =
o;(@) o ) filai,j) is defined = o;(@) o 5 filaij) = X

In Point 5, we only require the relevant part of the provided left-
hand-side states a; to be compatible. Specifically, for each right-
hand side X, only the split of the footprint ¢;(a;) and the part of
the states that is given to X; are considered. If they are compatible,
then the sum of these states must satisfy X.

This definition satisfies both full release and wand separation. It
is one of the most important discoveries of this project, so we state it
formally and prove it below. Since wand separation is stronger than
full release, we only need to prove the former. To prevent too much
formal argument in the proof, we only prove a special case, but the
proof can be generalized to arbitrary hyperwands.

Theorem 5.3. If

g ):lhs(strict)fselfP : B )

then
cE(A=X)x(B-=Y).

Proof. From the premise, we obtain the split functions

ox(a),oy(b), f(a),g(b).

Since Va, b, ox(a) e oy(b) = 0, ox and oy are constant functions. Let
their values be ox and oy, respectively. From Point 3 of Definition
5.4, the sum of the split functions for each left-hand side must add up
to the state itself. In this particular hyperwand, we have f(a) = a and
g(b) = b. Now we prove cx = A - X, and oy = B — Y follows by
symimetry.

Fix a such that a L ox and a = A. From Point 5, because a e ox is
defined, aeox =aeox(a) E X. O

To make the definition useful, inductive pattern must also be sat-
isfied. We prove the inductive pattern on Definition 5.4 on a specific
case, but the proof can be generalized.

Theorem 5.4. If
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then

|
|
|

oxA ):lhs(strict)—selfP : < Y : .
B !
| Z

Proof. Fix some state a such that ¢ L o and a = A. Now we prove
that a e o is a valid footprint of the partially applied hyperwand.
From the definition, we obtain the split functions

UX(a)v O'y(a, b)v GZ(b)a f(a)7 g(b>

where f(a) represent the part of the state given by A to X, and g(b)
represents the part of the state given by Y to Z. The split functions
from A and B to Y are just represented by a © f(a) and b & g(b),
respectively.

We construct the split functions for the partially-applied hyperwand
as follows.

These split functions are derived from those for the original hyper-
wand and are restrictions of those functions. As a result, they sum up
to the corresponding states or the footprint and the sum satisfies the
right-hand sides. O

5.4 LHS-LHS Definition

There still exist some hyperwand definitions that satisfy the desirable
properties but are not covered by previous definitions. These examples
are constructed by moving the footprint to new left-hand sides, and
making the splits of the left-hand-side states depend on these left-hand
sides.

Example 5.4. Consider the following hyperwand.

acc(x.b,%)
acc(x.b) L ]
acc(x.b, ) && acc(x.f if x.b else x.g) We use acc(x.f if x.b else x.g) as

acc(x.f) && acc(x.g) acc(x.b, 1) &k acc(x.g if x.b else x.9) zla‘shor_tiland of x.b ==> acc(x.f) &&
1x.b ==> acc(x.g).
The left-hand side acc(x.b) provides permission to all three right-
hand sides and information to the second and the third right-hand
sides. The second left-hand side provides permission to the second
and the third right-hand sides. Specifically, the split of the second
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left-hand-side state cannot be determined before knowing the value of
x.b. As a result, the split function for the second left-hand side should
depend on both left-hand sides.

To cover this use case, we extend Definition 5.4 to give split func-
tions of left-hand sides the information about other (connected) right-
hand-side states.

Definition 5.5 (lhs(strict)-lhs hyperwand). o = {A;} = {X;} iff.

From now on, we omit the restrictive

3 footprint split functions o, 3 split functions f;, such that compatibility and permissive compat-
ibility description in the definition

1. Va;, @ o (CTz) = o; names. Permissive compatibility is the
default.

J

2. i ¢ conn(X;) = o;(-) is constant with respect to a;;
. @ fi(@i, j) = ai;
J

4. 1 ¢ conn(X;) = fi(a;,j) is constant with respect to a;;

w

5. v.]7 j¢COHH(Ai) = fl(mv.]) = g
6. Va;, Vj, (Vi, i € conn(X;) = a; = 4i) =
o;(@) o (P (@, ) is defined = o(@m) o P fi(@.J) = X;.

Theorem 5.5. Definition 5.5 satisfies the inductive pattern, full

separation, wand separation, and 1-n equivalence.

5.5 All-All Definition and Restrictions on Predicates

We have already shown that the split functions can depend on dif-
ferent set of states, which gives them varied expressivity. The most
extreme choice we can make is to make all split functions depend on
all left-hand sides.

Definition 5.6 (all-all (restrictive compatibility) hyperwand). o =
{A;} = {X;} iff. 3 footprint split functions &5, 3 split functions f;,
such that

1. Va, @ oj(@;) = o;
J
2. @ fi(az, j) = as;
J

3. Vj, j¢conn(4;) = fi(a;,j) = 0;
4. Va; compatible with o, V j,
(Vi, i € conn(X;) = a; = A;) = o4(a;)e EB fi(ai, j) E X;.
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Compared with Definition 5.4, point 2 and 4 are removed because
now the functions can take every parameter into consideration.

Unsurprisingly, this definition does not give us a lot of good proper-
ties, as we demonstrate with the following example3.

Example 5.5. Consider the hyperwand

| kacc(x.f) || acc(x.g) |
| acc(x.b) — % acc(x.b) && x. ==>acc(x.g) && !'x.b==>acc(x.g) |
with the footprint

acc(x.f) && acc(x.g).

The state of the second right-hand side depends on the value of x.b,
which is only known after applying the second left-hand side. As a
result, the split of the footprint cannot be fixed without further infor-

mation.

The example above shows that Definition 5.6 does not satisfy full
release and wand separation. It still supports the inductive pattern.

One advantage of this definition is that it is potentially easy to
automate?. So it is worth exploring this definition and imposing re-
alistic restrictions on the predicates to see if we could achieve some
usefulness.

5.5.1 Making Right-Hand Sides Precise

The first step to restrict all-all hyperwands is to make all right-hand
sides precise.

Definition 5.7 (precise). A predicate P is precise, iff. Vz, there
exists at most one substate of x, a’, such that z’ = P.

Preciseness rules out Example 5.5, because the state acc(x.f) &&
acc(x.g) has two substates, namely acc(x.f) and acc(x.g), that
both satisfy the first right-hand-side assertion.

With preciseness, we can derive a weaker version of full release. In

this weaker version, we only require some states to satisfy the dangling

right-hand sides, but do not care about the remaining hyperwand. We
could prove the following theorem.

Theorem 5.6. If

then
Funique x < o, x = X.

3 This example is extremely similar

to the unsound packaging example
presented by Dardinier et al. [6].
Although not directly related, readers
might be interested in this example to
see the unsoundness issue.

4 One possible way to automate is

to inhale every possible subset of
left-hand sides and exhale any right-
hand side that becomes dangling

if the subset of left-hand sides are
applied. However, the correctness of
this approach remains to be formally
proven.
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Proof. Follows directly from the definition of all-all hyperwands and
the preciseness of X. O

However, we are not able to prove the remaining footprint ¢ ©x sat-
isfies the hyperwand W. The reason is exactly the same as Definition
5.3: giving out part of the footprint to X opens up new possibilities
for the left-hand-side states of W, and the definition does not cover
these cases.

5.5.2 Making Left-Hand Sides Compatible

To address the problem mentioned above, we impose a direct and

rather rough restriction—we require that for any states that satisfy
the left-hand sides, they must be compatible together with the foot-
print. The formal definition of compatible predicates is given below.

Definition 5.8 (compatible predicates). A set of predicates
A17A27' o aA’rL

are considered compatible, iff.

n

Val |:A1,a2 ): AQ,"' s Qg ':An7 @ai is defined.

i=1

Remark 5.1. When we say all left-hand sides are compatible, to-
gether with the footprint, it means

n

Vay E A as |E Ag, oo+ an E Ap, e @ a; is defined.
i=1
This restriction is powerful but at the same time restrictive. For
example, the assertion List(x)° and List(y) are not compatible, 5 List(x) represents a linked list
because they might share same nodes if considered separately. If this starting at x.
restriction is assumed, we do not need to worry about the compati-
bility issues any more, which essentially solves the problem we have
been facing all the time. First, we do not need the strict definitions
any more. Even the weak definitions will give a fixed split in case of
wand separation. Second, we do not need permissive compatibility any
more. Under the assumption of predicate compatibility, it is equivalent
to restrictive compatibility. This equivalence might make it easier to
automate.
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6 CONCLUSION & FUTURE WORK

Motivated by the verification of reborrow functions in Rust, we ex-
plored a novel separation logic connective, hyperwand. We mainly
explored a class of definition which is based on split functions of indi-
vidual states (the footprint and left-hand-side states). We presented
the definitions from the least to the most expressive, which are also
observed to have increasing difficulty of automation and diminishing
good properties (full release and wand separation). We especially focus
on two definitions that cover the Rust use case and also simple enough
so that they might potentially be automated without too much effort.
The more powerful definitions serve a theoretical interest but are much
less clear how they could be used or automated. See Table 6.1 and 6.2
for an overview of all the hyperwand definitions explored and their

properties.
Inductive Pattern

footprint fixed LHS LHS all

LHS (strict) | (weak)
fixed v v v v
self v v v v
LHS (strict) X v v v/
LHS (weak) X X 4 v
all X X X v

Full Release and Wand Separation
footprint fixed LHS LHS Al

LHS (strict) | (weak)
fixed v v X X
self v v X X
LHS (strict) v v X X
LHS (weak) v v X X
all v v X X

During the project, we also explored a number of other ideas, but

Table 6.1: An overview of all hyper-
wand definitions explored and if they
satisfy inductive pattern. The columns
indicate what the split functions for
the footprint depend on, and the

rows indicate what the split func-
tions for the left-hand states depend
on. All definitions have restrictive
compatibility. The table includes all
combinations, including the definitions
that did not appear in the main text.

Table 6.2: An overview of all hyper-
wand definitions explored and if they
satisfy full release and wand separa-
tion. The rows and columns have the
same meaning as in Table 6.1.
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they are not mature enough to cover in the main body of the report
and we leave them as future work. We briefly list them below.

Adjointness. The only desired properties are the inductive pattern,
full release and wand separation. So, what is the most expressive
definition that only gives these three properties and nothing else? In
other words, does there exist a definition that can be derived directly
from these three properties? We have invested a large amount of time
to explore this in this project. However, the result is not satisfying, in
the sense that we are neither able to prove the adjointness property
for any definition, nor able to find any counterexample for the most
expressive definition with all three properties (lhs—lhs definition).

Splitting the footprint and left-hand-side states together.
Instead of giving multiple split functions for the footprint and left-
hand-side states, we can have just one split function for each right-
hand-side, which gives the sum of everything needed to satisfy the
right-hand-side. It has the potential to get rid of cross-split and yet
provide adjointness.

Splitting the footprint to left-hand-sides. Instead of splitting
the footprint to each right-hand-side, we can first have a fixed split
and allocate the split to each left-hand-side, and let it split its share
when the left-hand-side states are provided. This makes the proof of
wand separation easier and might also be easier to automate. How-
ever, its relationship with existing definitions is unclear.
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A DISCUSSION OF PRUSTI

A.1 Packing References into struct

Assume that we allow references inside struct declaration, and a
reborrow function stores reborrowed references inside a struct. If we
try to specify this reborrow function with a magic wand, the left-hand-
side will be a description of the struct, and the right-hand-side will
be the packed resources. The question is, how to correctly specify the
left-hand-side? We cannot use the usual “tree” representation, since
holding a tree predicate enables us to freely modify what is inside
the tree. One thing that is perfectly fine to do is replace the packed
reference inside the tree with something else. After that, we can still
fold the tree to get the “right” predicate but the content has been
changed and no longer contains the right-hand-side resources.

For a more elaborate account of this issue, see the Master’s Thesis
by Gorse [7].

A.2  Functional Properties

Using magic wands (or hyperwands) to specify reborrow function also
gives rise to the problem of describing functional properties. Wands
are a perfect tool for describing resource relations, but are not suit-
able for describing functional behaviors. For example, consider the
following Rust code.

fn foo<'a, 'b>(pl: &'a mut Point, p2: &'b mut Point)
-> (&'a mut i32, &'b mut i32)
{

pl.y = p2.y
(&mut pl.x, &mut p2.x)
}

In this example, the shape of the hyperwand is
a—pl
b ——k p2

In addition, we might want to express the property pl.y = p2.y.
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However, the fact that p1 and p2 are two separate right-hand-sides
makes this property impossible to express. One must have access to
both states of the right-hand-sides to decide if this property holds. To
support this property is beyond the scope of this project. However,
there is another ongoing project trying to explore the concept of IDF
wands to separate permission from functional specification in magic
wands [8], which we believe is what Rust needs to precisely capture its

real semantics.
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