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1 Introduction
Traditional Hoare logic [1] reasons about the properties of individual program execu-
tions. This is insufficient in practice when trying to prove program properties such as
determinism (any two executions of a program with the same initial state end up in
the same final state) or non-interference [2] (any two executions of a program with the
same initial low-sensitivity inputs end up with the same final low-sensitivity outputs).
Thus, in recent years, there has been an effort to explore properties relating multiple
executions of a program. The name for these kinds of properties was coined as hy-
perproperties [3]. In cases where the properties refer to the executions of potentially
different programs, we refer to them as relational properties.

Logic for Hyper-triple Composition (LHC) [4] extends previous work [5], [6] con-
cerned with proving hyperproperties relating potentially different program executions1,
where the hyperproperties are of the ∀∗ type2. The main achievement of LHC is the in-
troduction of new compositionality rules that allow the logic to compose hyper-triples3

in new ways, which facilitates simpler proofs.
Hyper Hoare Logic (or HHL) [7] allows for reasoning about arbitrarily quantified

hyperproperties, including the ∀∗∃∗, and ∃∗∀∗ types. This allows for not only proving
but also disproving hyperproperties (e.g., disproving the ∀∗ type of hyperproperties by
proving the ∃∗ type of hyperproperties). The main limitation of HHL, however, is that
it allows reasoning about (potentially multiple) executions of only a single program4,
which limits its usability. For example, it is not possible to express properties such
as program refinement (to determine whether one program refines or preserves the
behavior of another).

Not only can HHL not prove relational properties, but also HHL’s hyperproperty
proving has its limitations, which we explore through an example in section 2.

⊢ {P} C1 {Q1} ⊢ {P} C2 {Q2}
⊢ {P} if (∗) {C1} else {C2} {Q1 ⊗Q2}

(Choice)

Figure 1: HHL’s Choice rule.

1So, the work is concerned with proving both hyperproperties and relational properties.
2These are hyperproperties that can be expressed using only universal quantification over program traces.
3These are Hoare triples in the context of hyperproperty proving.
4So, it cannot reason about relational properties.
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2 From hyperproperties to relational properties

if (∗) {
assume x > 0;
x := x+ 2;

}
else {

assume ¬(x > 0);
x := x+ 1;

}

Figure 2: A sim-
ple program to
demonstrate HHL’s
Choice rule’s lim-
itations. The ∗
symbol denotes a
non-deterministic
choice.

Consider proving that the program in Fig. 2 behaves as a
monotonic function of the variable x. We start with a set of
initial states that satisfy the precondition:
{∀⟨σ1⟩ ∀⟨σ2⟩. σ1(t) = 1 ∧ σ2(t) = 2 ⇒ σ1(x) ≥ σ2(x)}.
This is a hyper-assertion which, in the context of HHL, is
a predicate over sets of states. Thus, σ1 and σ2 stand for
the state variables whose values are states from the input set
of states. By σ(·), we mean the value of a variable in the
state σ. The variables in this hyper-assertion are x and t, and
while x is a program variable (i.e., a variable usable by the
program), t is a logical variable (i.e., a variable not usable
by the program) used to separate states into categories. To
prove the monotonicity, we would like to demonstrate that the
post-states after the execution of the program satisfy the same
hyper-assertion as a postcondition. For that purpose, we need to
make use of HHL’s Choice rule as defined in Fig. 1. However,
to prove the postcondition, we need to be able to relate the
post-states coming from the execution of branch C1 with the
post-states coming from the execution of branch C2, as the
postcondition relates all possible pairs of states. The limitation
of the rule lies in the fact that none of its postconditions is
able to relate the post-states coming from the execution of branch C1 with the post-
states coming from the execution of branch C2. Postcondition Q1 can only relate
those states that come from the execution of branch C1, and likewise, postcondition
Q2 can only relate those post-states coming from the execution of branch C2. Most
importantly, neither the postcondition Q1 ⊗Q2 defined as Q1 ⊗Q2 ≜ ∃S1, S2. S =
S1 ∪ S2 ∧ Q1(S1) ∧ Q2(S2) in the conclusion of the rule can relate them, since
it only uses the postconditions Q1 and Q2 independently. This forces us to resort to
the introduction of new logical variables that store the relationship of all pre-states
and to frame it to the other side of the if statement while expressing and proving
postconditions about exactly what branches C1 and C2 do5, which makes the proof
non-trivial, even-though the example is very simple.

Now imagine being able to reason about branches C1 and C2 as separate programs
within a logic capable of expressing relational properties. This would allow us to create
a choice rule capable of relating the post-states of the execution of program C1 with the
post-states of the execution of program C2. Thus, the goal of this project is to extend
HHL with ideas from LHC into a logic that supports expressing and reasoning about
relational properties and simplifies the proofs of similar examples. We call this logic
Relational Hyper Hoare Logic (RHHL).

3 Approach
Following LHC, we define hyper-programs as partial functions from natural numbers
to programs and extend HHL’s hyper-assertions from predicates over sets of states to
predicates over functions from natural numbers to sets of states. For this purpose, we

5We express it by the Q1 and Q2 postconditions.
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⊢ {C(P )}
[

1 : C1
2 : C2

]
{C(Q)}

⊢ {P} [1 : if (∗) {C1} else {C2}] {Q}
(Choice)

Figure 3: RHHL’s Choice rule. Notice the hyper-program in the premise being a
function from {1, 2} to programs C1 and C2. This is in contrast with simple programs
C1 and C2 from the premise of the HHL’s version of the rule.

⊢


(∀1⟨σ1⟩ ∀1⟨σ2⟩. P ′)∧
(∀1⟨σ1⟩ ∀2⟨σ2⟩. P ′)∧
(∀2⟨σ1⟩ ∀1⟨σ2⟩. P ′)∧
(∀2⟨σ1⟩ ∀2⟨σ2⟩. P ′)


[

1 : C ′
1

2 : C ′
2

] 
(∀1⟨σ1⟩ ∀1⟨σ2⟩. P ′)∧
(∀1⟨σ1⟩ ∀2⟨σ2⟩. P ′)∧
(∀2⟨σ1⟩ ∀1⟨σ2⟩. P ′)∧
(∀2⟨σ1⟩ ∀2⟨σ2⟩. P ′)


⊢ {∀1⟨σ1⟩ ∀1⟨σ2⟩. P ′} [1 : if (∗) {C ′

1} else {C ′
2}] {∀1⟨σ1⟩ ∀1⟨σ2⟩. P ′}

(Choice)

Figure 4: RHHL’s Choice rule instantiated on the example from section 2.

need to extend HHL’s syntax for hyper-assertions. Thus, when writing ∀i⟨σ⟩ or ∃i⟨σ⟩,
we quantify over the states from the set of states at index i in the input function.

To illustrate what rules in RHHL might look like, we introduce RHHL’s new Choice
rule. In addition, this rule will also provide a simple way of proving the example from
section 2, which posed problems for HHL. The general rule is defined as shown in
Fig. 3. The substitution C replaces every occurrence of ∀1⟨σ⟩.A with the conjunction
of ∀1⟨σ⟩.A and ∀2⟨σ⟩.A, and every occurrence of ∃1⟨σ⟩.A with the disjunction of
∃1⟨σ⟩.A and ∃2⟨σ⟩.A. Most importantly, unlike in HHL, the postconditions are now
capable of relating the post-states of the two branches. This can be seen even better in
the instantiation of the rule for our example. Let C ′

1 := assume x > 0; x := x + 2;
and C ′

2 := assume ¬(x > 0); x := x+ 1; be the branches of our example program,
and P ′ := σ1(t) = 1 ∧ σ2(t) = 2 ⇒ σ1(x) ≥ σ2(x) be the body of the hyper-
assertion from our example. Then, the rule is instantiated as shown in Fig. 4. The
C substitution divides our precondition and postcondition into four cases based on all
the possible combinations of branches that the states related by the hyper-assertion
can take. For example, the second conjunct corresponds to the case when the first
state in the relationship takes the first branch, and the second state in the relationship
takes the second branch. Crucially, the postconditions (especially the one in the rule’s
conclusion) are now capable of relating the post-states coming from the execution of
branch C ′

1 with the post-states coming from the execution of branch C ′
2, which allows

us to finish the proof of the example straightforwardly.
Additionally, we would like to devise new and useful relational loop rules. Consider

the two programs in Fig. 5. We would like to prove that if the programs have the same
values of n and x before their execution, then their value of x will be the same after
their execution. This is intuitive, as we can see that, under such preconditions, the
loop of program 5b will perform twice as many iterations as the loop of program 5a.
At the same time, the value of x quadruples after every two iterations of program 5b
and also quadruples after every iteration of program 5a. Thus, after the execution of
the programs, variable x of program 5b will be multiplied by 22∗n, and variable x
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i := n
while (i > 0) {
x := 4 ∗ x;
i := i− 1;

}

(a)

i := 2 ∗ n
while (i > 0) {
x := 2 ∗ x;
i := i− 1;

}

(b)

Figure 5: Two programs for illustrating synchronous loop rules with fixed alignment.

of program 5a will be multiplied by 4n, which is the same value.6 Devising a fixed
alignment loop rule that enables us to prove the invariant that the values of x are equal
after every two iterations of the loop of program 5b and after every iteration of the loop
of program 5a would allow for a straightforward proof of the example without even
proving what exactly the individual programs do. This rule is also called synchronous
as if we allow program 5b to perform two iterations for every iteration of program 5a,
the programs will finish at the same time. We would like to focus on the exploration of
similar fixed alignment synchronous loop rules and incorporate them into our logic.

4 Goals

4.1 Core Goals
• Devise a core set of rules for RHHL and prove it sound and complete. RHHL will

support the programming language used by HHL; most importantly, this includes
loops and non-determinism.

• Facilitate simpler proofs of programs that contain assume statements and (deter-
ministic or non-deterministic) assignments by devising rules based on transfor-
mations of syntactic hyper-assertions and proving the rules sound7. With regard
to syntactic hyper-assertions, RHHL introduces quantification over the set of
states corresponding to any input program, with quantifiers of type ∀i⟨σ⟩ and
∃i⟨σ⟩, and the index i specifying the program. The rest of the hyper-assertion
syntax will likely remain the same as in HHL.

• Devise useful synchronous loop rules with fixed alignment.

• Explore the potential subsumption of LHC by RHHL. This, in particular, includes
whether LHC’s hyper-triples can be expressed in RHHL and whether all LHC’s
rules can be derived using RHHL’s rules.

• Formalize the results in the Isabelle/HOL theorem prover [8].

• Perform case studies.
6Note that the value of n is not modified by the programs, so it does not matter whether we consider the

value of n before or after the execution of the programs.
7Syntactic hyper-assertions are a restricted set of hyper-assertions that are defined syntactically.
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4.2 Extensions
• Explore the potential for alignment completeness [9].

• Explore more loop alignment principles, such as asynchronous alignments and
non-fixed alignments.
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